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2015 SURVEY ANALYSIS: EVOLVING THREATS AND HEALTH INFO SECURITY EFFORTS

SURVEY BACKGROUND
The Information Security Media Group conducts an annual Healthcare Information 

Security Survey with the assistance of members of the Healthcare Info Security board of 

advisers that includes leading healthcare information security and IT experts. This past 

year’s survey was conducted in December 2014 and January 2015. Respondents included 

about 200 chief information security officers, CIOs, directors of IT and other senior leaders. 
These executives work at hospitals, integrated delivery systems, physician group practices, 
insurers and other healthcare organizations. 

Caradigm is one of the sponsors of this year’s survey report and is sharing a sub-section of 
the results in this whitepaper. The ever-changing threat landscape requires more robust 
security risk management programs that can defend against the unknown. We hope 

that the survey results can help healthcare security executives gain insights into what 

their peers believe are the top threats, priorities and tactics to consider as they seek to 
strengthen the overall security and privacy of health data.  

What type of organization do you work for?

Hospital

32%

Integrated Delivery System Corporate Office  
(parent company of hospitals, clinics, etc.)

19%

Physician Group Practice/Clinic
11%

Health Insurer/Plan/Payer

9%

Other
29%

What is your title?

Director/Manager of Information Technology

19%

Chief Information Security Officer
13%

Chief Privacy Officer
11%

Chief Compliance/Risk Management Officer
7%

Chief Information Officer/VP of Information Technology
5%

Physician Group Practice Administrator

3%

Cyber Consultant/Advisor
2%

Information Security Officer
2%
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THREATS: TODAY’S WORRIES AND WHAT’S ON THE HORIZON
With a string of recent high-profile cyber-attacks in the healthcare sector, it’s clear 
that the industry is in the bulls-eye of hackers.

And respondents are clearly perceiving hackers as a bigger emerging threat in 2015.

Even though our survey was conducted before Anthem Inc., Premera Blue Cross 
and CareFirst BlueCross BlueShield announced their massive hacker breaches that 
collectively affected tens of millions of individuals, hackers were clearly a worry for 
many healthcare organizations participating in our survey. Our new survey shows 
that hacker attacks are considered the single biggest emerging threat, named by 
21 percent of respondents followed by 19 percent of respondents naming Business 
Associates taking inadequate precautions to protect PHI.

What do you perceive to be the single biggest emerging 
security threat your organization will face in 2015?

Hackers attempting to access records or use servers for other purposes.

21%

Business associates taking inadequate security precautions for PHI.
19%

Growing use of mobile devices, including the “bring your own device” trend.
14%

Users texting or sending PHI on personally owned smart phones.

11%

Cybersecurity attacks from nation states.
9%

Loss or theft of devices or electronic media.

6%

Mistakes by staff members.
6%

Use of cloud-based services such as Dropbox by employees without permission.
5%

Insider threats, such as records snooping and identity theft.
4%

Distributed denial-of-service attacks from “hacktivists” or others.
2%
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What do you perceive to be the single biggest security threat 
your organization faces today?

Business associates taking inadequate security precautions for PHI.
28%

Growing use of mobile devices, including the “bring your own device” trend.
17%

Mistakes by staff members.
14%

Hackers attempting to access records or use servers for other purposes.

9%

Insider threats, such as records snooping and identity theft.
9%

Loss or theft of devices or electronic media.

6%

Users texting or sending PHI on personally owned smart phones.

6%

Cybersecurity attacks from nation states.
4%

Distributed denial-of-service attacks from “hacktivists” or others.
2%
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Approximately how many health 
data breaches affecting fewer 
than 500 individuals did your 
organization experience in 2014?

Approximately how many health 
data breaches affecting 500 
or more individuals did your 
organization experience in 2014?

2015 SURVEY ANALYSIS: EVOLVING THREATS AND HEALTH INFO SECURITY EFFORTS

BREACH TRENDS
The survey shows that smaller breaches are impacting a large majority of 

organizations as only 27 percent said they had experienced no breaches affecting 
fewer than 500 individuals. 31 percent said they experienced 6 or more breaches of 

that size in 2014. Larger breaches are less common as 75 percent of organizations 

said they had experienced no breaches affecting 500 or more individuals. 

When organizations experience internal security breaches, the incidents are often 
linked to weaknesses in access or ID management. That includes users having too 

many access rights, or the wrong level of access for their role or status.

If your organization experienced an internal security breach in 2014, what was the cause?

Account access was not terminated when the user left the organization.

38%

User had too many access rights for the role the individual played within the organization.

28%

User changed roles and the access rights were not updated.

27%

User inappropriately obtained a username/password to a system that contained PHI.

10%

None: 

1-5:

6-10:

27%

27%

41%

41%

14%

14%

11-25:

25-50:

50+:

7%

7%

2%

2%

8%

None: 

1-5:

75%

75%

12%

12%

11-25:

25-50:

11%

11%

2%

2%
8%

http://www.caradigm.com


WHITE PAPER

6

2015 SURVEY ANALYSIS: EVOLVING THREATS AND HEALTH INFO SECURITY EFFORTS

RISK ASSESSMENT
The US Department of Health and Human Services (HHS) has emphasized the need 
to perform thorough and timely security risk assessments as a key HIPAA compliance 

requirement. The lack of a risk assessment has been a sticking point in recent HHS 
breach investigations. Resolution agreements and settlements between HHS and 

healthcare organizations that have experienced large breaches have often focused 

on the failure to perform a security risk analysis and mitigate those risks. 

Three quarters of the respondents say their organizations conducted a security 
risk assessment in 2014. That’s the same as in 2013, so there’s still room for 
improvement.

The most common result of those risk assessments is organizations revising or 

updating their security policies as indicated by 81 percent of respondents. Only 
48 percent of respondents say they’ve implemented new security technologies or 

revamped security education programs in response to risk assessment findings.

Did your organization conduct a detailed information 
technology security risk assessment/analysis in 2014?

40%

35%

8%

17%

Yes, we conducted  
it internally

Yes, we hired a third- 
party firm to conduct 
our assessment

40%

35%

No

I don’t know

17%

8%

Which action has your organization taken as a result of its assessment?

Revised/updated security practices.

81%

Implemented new security technologies.

48%

Revamped security education initiatives.

47%

Added more information security staff.
31%

No action taken.

5%

http://www.caradigm.com


WHITE PAPER

7

2015 SURVEY ANALYSIS: EVOLVING THREATS AND HEALTH INFO SECURITY EFFORTS

TOP PRIORITIES AND BUDGETS: THE LATEST TRENDS
43 percent of respondents expect information security spending to increase in 

2015, and about one-third expect budgets to remain the same. Only 5 percent of 
respondents expect budgets for information security to decrease in 2015.

However, about a third of organizations devote 3 percent or less of their IT budgets 
to information security, so spending by many is still fairly low. Only about 35 percent 
of organizations have a clearly defined information security budget that’s funded 
through the general IT budget. And 34 percent of organizations ask for money to be 

allocated for infosecurity projects as needed from the IT budget.

When it comes to the top technologies that organizations plan to implement in 2015, 
audit tool/log management, data loss prevention and intrusion/misuse detection 
tools are the most common. This reflects the need for many organizations to get 
better at detecting breaches, as well as stopping breaches before they happen. 
This is becoming increasingly important as hackers’ cyber-attacks become more 
sophisticated and breaches committed by internal workers and business associates 

become more frequent.

Will your organization’s budget for information security in 2015:

43%

31%

22%

5%

Increase

Stay the same

43%

31%

Decrease

I don’t know

5%

22%

What percentage of your organization’s total IT budget in 2015 will be  
devoted to information security?

Less than 1%.

11%

1-3%
23%

4-6%
12%

7-9%
6%

10% or more.

5%

I don’t know.

43%
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How does your organization fund information security?

We have a clearly defined information security budget that’s a component of our IT budget.
35%

We ask for money to be allocated out of the overall IT budget as needed for security projects.

34%

We leverage the results from risk assessments to help obtain funding.

20%

We have a clearly defined information security budget that’s separate from the overall IT budget.
12%

Funding comes from departments other than IT.
11%

I don’t know.

15%

Which of the following technologies does your organization  
plan to implement in 2015?

Audit tool or log management.

46%

Data loss prevention.

37%

Intrusion detection/misuse detection.

32%

Network monitoring.

28%

Database/server encryption.

25%

SIEM (Security Information and Event Management).
23%

Mobile device management system.

22%

Multi-factor system.
22%

Patch monitoring.

22%
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MITIGATING RISKS: IDENTITY AND ACCESS MANAGEMENT
Weak authentication methods can lead to the wrong individuals—whether unauthorized 

insiders or external bad actors—gaining easy access to sensitive patient data. Authentication 

appears to be a key area that many organizations can bolster, based on our survey findings. 
Usernames and passwords are still, by far, the dominant method of authentication used for 
on-site users’ accessing EHRs. That’s followed by the use of tap-and-go badges. The use of 
other, more advanced, options such as multi-factor authentication remains rare. The same is 
true for when remote users access data while on the job at one of an organization’s facilities.

To guard against inappropriate access to electronic health records, what type 
of authentication does your organization require for on-site users to gain 
access while they are on the job at one of your facilities?

Username and password.

80%

Badges, such as “tap and go badges”, used as part of single sign-on.
32%

Digital certificate.
24%

One-time password with two-factor authentication (token).
22%

Device ID/risk-based authentication (authentication risk measure based on factors such 
as the device, IP geo-location, and user behavior).

15%

Biometrics.
14%

No authentication.

1%

How does your organization address security for physicians and other clinicians 
who have remote access to clinical systems?

Provide access to clinical systems only via a virtual private network.

47%

Encrypt all information accessed remotely.

45%

Require use of multi-factor authentication.
32%

For access via personal devices, require use of specific types of devices with  
specific security functions.

29%

For access via mobile devices, require use of corporate-owned devices with  
specific security functions.

25%

We do not offer physicians and other clinicians remote access to clinical systems.
17%
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GOVERNANCE
Surprisingly, less than 60 percent of organizations have a documented security 
strategy. Not having a documented security strategy, especially in the light of ever 
evolving cyberthreats, is an oversight.

Does your organization have a documented information security strategy?

57%27%

7%
9% Yes

Working on it

57%

27%

No

I don’t know

9%

7%
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CONCLUSION
It’s clear that cyberthreats are growing, and that healthcare organizations must 
continue to adapt to safeguard patient data against those threats.

Make Breach Prevention a Priority 

Hacker attacks, business associates taking inadequate security precautions, 
and insiders making mistakes are among the biggest cyberthreats healthcare 

organizations face. Organizations should enhance workforce training, including 
phishing awareness, and bolster access controls as well as network monitoring. 
Organizations should also ensure that their business associates are taking the 
necessary steps to protect data and are properly assessing security incidents for 

potential reportable data breaches.

Document InfoSec Strategies 

A basic tenet of information security is to document your strategies. It provides a 

roadmap to all information security practices and policies. Too many organizations 

are neglecting this vital step.

Be Consistent with Security Best Practices 

While many organizations appear confident in the progress they’re making to be HIPAA 
compliant, the reality is that many are falling short in best practices. For example, too 
many entities are not conducting regular risk assessments.

Re-evaluate Security Budgets 

Many healthcare organizations devote a very small portion of their IT budgets to 

data security, even as cyberthreats are growing. By ramping up their investments, 
organizations can help avoid the costly expenses involved in dealing with the 

aftermath of breaches.

Enhance Security Controls of High Risk Threats 

New information security technologies have emerged that can help organizations 

better protect against breaches as well as increase the efficiency of employees who 
are responsible for granting access to PHI. Besides making broader use of encryption, 
many organizations should also consider bolstering access control, authentication 
and access tracking to help improve breach prevention and detection 

http://www.caradigm.com
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ABOUT US
Caradigm delivers the industry’s 
only end-to-end identity and 
access management solution 

that reduces risk across the 

entire Governance, Risk and 
Compliance Lifecycle.

Built exclusively for healthcare, 
Caradigm integrated Identity 
and Access Management 

addresses the operational 

challenges of access to clinical 

applications while protecting 

you from increasing security 

and compliance risk by 

safeguarding access to patient 

health information.

Provisioning Identity Management, a role-based identity management solution, 
automatically creates, modifies or terminates access to clinical applications. This improves 
clinician satisfaction by giving caregivers rapid access to the applications and data they need.

Single Sign-On (SSO) enables your clinicians to use a single set of credentials—entered 

once per session—and multi-factor authentication in an integrated clinical workstation. 
They can access applications quickly without signing on to each one separately.

Clinical Access Governance enables a healthcare organization to respond to 

increasing security and compliance risk by safeguarding patient health information. 

Governance capabilities are implemented through controls, automation, and analytics.

Clinical Application Integration leverages Caradigm’s extensive clinical application 
library, allowing Provisioning and Single Sign-On connectors to be created for hundreds 
of applications from vendors such as Epic, Cerner, GE, and McKesson.

Context Management maintains patient context across applications, allowing 
automatic access to the right patient record as clinicians move from system to system. 

This saves time and increases accuracy.

Password Management enables password synchronization across systems and clinical/

business applications. Synchronization allows password changes to be propagated to all 

target systems and applications. These powerful coordination capabilities minimize the 

password management pains that users struggle with between applications and systems.

EPCS Authentication streamlines clinical workflow of electronically prescribing 
controlled substances (EPCS) and simplifies the two-factor authentication imposed by the 
DEA and state regulations. The required strong authentication is seamlessly built into the 
electronic prescribing workflow while providing an optimal experience for the clinicians.

EMR

ROLE 
CHANGES

ONBOARDING

DE- 
PROVISIONING

WORKFLOW 
ATTESTATION

ANALYTICS

ACCESS

Identity Governance and Administration
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