
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

Today’s healthcare providers must contend with a difficult combination of tightening regulations, 
decreasing reimbursement and other economic challenges.  Of these challenges, privacy and 
security are of increasing concern among hospital and health system leaders.  Not only must they 
ensure data security, healthcare administrators must also protect the physical security of their 
facilities.  While these dual security concerns involve different departments, and roles and 
responsibilities, they are both critically important to ensuring the reputation of an institution and the 
safety of its physicians, staff and patients.   

Data and patient privacy breaches happen regularly within healthcare, some unintentional and 
others criminal, such as the data breach Community Health Systems experienced earlier this year.  
Physical security also remains a challenge, as security teams and hospitals juggle the demands of 
keeping patients and staff safe, with convenient and secure visitor access being an important 
element of patient-centered care. 

 

Investing in Hospital and Healthcare Security 

Unlike many other market segments, hospitals and the broader healthcare industry are actively 
investing in security infrastructure for both continuous renovations of existing buildings, and to 
protect new buildings as well. 

While security may once have been considered a necessary evil and inconvenience in the hospital 
environment, the move to digitize and share electronic personal health information (ePHI) has 
made security a top priority.  It is critically important that security, information security (IS) and 
medical staff all gain a much better understanding of why both physical and information security is 
important, and how to coordinate and unify workflow and security enhancements.  Increasingly, 
the familiar ID badge used for physical door access is being called upon to protect healthcare data 
and the privacy of patient information.  This is driving IS administrators to become more deeply 
involved in decision- making related to card technologies and uses. 

Security and IS teams also must work together to understand and follow best practices for both 
physical and logical access control, which can be particularly challenging since so many of today’s 
healthcare institutions undergo mergers and acquisitions that introduce demanding badging and 
identity management requirements.  The two departments should also collaborate closely on all 
aspects of designing, implementing and maintaining robust security capabilities, and ensure 
emergency preparedness for natural disasters. 

On the information security side, the access control system must employ strong authentication 
and adequate security so that patient health information is protected in an increasingly digital 
world.  With the right infrastructure in place, healthcare institutions can meet today’s security 
and compliance needs while continually improving security and convenience, protecting patient 
privacy, and increasing the value of their investment.  In the physical access control arena, 
institutions must keep pace with security threats through the use of an open and expandable  
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infrastructure that supports ongoing improvements.  They also have the opportunity to reduce 
costs while securing more doors through the use of networked access control. 

Meanwhile, as information security and physical security needs converge, hospitals must also 
carefully examine how to maximize their investments, ensuring that users don’t simply open 
doors with their ID cards, but also use them for applications ranging from cashless payment to 
accessing IT resources, all with a single, convenient and cost-effective solution. 

 

Protecting Data and IS Resources 

With today’s growing focus on patient privacy protection, it is increasingly important that hospitals 
pay as much attention to logical access control as they do to physical access control. A good 
model for data security is that used in the on-line banking industry.  As in on-line banking, patient 
data protection and health record security requires a layered system approach so that appropriate 
risk mitigation levels can be applied. 

The first layer is user authentication.  The use of strong, multi-factor authentication ensures 
that individuals are both who they say they are, and authorized to access data.  Software tokens 
held on a mobile device improve speed and simplicity of the authentication process, but have 
security vulnerabilities.  A better approach uses emerging Bluetooth Smart or Near Field 
Communications (NFC) technology and enables users to carry a smart card or smartphone with 
an authentication credential stored on it.  With this approach, users can simply “tap in” to gain 
access to hospital facilities, VPNs, wireless networks, and cloud- and web-based applications.  An 
affiliated doctor can replace multiple One Time Password (OTP) hard tokens with a single mobile 
phone carrying all necessary tokens. 

The second layer is device authentication.  A common approach is to ensure that 
authenticated users within the hospital – as well as affiliated doctors who are visiting the 
facility or logging in remotely -- may only access their own health records, or those of their 
patients, from a known and properly registered device.  This can be accomplished with 
contactless cards, or with tap-in log-on. 

The third security layer is transaction authentication with pattern-based intelligence, which 
is used to validate transactions as well as sessions.  This can be implemented in a layered 
fashion.  For instance, users and doctors conversing about systems might only require a lower- 
level security check.  In the case of celebrities or other high-profile users, or those downloading 
sensitive documents, however, there might be multiple strong authentication security checks 
during the session. 

The fourth and fifth layers are browser protection and application security.  The former is 
most effectively implemented using a proactive hardened browser with a mutual secure socket 
layer (SSL) connection to the application.  The latter protects applications on mobile 
devices that are used to deliver sensitive information.  Data theft is significantly more 
complex and costly for hackers if the application is architecturally hardened and capable of 
executing mutual authentication.�

 

 

 

 



 

 

 

 

Securing Electronic Prescriptions 

A solid, multi-layered security strategy is especially important for privacy protection in the area of 
electronically prescribed medications.  Healthcare institutions must comply with mandates 
established by the Drug Enforcement Agency’s (DEA) Interim Final Rule (IFR) for Electronic 
Prescriptions for Controlled Substances (EPCS).  EPCS is a mandate with the purpose of 
improving patient care, realizing improved clinical outcomes, fostering transparency, and 
maintaining strict control and security of controlled substances along with patient identity and 
information. 

The EPCS regulation not only creates convenience for practitioners and patients through allowing 
electronic transmittal of prescriptions for controlled drugs, it also enhances security when 
implemented in a DEA-compliant fashion.  There are two key requirements that practitioners must 
meet prior to establishing an e-Prescription policy to ensure patients’ sensitive records are not 
comprised – they must use a software application that conforms to regulatory standards, and they 
must be identity-proofed and credentialed for two-factor authentication.  The latter can employ 
unique physical information such as a fingerprint or iris scan, or utilize physical objects such as a 
FIPS 140-2 certified cryptographic key, hard token or card.  One of the most secure methods of 
implementation leverages public key infrastructure (PKI) using on-site or cloud-based 
validation services between all relying parties.  Practitioners must meet an identity level of 
assurance for the cross certification needed for the application. 

The use of digital certificates (PKI) in healthcare is growing fast.  Certificates are encrypted and 
ensure individuals, systems or applications are who they claim to be.  Certificates are also available 
with different assurance levels and can be validated/checked for authenticity in real time.  Digital 
certificates can be used for authentication to networks or applications; digital signatures for on-line 
transactions; and for digitally signing or encrypting documents and email.  PKI security elevates the 
trusted transaction which reduces or eliminates the opportunity for breach. 

The concept of Federated ID Systems for an urban medical community relies on a PKI infrastructure 
whereby an identity is trusted and used throughout disparate facilities.  With healthcare providers 
sharing multiple resources, the community benefits when they agree to create a single, central 
identity policy within which each provider organization maintains some autonomy.  A Federated ID 
System leverages identity-proofed trust that is maintained and used in a shared community.  No 
longer must shared physician resources carry multiple badges. 

 

Staying Ahead of Threats at the Door 

While the ID card has a longer history in the healthcare setting than information security solutions, 
keeping ahead of threats can still be challenging.  Implementing a physical access control system 
(PACS) in a hospital environment is complicated by the typically large campus size and often 
geographically dispersed nature of many facilities.  In an urban setting, there is the added 
challenge of making patients and visitors feel comfortable and welcomed, and also confident about 
their safety and security.  Additionally, hospitals must support affiliated doctors who may work with 
many different institutions, requiring them to carry multiple badges for all the locations they visit. 

Meeting all of the aforementioned needs is difficult with legacy systems, which are based on static 
technologies and can’t easily be upgraded to new features and capabilities.  This is why many 
hospitals are moving to new PACS solutions that are based on dynamic technologies, ensuring 
they are adaptable to the changing hospital needs and the latest best practices as security threats 
evolve. 

 

 



 

 

 

 

One of the biggest benefits of the latest PACS solutions is the improved security of contactless 
high frequency or micro-processor-based smart card technology.  Today’s solutions feature 
mutual authentication and cryptographic protection mechanisms with secret keys, and employ a 
secure messaging protocol that is delivered on a trust-based communication platform within a 
secure ecosystem of interoperable products.  This approach gives hospitals the confidence that 
they can deliver the highest levels of security.  

The latest systems also include features like the Open Supervised Device Protocol (OSDP) and its 
companion Secure Channel Protocol (SCP) for bidirectional, multi-dropped reader communications.  
OSDP and SCP replace legacy, unsecured Wiegand technology to extend security from the card 
reader to the access controller, and also enable users to re-configure, poll and query readers from 
a central system, which reduces costs and makes it easier to monitor and service readers.  In the 
future, OSDP will also give readers new capabilities, like displaying real-time evacuation 
information in the event of an active shooter crisis. 

Another benefit of today’s PACS solutions is the ability to support many more access control 
applications on the same smart card.  For instance, today’s PACS platforms enable physicians, 
nurses, researchers and administrative staff to carry a single card that provides access to the parking 
lot, main door, emergency room and pharmacy, and can also be used for visual ID verification, time-
and- attendance, payroll transactions, tapping in and out of computer applications and cafeteria 
purchases.  Storing biometrics on the smart card can deliver strong, multi-factor authentication in 
laboratories, research centers and other sensitive areas. 

Many institutions also want a path to IP-based PACS solutions that are easier to operate, and that 
simplify expansion, customization and integration with other solutions that can share the same 
network.  Networked access control simplifies infrastructure enhancements and modifications 
because hardware platforms aren’t tied to proprietary software.  It’s also easier to add wireless 
locksets that connect with the online access control system, reducing wiring costs and eliminating 
the problems of easy-to-lose keys while providing near-online and near-real-time control of the 
opening.  IP-based solutions also provide a single, integrated system for combining security, 
access control, video surveillance and incident response, perimeter detection and alarm monitoring 
systems.  Hospitals can invest in a single, unified IP network, and logically control multiple 
technologies that previously co-existed only on a physical level.  Plus, they can leverage their 
existing credential investment to seamlessly add logical access control for network log-on, and 
achieve a fully interoperable, multi-layered security solution across company networks, systems 
and facilities. 

 

The Visitor Management Challenge 

Hospitals should also ensure that visitor management is an integral part of their facility security 
strategy.  Replacing manual paper logs, today’s visitor management systems enable hospitals to 
screen, badge and track all visitors -- or, at a minimum, only those visiting labor and delivery floors, 
pediatric wards and other critical areas, as well as during “after hours” periods.  Systems should 
support real-time patient feeds using Health Level 7 (HL7) integration so the system has all patient 
status and room information.  This ensures that no visitor is sent to the wrong location, or to see a 
patient that has already been discharged.  Systems should also feature Status Blue integration so 
they can pre-register approved vendors and temporary employees.  They also should support 
integration with access control systems for the most efficient badging. 

Effective access control can play a major role in implementing key policies and procedures that 
apply to staff and doctors as well as patients and visitors.  For instance, during flu season, many  

 

 



 

 

 

 

 

cities require that healthcare facility workers be vaccinated. This is most often visually tracked on 
the ID badge with a sticker, which unfortunately can become worn and fall off.   A better approach 
is to print a visual element on the card or, better yet, use a holographic foil card that embeds the 
element on or below the card surface, beyond the reach of counterfeiters.  Compliance can be 
tracked using the database management capabilities of the credentialing system.  To further 
protect the institution during flu season, hospitals can expand visitor management capabilities by 
installing systems at all entrances, minimizing unauthorized access that could further spread 
viruses. 

Charting a Course for the Future 

Hospitals have a variety of tools for achieving a strong and versatile PACS solution while also 
solving strong authentication challenges for information security and patient information privacy.  
Increasingly, the healthcare industry is moving toward converged solutions that can be used to 
secure access to everything from the hospital’s doors to its computers, data, applications, and 
cloud-based services.  Truly converged access control will ultimately consist of a single security 
policy, one credential, and one audit log.  The goal is a fully interoperable, multi-layered security 
infrastructure that is based on a flexible and adaptable platform.  Such a platform will enable 
hospital administrators to preserve their access control system investments as they grow, evolve, 
and continually improve their security capabilities in the face of ever-changing threats. 

 

 

 

 

hidglobal.com 

© 2014 HID Global. All rights reserved. HID, the HID logo, and Genuine HID are trademarks or registered trademarks of HID 
Global in the U.S. and/or other countries. All other trademarks, service marks, and product or service names are trademarks or 
registered trademarks of their respective owners. 

 

 


