
Mandiant, A FireEye Company, 

has spent thousands of hours 

on the front lines. Our insights 

and analysis are drawn directly 

from our experience responding 

to security incidents with 

hundreds of customers in more 

than 30 industry sectors. We 

assess with high confidence 

that the pharmaceutical 

industry is an active target of 

advanced persistent threat 

(APT) groups based in China. 

We believe APT groups seek 

technologies, processes, and 

expertise to improve China’s 

domestic pharmaceutical 

industries. While the tactics 

adversaries use to compromise 

pharmaceutical organizations 

are consistent with what we 

observe in other industries, 

there are specific scenarios that 

present the perfect opportunity 

for advanced attackers to gain 

access to your environment.

Top Three Tactics Advanced 
Attackers Use to Gain Access 
to Pharmaceutical 
Organizations

WHAT’S INSIDE

• Three of the most common tactics 
adversaries use to gain access to 
pharmaceuticals companies

• Context on why the 
pharmaceutical industry is more 
susceptible to these tactics

• Recommendations to improve 
your security posture

In the blink of an eye, 

advanced attackers 

can bypass your 

traditional security 

defenses and slip in 

without a sound, 

walking away with 

everything from your 

business plans, and 

research studies, to 

drug formulas.

TOP TRENDS AND RECOMMENDATIONS
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a means to find a way into their real target — the 

customer of the service provider, gather the 

intelligence they need to facilitate their compromise 

of the intended target, and then lay dormant at 

the first victim for months or even years. And later 

accessing backdoors at those companies if they need 

to regain access to the primary target victim.

Why Pharma is at Risk

The typical drug costs $5 billion to develop and 
takes 10-15 years to bring to market.3, 4 As a way to 
decrease fixed cost and improve the time it takes to 
bring a drug to the market, pharmaceutical 
companies continue to outsource services, such as 
research and manufacturing.5 Companies that 
spend in excess of $50 million per year in 
outsourcing increased 6 percent from 2012 to 
2013, while the number of companies spending less 
than $10 million decreased 6 percent in 2013.5 
While pharmaceutical companies may have good 
security protocols, these outsourced vendors don’t 
always follow suit and provide a vulnerable access 
point to the intended target – the pharmaceutical 
company.

How Adversaries get in

Tactic #1: Outside in

APT threat actors are increasingly using 

outsourced service providers as a means to gain 

access to their targets.

Outside vendors and business partners have access 

to organizations’ networks like never before. In 

2012, companies spent $134 billion on outsourcing 

business processes such as finance, accounting, HR, 

and procurement.1 Combine that with the estimated 

$252 billion organizations spent on IT outsourcing 

in 2012 and it adds up to a lot of organizations 

allowing outside vendors unfettered access to large 

portions of their networks.2 Advanced attackers are 

increasingly taking advantage of these outsourcing 

relationships to gain access to the organizations they 

are targeting.

We continue to witness APT threat actors target 

outsourced and managed service providers as 

a means to gain access to their primary target’s 

networks. In many instances, the attackers initially 

gained access to the service provider solely as 

Advanced attackers are 
increasingly taking advantage of 
outsourcing relationships to gain 
access to the organizations they 
are targeting. KEY TAKEWAY

Your network is only as secure as your 

outsourced service provider. Make sure 

your organization understands the 

security posture of these providers, and 

apply as stringent policies to their access 

as you would to your own employees.
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Of the customers Mandiant responded to in 2012, 38 

percent of them were attacked again once the original 

incident was remediated.

In economic espionage cases, we witnessed 

coordinated and continued APT activity against nearly 

all of the industries. In particular, a large number of 

repeated attacks were lodged against companies in 

the aerospace, energy, and pharmaceutical industries. 

Of the total cases we investigated in 2012, we saw 

attackers lodge over one thousand attempts to regain 

entry to former victims.

Why Pharma is at Risk

Mandiant has observed repeated network 
intrusions by targeted advance attackers against 
the pharmaceutical industry. We believe that the 
intellectual property (IP) of these companies is 
valuable to the Chinese government’s research and 
development laboratories and state-owned 
enterprises involved in pharmaceutical production.

Tactic #2: Once a target always a target

APT threat actors continue to target industries 

that are strategic to their growth.

Attackers conducting economic espionage are 

motivated by economic gain and their targets are 

often directly correlated with their national interest. 

We continue to observe a relationship between the 

strategic priorities of the People’s Republic of China 

(PRC), the operations of PRC state-owned enterprises 

(SOEs), and data stolen through cyber intrusions 

from a wide variety of customers and industries. 

In particular, biotechnology, pharmaceuticals, and 

alternative energy have been specifically identified by 

the PRC as strategic emerging industries (SEI) critical 

for the development of the country.6 Mandiant has 

also identified a larger number of situations where 

organizations that were initially compromised by 

APT actors were repeatedly attacked once those 

organizations had eliminated the attackers from 

their network. Many of our investigations revealed a 

number of these organizations were targeted by more 

than one attack group, sometimes in succession.

We have also identified a larger 
number of situations where 
organizations that were initially 
compromised by the APT were 
repeatedly attacked once those 
organizations had eliminated the 
attackers from their network.

KEY TAKEWAY

Attackers with an objective of economic 

espionage have specific goals and will 
return until their mission is complete. 

Treat incident detection and response as 

a consistent business process – not just 

something you do reactively. Constant 

vigilance and rapid response is necessary 

to keep an organization secure.
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from their early focus on government/defense 

targets, into the defense industrial base and various 

commercial entities. This evolution has resulted in the 

compromise of many smaller organizations as well as 

the compromise of organizations that are partnering 

on larger projects.

While the majority of these incidents were only 

detected after network connectivity had been 

established to the parent company, one organization 

with a very mature security program had a policy 

that all acquisitions be swept for indicators of 

compromise prior to network integration. This policy 

worked effectively — the intrusion was detected and 

remediated prior to establishing connectivity between 

the two networks, avoiding a potentially costly 

expansion of the intrusion into the parent network.

Why Pharma is at Risk

U.S. pharmaceutical companies are expanding into 
new markets and acquiring new products due to the 
limited domestic market and shrinking drug 
pipeline. In 2013, there were a total of 281 M&A 
deals in the industry.The number of deals in the 
industry continues to increase each year7 and 
attackers can utilize the deal information to 
leverage the acquired company as an means to gain 
entry into the targeted company.

Tactic #3: M&A is being served with a side of 

compromise

Organizations are being compromised during 

merger and acquisition activity.

With the increase in global mergers and acquisitions 

over the past few years, we have witnessed an 

increase in the acquisition and divestiture of APT 

compromises. Mandiant has responded to a record 

number of targeted intrusions that were discovered 

while the victimized organizations were in the process 

of integrating into their new parent organizations.

We have responded to a record 
number of targeted intrusions 
that were discovered while the 
victimized organizations were in 
the process of integrating into 
their new parent organizations.

KEY TAKEWAY

Incident detection and response is a 

continuous business process, not an 

isolated exercise. Defeating persistent 

threats require technical, repeatable, 

and automated scrutiny of business 

units, acquisitions, divestitures, partners, 

suppliers and outsourcers.

This trend is the result of two factors:

1. Improved Detection by the Acquiring Companies:

Many large companies that have experience in 

combating targeted threats have improved their 

ability to detect evidence of compromise. As a result, 

checking for evidence of compromise is part of 

their due diligence process prior to (or during) the 

integration process. This helps ensure the acquiring 

company does not accidentally re-compromise itself.

2. Increased Penetration Among Acquired 

Companies:

Targeted threats continue to impact a broad cross- 

section of businesses. Targeted threats have evolved
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• Reduce the number of domain administrator 
accounts in the Active Directory.

• Implement a password vault to better manage 
privileged credentials. This can be used to 
automatically change passwords on a predefined 
schedule.

Implement application white-listing on critical 
systems

Attackers target business critical systems in an 
attempt to obtain a large number of credentials or 
sensitive information. First, identify and classify 
critical systems from the perspective of mass 
credential theft. These can include domain 
controllers, Exchange servers, file servers, and key 
administrative users’ workstations. Once identified, 
implement application white-listing tools to limit an 
attacker’s ability to execute malicious files. This 
approach will also provide high-fidelity alerts for 
security personnel.

Block workstation-to-workstation 
communication  

Leveraging one compromised system to search for 
and connect to other systems, also known as “lateral 
movement”, is a fundamental aspect of targeted 
attacks. Impede an attacker’s ability to move around 
the environment by restricting workstation-to- 
workstation network communication. This can 
quickly provide a smaller footprint presented to the 
attacker for lateral movement.

Segment networks and minimize domain trusts

Attackers commonly take advantage of flat networks 
and overgenerous domain trusts. Segment networks 
to the greatest degree possible. In addition, evaluate 
the need for excessive domain trusts that can be 
exploited to gain access to different domains in 
across the environment.

Recommendations

Given the scope and complexity of today’s 
information technology environments, it is 
inevitable that determined attackers will eventually 
gain a foothold in your environment. What 
differentiates successful security teams from the 
rest is the degree to which they are able to inhibit, 
detect, and quickly respond to those compromises. 
Organization should implement the following 
countermeasures, which are examples of the most 
significant recommendations Mandiant routinely 
makes to our incident response customers.

Implement unique passwords for all accounts

Attackers routinely leverage passwords obtained 
from one compromised systems to access others. 
This factor often turns a limited compromise into 
something much more serious. Ensure that the 
following types of accounts all have unique 
passwords:

• Windows built-in local administrator accounts

• Operating system / Active Directory service 
accounts 

• Database accounts

Manage privileged accounts

Once an attacker gains a foothold into an 
environment, they target privileged accounts to 
access other systems in the environment just as 
your users and administrators would – with valid 
credentials. Minimize the number and scope of 
privileged accounts at all levels – within the 
operating system, in applications, and inside 
databases.

• Remove administrative privileges from users. If 
possible, disable the local administrator account on 
Windows systems or prevent the account from 
being used to authenticate over the network.
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exploits are known and have patches designed to 
mitigate those vulnerabilities. Ensure that third-
party and native applications are kept up-to-date 
and that updates are applied in a timely manner.

Improve visibility into your environment

Aggregate system and network logs from all assets 
in the environment and store them for a retention 
period of at least one year. More important than 
retaining the logs is developing use cases for 
monitoring the logs. Based on actual security 
incidents or case studies from other organizations’ 
security breaches, these use cases will help ensure 
that the right information is being captured and that 
the information meets incident responders’ 
requirements. Security personnel should monitor 
these logs for evidence of suspicious activity in the 
environment. This can include anomalous logons 
with privileged accounts, suspicious network traffic, 
or remote access from suspicious sources.

Implement two-factor authentication for 
remote access and access to critical internal 
resources

In environments where remote access requires only 
single factor authentication, it is common to see 
attackers use that same remote access mechanism 
as their primary means of accessing a company’s 
environment. Require two-factor authentication for 
all remote access, including web mail. This will 
greatly reduce an attacker’s ability to leverage 
compromised credentials to gain remote access into 
a company’s environment without the use of a 
backdoor. The two- factor authentication 
mechanism can also be used to secure critical 
internal applications and servers.

Patch third-party and native applications

To gain initial access into environments, attackers 
commonly target native OS and third-party 
applications. While some of these exploits are 
considered zero-day exploits, many of the initial
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