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Introduction & Synopsis If you are a 
healthcare provider such as a doctor, 
nurse, respiratory therapist, etc., this 
article is important for you because 
it affects the safety of the patients 
you are caring for and discusses the 
reliability of the patient monitoring 
system and alarm notifications you 
expect to receive concerning your pa-
tients. You will not understand all of 
the technical characteristics discussed, 
but the key take-aways are: 

Your hospital needs an ISO 80001 1. 
manager. Ask your administration 
if the hospital has one, and if not, 
when they are planning to designate 
this person.

Your hospital needs to insist that 2. 
equipment purchased works on 
industry standard networks, which 
include network management tools 
that allow the ISO 80001 manager 
to monitor all networks and assure 
their performance. Use of propri-
etary networks potentially compro-
mises the performance of networks 
and the ability to integrate them in 
ways that can alter the reliability of 
the delivery of life critical messages, 
alerts and alarms.

Your hospital needs close coordina-3. 
tion or integration of its networking 
(information technology) personnel 
and its clinical engineering person-
nel under one organization that 
takes responsibility for all aspects of 
monitoring system communications 
and patient safety. (See previous 
article in this issue).

Your hospital needs to begin 4. 
implementing an enterprise-wide 
messaging framework to assure that 
communication from life critical sys-
tems navigate the integrated systems 
across your hospital, and that there is 
a log that documents when all mes-
sages enter the network, when they 
leave the network (are delivered) 
and that documents their progress 
through the network, including all 
human interactions that occur along 
the way to their final destination. 

These recommendations should 
definitely be considered at the time 
of replacement (or addition) of any 
current patient monitoring, pulse 
oximetry, ventilation, infusion, nurse 
call, patient or asset tracking or other 
RFID system – so that you avoid prop-
agating new systems in which basic 
reliability cannot be assured or easily 
monitored after their installation. 

Much has been written about WMTS, 
the WLAN, i.e. 802.11a/b/g/n, 
VoIP (voice over IP networks),  
DAS (Distributed Antenna Systems), 
RFID/RFLS (radio frequency identi-
fication), but there have been fewer 
discussions concerning the testing 
and deployment of wireless LAN 
(WLAN-enabled) medical devices and 
integration into the overall in-building 
networking infrastructure. 

On December 19, 2008 a meeting 
attended by various wireless and 
network stakeholders was hosted at 
Villanova University (Philadelphia, 
PA). Attendees included the FDA, 
IEEE, SEI (the Software Engineering 
Institute); as well as some medical 
device and RFID manufactures, wire-
less network infrastructure vendors 
and others. The topic was how to 
make wireless (and wired) systems 

that integrate life critical data into 
commercially available networks safe, 
reliable and manageable after they are 
deployed in healthcare settings.  

While the FDA provides a proven pro-
cess for the validation and verification 
of medical devices, regardless of the 
networking approach they take, the 
process begins to break down when 
various networking used in healthcare 
business applications (not networks 
dedicated to life critical applications 
only) are interconnected and inte-
grated. In the case where consumer 
networks are used, it becomes difficult 
for a medical device vendor to validate 
the operation of their medical system, 
after it is deployed and integrated into 
other networks; to demonstrate it’s 
safe, reliable and effective from end-
to-end under all operating situations. 
How can the medical vendor prove 
that the network is safe and reliable, 
when in fact it does not have ultimate 
control of the network or how it is 
configured and being operated by 
hospital personnel? This certainly has 
sparked much discussion about how 
to achieve the safety and effectiveness 
everyone is seeking, whenever data is 
sent over integrated systems of wired 
and wireless LANs.
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Regulatory Expectations At the Vil-
lanova meeting, the group discussed 
if it makes sense for the enactment of 
yet more laws and certifications for 
the use of medical devices incorpo-
rating the multiple modalities of wire-
less enabled solutions. Some asserted 
that the medical device community in 
concert with the WLAN companies, 
with appropriate testing tools (such 
as www.veriwave.com), can establish 
the best practices and systems to en-
sure safe and effective medical de-
vice WLAN environments. They felt 
that trying to add more layers of ne-
gotiations and certifications for medi-
cal devices would increase costs to the 
manufactures, stifle innovations, and 
ultimately add unneeded costs to our 
healthcare system; and may lock the 
industry into standards created today 
that become quickly obsolete as new 
technologies emerge, but are cast in 
“legislative stone”.

New Standards Required? If there are 
not new legislative standards, there 
needs to be a definition of the veri-
fication and validation requirements 
for medical devices operating over a 
WLAN after they are deployed. For a 
wireless LAN (WLAN) that supports 
only one life-critical unit, this should 
include validation of coverage mix, 
SNR (signal-to-noise ratio) metrics, 

packet/network latency/jitter metrics, 
broadcast/multi-cast maximum, en-
cryption of traffic (using WPA-PSK or 
better to comply with HIPAA require-
ments), and a mechanism of what net-
work traffic is authorized to be routed 
to the medical device bi-directionally. 
For multi-application services WLANs 
bandwidth reservation must be taken 
into consideration by all applications, 
which is no simple task. 

Medical Device Companies Presently, 
the medical device companies have the 
responsibility of testing and validat-
ing their life-critical network solution, 
but require very active participation of 
the WLAN infrastructure companies. 
This often requires SLA (Service Lev-
el Agreement) testing using www.veri-
wave.com or other such tools. It also 
requires coordination with the hospi-
tal’s ISO 80001 coordinator. 

Health Care Providers With 
WLAN In the enterprise, the expec-
tation of the medical provider (doc-
tor, nurse, etc.) is to have the same 
level of quality and reliability that the 
wired LAN industry has delivered in 
the past. Because wireless networks 
provide for such a wide variety of cli-
ents with many levels of performance 
requirements, wireless network equip-
ment must be qualified with regard to 
all expected and unexpected traffic 
behaviors, power management tech-
niques and security methods, and in 
the presence of all types of clients op-
erating simultaneously. 

Creating Wireless System Test Plans  
Creating a wireless systems test plan 
that provides enterprise coverage 
helps ensure compliance and perfor-
mance of WLAN systems for medi-
cal devices. Essential WLAN testing 
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requirements can be categorized into 
four major areas:

functional verification; •	

performance measurement and  •	
network capacity assessment; 

system testing, and •	

stress testing.•	

The medical device test plan, in con-
cert with the WLAN infrastructure 
vendor, should address all four cat-
egories. The test plan should use a 
platform that tests the components of 
the WLAN, such as APs, Controllers, 
and LAN switches, i.e. (SUT – Subject 
Under Testing). These tests should be 
conducted during hardware and soft-
ware qualification, software/firmware 
release testing, vendor selection, or 
as a part of pre-deployment testing, 
installation and system acceptance and 
again anytime that new network com-
ponents are added. This can compli-
cate the deployment and maintenance 
of WLAN systems compared to the 
cabled systems of the past.

This real world deployment test 
should accurately replicate the com-
plex interaction of clients, servers, 
and traffic profiles in wireless LANs 
and take into account the impact of 
all single-point failures. By creating 
usage profiles and traffic mixtures in 
various network environments, these 
tests measure and report key applica-
tion layer metrics that could affect the 
end-user Quality of Experience with 
all medical devices. These tests include 
some of the following categories. 

iLoad, oLoad, and aLoad per Traffic 
Type, Pass/Fail percentage of Clients 
that met SLA, iLoad, oLoad, and aLoad 
per Client Type, MoS Score for VoIP 
flows, FTP Goodput, HTTP Goodput, 
TCP Goodput, Forwarding Rate for 
UDP Flows, Latency and Jitter for 
UDP flows, Percentage Packet Loss 
for UDP Flows, are all elements to 
be tested, monitored and evaluated 
to assure continued reliable message 
delivery across networks of wireless 
networks in healthcare enterprises.

The output of this validation and veri-
fication provides design and deploy-
ment guidance that describes how to 
configure the WLAN and devices to 
meet the metrics as described in the 
aforementioned. In concert with this 
design and deployment guide is a 
release management process that allows 
for the re-validation of the combined 
medical device WLAN enterprise solu-
tion. It must take into account updates 
and software/hardware releases from 
the WLAN and medical device com-
panies that will occur over the life of 
the medical system installed, typically 
6-16 years depending on the system 
and applications.

The regulatory stakeholders need to 
focus on what is required, but not how 
these requirements are met. In fact, 
that is the error that DHS made in cre-
ating ONCHIT and its CCHIT stan-
dards, compared to the FDA. Different 
WLAN companies have leveraged 
different technologies to address spe-
cific requirements. For example, some 
WLAN companies can define a SLA 
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(Service Level Agreement) over the 
air, without the need for an applica-
tion appliance for bandwidth shaping. 
Some companies do broadcast/multi-
cast suppression without the need of 
WLANs, and have built-in firewalls 
for authorization without the need 
to dual purpose their existing LAN 
firewalls. Thus, there are a diversity of 
approaches available, but they don’t all 
necessarily result in the same level of 
safety and reliability in handling life-
critical clinical data.

Proprietary Approaches are Not  
Desired It is desired that WLAN 
vendors do not mandate proprietary 
protocols to be enabled with medical 
devices as a functionality of their over-
all enterprise infrastructure. What has 
allowed the industry to evolve is the 
migration of controller based designs 
and open industry standards such 
as 802.11a/b/g/n, and 802.11i and 
802.11e, as well as coexistence test-
ing with other radio protocols such as 
Bluetooth and Zigbee. Most recently 
the IEEE (in 2008), ratified the long 
awaited 802.11r standard for fast han-
doff, officially named Fast Basic Ser-
vice Set Transition. While this has 
much applicability to voice over IP, it 
does have applicability to ensure fast 
user authentication during roaming 
with 802.11i’s very high standard se-
curity levels for medical devices incor-
porating 802.11a/b/g.  Secure handoffs 
within the mobility domain must be 
under 50 milliseconds.  Much of this 
evolution of standards that are needed 
for the enterprise has fallen under  the 
auspices of the WIFI (Wireless Fideli-
ty) Alliance and Bluetooth SIG. (Blue-
tooth  Special Interest Group).  These 
organizational standards will ensure 
testing and compatibility of vendors 
and radio technologies across multiple 
industry segments. 

This leads up to why many medical 
device manufactures are moving toward 
standards-based technologies and why 
WMTS (Wireless Medical Telemetry) 
has somewhat fallen short of everyone’s 
expectations, thus why almost all the 
medical device companies are driving 
to embed 802.11g/a in mobile medical 

devices. It should be noted that as 
newer power conservative chipsets 
come out for 802.11n, they also will 
likely be used as embedded radio sets 
in medical devices.  MIMO in the high 
multi-path environment of healthcare 
offers great advantages over simple 
diversity designs in WMTS.  All this 
leads up to the fact that standards-based 
RF technologies and the R&D dollars 
spent across other vertical markets are 
the friend of the healthcare marketplace 
grappling with how to contain costs. 
The author has seen life-critical patient 
monitoring devices work securely and 
in a reliable fashion on standards-based 
WLAN networks.  Indeed there is the 
study from the adoption of Masimo’s  
oximetry Safety Net implemented at 
Dartmouth that shows such approaches  
yield 99999% reliability or better (on 
properly designed 802.11a networks.)  

Excellent reliability has also been 
achieved in properly designed ISM-
band (2.4GHz), networks using various 
802.11b/g protocols. 

We expect to see medical system market 
leaders designing newer products that 
leverage the ISM and other bands 
rather than continue to reside solely in 
the WMTS bands. It seems that going 
forward it would make practical sense 
for WMTS to be re-thought and for it to 
be able to use industry standard design 
and RF management tools such as used 
for the standards-based WLAN industry.  
This would go a long way to enable 
the proper network and RF design, to 
mitigate any potential risk of drop-out, 
and to ensure the efficacy of patient care 
in mobile medical devices. The future 
direction, it seems, is toward the use 
of the WLAN model for all enterprise 
wireless medical devices because it makes 
fiscal sense, helps mitigate risk, and takes 
advantage of the market direction of 
industry based standards.
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Glossary of Terms

QoS: Quality of Service This ensures 
that the wireless network performs to 
such a level that the alarms do get out 
through the wireless network in a reli-
able fashion and that voice calls do not 
get dropped as the mobile care worker 
roams throughout the facility.

SLA: Service Level Agreement This 
is coming from the telecom industry. 
This agreement from the various car-
riers to the enterprise customer will 
ensure that the user experiences reli-
able communications and QoS experi-
ence. This is continuously monitored 
by the carrier.

SNR: Signal to Noise Ratio Modern 
communications systems need to be 
designed, engineered, and deployed 
with the optimum SNR for them to 
work reliably.

MOS: Mean Opinion Score In voice 
and video communication, quality usu-
ally dictates whether the experience is 
a good or a bad one. Besides the quali-
tative description we hear, like “quite 
good”, or “very bad”, there is a numer-
ical method of expressing voice and 
video quality. It is called the Mean 
Opinion Score (MOS). MOS gives a 
numerical indication of the perceived 
quality of the media received after be-
ing transmitted eventually compressed 
using CODECS. (Coding/Decoding A 
Digital Stream).


