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Voice over WLAN – Key considerations and Zebra differentiators  

Background 

Wireless LAN as a standard was initially designed for ‘Best Effort’ traffic where some packet loss, latency 

in packet delivery and jitter were not noticeable to the end user of the network – even when the client 

device connected to the network was mobile. 

 The proliferation of Wifi capable client devices like iPhones/iPads, BYOD and applications like 

Lync on which can be installed on any supported device has raised the expectation bar from a WLAN 

deployment. Users expect that the WLAN deployment should be able to provide the same level of 

seamless service and mobility for Voice based applications as it does for regular data traffic.   

 This technical brief covers that major issues that typically cause poor end user experience in 

WLAN deployments while using voice based applications, recommended methods to overcome the 

issues and features in Zebra WLAN portfolio that help provide a seamless experience in deployment 

with Zebra’s WLAN devices.  

 

Issues with Voice over WLAN 

The major reason why enterprises are moving to VOIP in general is because of cost factors – it helps 

reduce telecommunication expenses of the Enterprise by offloading voice traffic to IP networks. To this 

effect, VoWLAN is becoming even more popular because of WLAN’s ability to provide mobility. But the 

base assumption here is that the WLAN network will be able to provide a voice experience equivalent to 

that provided by cellular networks. In general, any drops in audio, choppiness in audio streams, echo 

etc. ruin the end user experience. If the WLAN is not able to mitigate these issues, the cost advantages 

VoWLAN are negated to a large extent.  

 In technical terms, a poor user experience on VoWLAN can be typically attributed to Packet Loss, 

Latency in packet transfers and Jitter during packet transmissions. In case of WLAN deployments there 

can be various reasons for these issues to come up. Therefore it is important that the WLAN 

deployments adhere to a set of standards which ensure a seamless user experience for Voice 

applications.  

 

Minimum requirements from a VoWLAN deployment 
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Any Enterprise deploying WLAN for voice applications would expect the deployment to provide the 

following – 

1. Quality of Voice – The quality of audio throughout a voice call should be equivalent to that 

provided by a cellular network. It is essential that the deployment ensures minimal Packet Loss, 

Latency and Jitter during packet transmission over RF irrespective of the load and mobility of the 

client device. 

2. Data coexistence – It is essential that the deployment can support both data and voice without 

compromising the user experience under any circumstances. 

3. Security – For Enterprise deployments security is always a key consideration. Voice traffic should 

be as secure as data traffic under all circumstances 

Recommendations while deploying a VoWLAN network 

1.  WLAN Coverage  

In any WLAN deployment, it is very important to plan the network using a planning tool and follow it up 

with an RF site survey. This helps ensure that the network is capable of meeting the key requirements. 

Some of the most important considerations are – 

a) WLAN should be planned for required capacity by including buffer for peak time network usage. 

Since there are limits to the number of clients a radio can support, proper planning ensures that 

the right numbers of APs are deployed to meet the network load. 

b) There should be no ‘Dead Spots’ in the WLAN coverage. This should be verified using a proper 

Site Survey tool. 

c) Co Channel and Adjacent channel interference should be mitigated. The deployment should 

ensure a proper channel planning such that the APs in vicinity of each other are operating on 

non interfering channels. At the same time continuous coverage should be provided with 

significant overlap (~50%) between cells.  

d) Dense deployments should be done with AP transmit power well below the maximum settings. 

This helps to keep the cell size small and provide more bandwidth when required because of 

network load.  

e) Infrastructure should have the ability to switch operating channels and/or adjust power levels 

based on the ambient RF environment. 
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f) Deployment should ensure that there are no non WLAN interference sources (microwaves, 

continuous wave transmitters etc.) in the environment. A spectrum analyzer can help 

understand and mitigate impact of these interference sources.  

g) The deployment should have a minimum data rate setting at a level above the actual possible 

minimum. This will help maintain a better roaming performance.  Typically it is recommended to 

have the minimum allowed data rate set at 6 Mbps with higher rates enabled. 

h) The AP coverage should be planned for a minimum of -65 dBM as observed by the most 

frequently used client device for voice calls. The channel planning should be done in a way such 

that there is substantial gap between the same channel cells - It is recommended that there is a 

~20dB gap between the cell boundaries. In cases where no ‘frequently used’ client is defined,  

the coverage should be planned for a worst case scenario using a device with known poor 

roaming  performance but with a likelihood of being used in the network. 

2. Quality of Service 

 WLAN standard has been based on the principal of Collision avoidance using CSMA/CA using 

Distributed Coordination Function. Because of this all traffic on the WLAN is given an equal priority. But 

this is not suitable for traffic like voice that is non resilient to latency and jitter. The general guidelines 

for maintaining QoS on a voice deployment are the following – 

a) Wifi Alliance came up with a standard called WMM which enables a higher priority to be 

assigned to voice traffic. It is recommended that the infrastructure support WMM. Typically, all 

client devices available in the market support WMM.  

b) The infrastructure should be able to automatically put packets for different ‘Access Categories’ 

like voice, video, data etc. in different queues. In effect if the data load increases, it should not 

have a negative impact on the voice traffic but only decrease data throughput.  

c) In some cases a separate Voice SSID/VLAN is recommended. But this is becoming increasingly 

redundant since client devices available today support both data and voice. 

d) The infrastructure should confirm to WMM Admission Control standard. This allows an AP to 

reserve bandwidth for a voice call before allowing the client to initiate the voice call. In case the 

AP cannot accept the call, it should allow for a graceful failure by indicating this to the client – 

typically using signaling mechanisms used for call setup. Similarly, the infrastructure should have 

the ability to disconnect calls in case the AP is overloaded with too many voice calls. 

e) WMM standard has a basic flaw wherein the prioritization can be requested by any application 

even if it is not voice. Infrastructure should be able to detect such applications/clients and take 

remedial action as per policy. The traffic type detection and prioritization can also be automated 
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by using application visibility and control systems – this is important in case the client endpoints 

or the network in between is puts wrong priority levels for the traffic. 

f) Infrastructure should have intelligent support for load balancing across APs or radios on the 

same APs in case of high density deployments. This allows for load transfer from a heavily 

loaded radio(band) or AP to a relatively less loaded one. 

3. Roaming Performance & Security 

 Mobility is the key reason why Enterprises are gravitating towards VoWLAN. In an Enterprise 

mobility can be limited to some zones in a building, a whole building or a campus with multiple buildings 

and outdoor spaces. For VoWLAN, it is essential that a roam across APs or mobility domains should not 

cause noticeable impact on the end user experience while on a voice call. Some of the important 

considerations while deploying WLAN for voice to support roaming – 

a) Roaming architecture should allow for seamless roams across L2 & L3. If a L3 roam has to be 

supported it should be done using ‘Mobile IP’ implementation on the infrastructure. Otherwise 

there is significant lag and clearly perceptible loss of quality of audio as the client tries to get a 

new IP from the DHCP server .  

b) Generally, the greatest delays in handover are because the client device takes time to build a 

prioritized candidate list of APs to which it can roam. This is overcome by supporting 802.11k 

which helps provide a ‘Neighbor AP’ list in the beacons from an AP as well as ‘Pilot Frames’ 

which help improve passive scan efficiency. The 802.11k should be supported by the WLAN 

infrastructure deployed for Voice. 

c)  Call admission control is important for maintaining the Quality of Service on a Voice call 

(explained under Quality of Service) section. The infrastructure should be able to provide a 

method wherein a client can take a roaming decision based on whether the target AP will be 

able to support its voice stream or not. 802.11e standard provides support for QBSS Information 

element using which the APs can broadcast their current load in the beacons. Clients can 

prioritize or de prioritize a target roam AP using this information. 

d) L2 roaming should be implemented using 802.11r Fast Roaming standard wherein the 802.1x 

authentication is performed and Pairwise Master Keys (PMK) are cached at the client and the 

AP. Further, infrastructure should support Opportunistic Key Caching (OKC) and Pre 

Authentication with target APs over Distribution system for faster roams.  

e) Security goes hand in hand with roaming – it is suggested that WPA2-Enterprise with RADIUS 

and varied EAP methods is implemented in an Enterprise WLAN deployment. For voice the 

802.11r methods to allow Fast BSS transitions should be implemented. 
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 Battery Performance 

  For a client device being used for Voice, it is absolutely imperative that the scanning for roams 

and transmissions are optimized such that the battery of the device can last longer. The 802.11(Legacy) 

Power Save mechanisms are dependant upon Traffic Indication Maps (TIM - periodic transmissions in 

beacons) and PS-Poll frames. This does not work very well for Voice traffic which is sensitive to latency. 

The primary reasons – 

 a) The client has to wait till it gets a TIM indication from the AP to request for buffered frames. 

This in turn increases latency. 

 b) The buffered frames are sent one by one while adhering to the CSMA/CA requirements of 

using DCF.  

 c) All frames are treated equally irrespective of the traffic type – giving equal priority to Data 

and Voice. Again, this can cause latency. 

 For more efficient use of airtime, reducing latency and improving power save, it is suggested 

that the infrastructure as well as the clients support the WMM – Power Save specification. 

 

WMM Power save overcomes the limitations of the Legacy Power save methods since 

 a) It allows an upfront negotiation(while associating) on how often the Client will request 

buffered frames from AP for each access category.  

 b) It allows the AP to transmit all buffered frames in a burst as soon as it receives a frame of the 

same access category from the client. 

 c) Each frame is buffered in a separate access category queue on the AP such that the 

transmissions can be prioritized for Voice traffic.  

 This overall helps the client devices to sleep more and only wake up at designated time intervals 

while reducing the latency for voice traffic. 

 

 

Features in Zebra WLAN Portfolio to support VoWLAN 
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1. How do I know that Zebra Wireless LAN solution would be able to support Enterprise Grade 

Voice deployments? 

Wifi Certified - Voice Enterprise certification from Wifi Alliance 

 Voice Enterprise certification is issued to Infrastructure/Client devices are guaranteed to meet 

interoperability requirements to support Voice calls under all circumstances. There are standardized test 

criteria which must be adhered to and the system should perform within specified boundaries for Packet 

Loss, Latency and Jitter to be deemed certified. As of now, the measures stand at – 

• Latency (including during BSS fast transitions): one-way delay <50 ms  

• Jitter: <50 ms  

• Packet loss: <1%  

• Consecutive lost packets: no more than three  

 Additionally, the infrastructure should support WMM, WMM-Admission Control, WMM-Power 

Save, WPA2-Enterprise, 802.11r & 802.11k. 

 Zebra APs are Voice Enterprise certified thereby guaranteeing performance along with 

Enterprise class security when used in VoWLAN deployments. 

 

2. Can Zebra Wireless LAN stay resilient in the face of constantly changing RF environment? I want to 

make sure that my network is always ready to support Voice calls. 

SMART RF 

 As discussed earlier in this document, for Voice deployments it is essential that the Wifi 

Coverage is free from interference, dead spots. In practical scenarios it is not possible to have a WLAN 

network without interference because of various reasons. Hence it is important for the infrastructure to 

have the capability to self recover from any failures.  

 Self Monitoring At Run Time RF Management (SMART RF) is Zebra’s proprietary method to 

mitigate coverage issues by intelligently changing the channels and Power levels on APs.  

 SMART RF leverages the concept of ‘Off Channel Scan’ wherein all the AP radios continuously 

scan the RF environment to build a list of authorized APs(including Channel & Power levels among other 

parameters), WLAN interference sources and Noise in the environment. All this information is passed on 

and processed centrally by the RF Domain Manager(a Site Controller or an elected AP) which in turn 

tunes all the managed radios to self correct by changing channels and power levels. This helps in 
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recovering from RF events which would otherwise cause the Quality of Service to degrade in an 

Enterprise deployment. 

Recovery features in SMART RF – 

a)  Interference recovery – If the Noise seen by the radio because of WLAN/non WLAN sources 

exceeds a threshold, it would typically lead to a degradation in the performance of the radio. SMART 

RF mitigates by changing the channel of the radio or increases the power such that SNR goes above 

the threshold thereby mitigating impact of interference on the deployment. 

b) Coverage Hole recovery – If the SMART RF radios detect a client at the fringes of the coverage 

areas having poor performance, the power on the radios is increased to increase the coverage 

area which in turn allows for better performance while servicing the client 

c) Neighbor recovery – Radio/AP failure or increased RF attenuation is a common problem in an 

Enterprise deployment. All SMART RF enabled radios keep a watch on the other authorized APs 

in vicinity. In case, an anomaly is detected wherein the power observed from radio falls below a 

threshold, it is assumed that there is a loss of coverage. In such a scenario, power levels and 

channels of all other SMART RF enabled radios are re adjusted such that the potential coverage 

gaps are covered. 

The auto adjustment and self healing features of Zebra WLAN ensure that the Infrastructure is always 

available and working in best configurations to support Voice traffic even in a dynamic RF environment. 

At the same time it is ensured that active voice calls are not impacted and buffered frames for clients in 

Power Save are not lost when the radios do the ‘Off Channel Scans’. 

Create a SMART RF Policy from Wireless > SMART RF Policy on the WiNG UI. For details on settings refer 

to Help documentation. 
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3. Wireless LAN’s work in an unlicensed frequency bands. Can non Wireless LAN devices operating 

in the same frequency bands mess up my network? Can any tools in Zebra’s Wireless LAN 

portfolio help me troubleshoot these issues?  

Spectrum Analysis 

 WLAN works in unlicensed frequency bands. There is a high chance that non WLAN devices may 

be operating in the same bands. Typical examples are Microwaves, Bluetooth devices, Cordless Phones 

etc. These devices and several others can cause severe disruption of a WLAN network. The power from 

these devices is perceived as Noise by the WLAN radios. In some cases a channel or power adjustment 

may be enough to mitigate the issues. But in many of the cases, it may not be simplistic to remove the 

non WLAN interference.  

 It is important to identify, locate and neutralize the non WLAN sources of interference. This 

requires expensive & specialized Spectrum Analysis tools in most cases. Zebra’s portfolio in turn uses a 

regular radio on the APs to sample Layer 1 data. This data when fed into proprietary algorithms helps 

pinpoint the exact nature of Non WLAN interference, impacted channels and potential locations of 

devices based on radios that detected the interference source.  

 A clean Layer 1 (with no non WLAN interference sources) is essential to maintain the network 

quality requirements essential for a Voice call. 
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Launch Spectrum Analysis from the ADSP UI one any of the AP’s with a radio supporting  the feature.  

 

 

4. Will the same WLAN deployment work for all possible use cases or do I need a custom network 

design for each use case? Does Zebra Wireless LAN portfolio have any tools to help me design a 

network optimized for Voice? 

Network planning tools 

 In initial days of WLAN when the only traffic was best effort data, it was acceptable to have 

coverage gaps and occasional network drops. But today this is not acceptable anymore. WLAN has 

become mission critical in Enterprise and hence any WLAN deployment should be planned keeping in 

mind the applications that are expected to run on it as well as the number of clients it is supposed to 

service.  

 WLAN deployment planning is a science in itself which requires a deep understanding of WLAN 

& RF. Zebra’s portfolio includes tools based on technology acquired from ‘Wireless Valley Inc.’ which 

help in accurate planning based on the applications to be used on the Network (especially Voice). It 

helps in predicting the number, location, channel & power settings of APs to provide optimum RF 

coverage for deployments to support VoWLAN. 
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 Also, the portfolio has tools that can be used for pre/post deployment site surveys to 

benchmark the RF environment and/or validate the coverage & performance of the network.  

 This comprehensive tool set consisting of ADSP LiveRF, LAN Planner and AirDefense Mobile help 

plan a network for optimum VoWLAN performance.  

Launch the LiveRF on a Site in ADSP to design a network for Voice. 

 

 

5. How do I ensure that my network is constantly running as expected and troubleshoot Wireless 

LAN issues at branch offices? 

Troubleshooting tools 

 In Enterprise, it is important that the WLAN is always up and running at an optimum. But 

because of various reasons, there may be unforeseen problems that may come up. For VoWLAN, any 

outage can result in the calls not being initiated or calls in progress failing. The infrastructure should be 

able to raise alarms proactively and should allow network administrators to remotely debug issues.  

 Zebra WLAN portfolio has an unmatched set of tools to diagnose and troubleshoot issues in 

Enterprise WLAN deployments. 
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a) AP Troubleshooting – Allows on demand , event based and scheduled remote testing of all APs 

to check their status & connectivity to the network by turning AP radios to work as clients for 

other nearby APs. Any issues detected are flagged for action by network administrator. 

Schedule an AP Test from the ADSP UI. 

 

b) Client Troubleshooting – Allows on demand remote diagnosis of client connectivity issues by 

capturing frames exchanged between the client and the AP off the air. The frames are analyzed 

to predict the source of connectivity issues. 

Launch Connection Troubleshooting from the ADSP UI. 
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c) Frame capture – Allows on demand or event based frames to be captured off the air by turning 

AP radios into sniffers. This tool can be used to capture frames for a particular client, BSS or 

those seen by a Network device and saved for future analysis. 

Launch Liveview on the ADSP UI for a deep frame inspection for a Client/BSS/Sensor Radio. 
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6.  How can Zebra Wireless LAN help voice clients connect to the AP most suited to support the voice 

call while roaming?  

Call Admission Control 

 As mentioned earlier in this document, it is critical that the active voice calls are not disrupted 

when the host client device roams to a new AP. Similarly, if a client tries to initiate a call on an already 

loaded AP, it should gracefully fail. 

 Zebra WLAN supports WMM-Call Admission Control to restrict new calls from being initiated on 

a loaded AP. Support for 802.11k neighbor reports on the Zebra WLAN help clients make better 

decisions on which APs they can roam to while on an active voice call. 

 Zebra APs are also capable of supporting voice calls in case the clients with active voice calls 

inadvertently roam to APs which are already loaded. This ensures that the calls are not disrupted and 

there is no noticeable degradation in the call quality. 

 Support for Traffic Specification (TSpec) enables an AP to decide on whether it has the resources 

to admit a client with the minimum required data rate & the access category that the client requires. 

This is a very useful feature specially targeted for clients which want to use Voice. Zebra APs have full 

support for Tspec. 
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Create WLAN QoS Policy and Radio QoS Policy under Configuration > Wireless on the WING UI. 
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Roam Assist 

` As per 802.11 specifications, roaming is the sole decision of the client. Therefore roaming 

behavior differs from client to client based on the driver implementation. Unfortunately, this also 

introduces issues where some clients remain connected to an AP even when there is a different AP 

which could service it better. Zebra WLAN has a ‘Roaming Assistance’ system wherein clients are 

monitored passively and forced to roam to a better AP once the client RSSI thresholds fall below a 

defined criteria. The target AP to roam to is decided by the infrastructure as the best available to service 

the client.  

This can be configured on the WiNG UI under Confifuration > Wireless > Wireless LANs >Client Load 

Balancing. 

 

  

7. Can Zebra Wireless LAN portfolio help me restrict/allow traffic or ensure proper traffic priority 

tagging based on the application from which it originated? 

Application Visibility and Control 
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 One of the key requirements of WMM for supporting voice is that the traffic should be marked 

for the correct access category while being sent on the air or coming over the wire. But since this is to be 

done by applications, there are chances that the access category are not marked correctly which in turn 

may cause the Voice traffic to be de prioritized or regular data traffic to be prioritized.  

 Application visibility and control feature on Zebra WLAN can detect the application based on the 

traffic passing through the infrastructure. Rules can be configured in the system to enforce WMM tags 

(for downlink traffic from AP to client devices) and DSCP tags (for forwarding to the wire) such that the 

traffic from Voice based applications can always be put at a higher priority even if the application itself 

fails to do so. Similarly, traffic from errant applications can be de prioritized.  

 This is a major differentiator which ensures a high quality Voice call experience when using 

Zebra WLAN infrastructure.  

It can be configured on the WiNG UI under Configuration > Network > Application Policy 

 

 

8.  Is it easy to deploy, provision and manage a Zebra Wireless LAN at remote/branch office? 

Zero Touch deployment 

 Ease of deployment is a key consideration for any Enterprise WLAN deployment. 
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 Zebra WLAN has several features that simplify the deployments and configuration. The APs can 

be plugged into the network out of the box. Layer 2//Layer 3 proprietary discovery protocols allow the 

AP to be controlled by a local controller, a NOC controller, a cluster of controllers or a local AP elected as 

a RF Domain Manager. The assignment to a controller can happen based on various configurable rules 

using parameters like MAC address/Range, VLAN, Model number of AP, FQDN, LLDP, IP Range/Subnet, 

Serial Number, DHCP option, CDP etc. 

 Once the AP is assigned to a controller, the profiles, policies , configurations and firmware 

updates are pushed automatically to the AP. This allows the AP to be up and running within no time 

once it has been plugged in.  

  

 Zebra WLAN portfolio has an unmatched hierarchical management system which allows for a 

single window view and simplified deployment even for a multi country Enterprise WLAN. 

 

9.  Can Zebra Wireless LAN help me control the traffic from specific users/applications/networks? Does 

all the traffic need to be tunneled to the controller for enforcing policies? 

Intelligence at the edge 

 In an Enterprise network in general and WLAN in particular, administrators typically want to 

limit or shape the usage of network based on various parameters like the User Role, Device Type etc. 

This becomes very important for VoWLAN since the network capacity should be reserved only for the 

user/clients which have a business need for using voice.  

 Many WLAN vendors have this intelligence on the centralized controllers because of which the 

all the traffic needs to be tunneled to the remote controllers. This increases the network overheads as 

well as limits the resilience of the network in case of link failure from the edge APs to the controller.  

 In case of Zebra WLAN, the intelligence resides at the edge thereby providing an unmatched 

resilience in case of failures(WAN or controller) as well as most efficient use of network capacity by 

eliminating latency and congestion. 

  

 Some of the most important decisions taken at the edge which have an impact on Voice are – 

a)  Rate Limiting – The network capacity is limited and to ensure that the critical voice applications 

are prioritized, the WiNG 5 WLAN ensures that certain users or a SSID as a whole are rate limited. 
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It can be configured on WiNG UI under Configuration > Wireless > WLAN QoS Policy 

 

Further configuration can be done based on applications under Configuration > Network > 

Application Policy. 
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b) Device Fingerprinting & Role assignment – Zebra WLAN can detect the type of client device, OS 

on the device and OS version. Based on this information, different types of roles/privilege can be 

assigned to different devices. As an example, a employee personal device can be restricted from 

initiating a voice call or rate limited while these rules may not apply to a corporate device.  

It can be configured on WiNG UI under Configuration > Security > Device Fingerprinting. 
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c) Role based Firewall and VLANs – Based on an assigned user role, the traffic from a device can be 

restricted at the firewalls or assigned to a specific VLAN. Again, this would help in a scenario 

where not everyone is authorized to initiate a Voice call on the network. 

It can be configured on WiNG UI under Configuration > Security > IP Firewall 
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And under Configuration > Network > Policy Based Routing 
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d) Local bridging – Voice is always latency sensitive and routing all traffic to a central controller can 

have a negative impact on the latency. Zebra WLAN has the capability to bridge the network 

locally such that the local traffic can be kept in the site or can directly go to the internet if 

required. This helps in keeping the network latency to a minimal. 

It can be configured on WiNG UI under Configuration > Wireless > Wireless LANs >   Basic 

Configuration. 

 

11.  Can Zebra Wireless LAN ensure that there are no traffic choke points on the Wireless LAN or the 

Wireless/Wired interface? 

Load balancing 

 For VoWLAN deployments it is important that the clients are connected to the AP/Radio with 

higher capacity as well as the end to end traffic takes an optimum path – even on the wire.  

 Zebra WLAN provides several levels of load balancing to support this – 

a) Band Steering – This allows an AP to move a dual band capable client from a heavily loaded 

band to a less loaded band. The band load ratio can be customized. This is useful for VoIP calls 

which require a fair amount of airtime.  
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b) AP Load balancing – This allows the clients to be moved from a heavily loaded AP to another 

nearby AP based on available capacity and throughput at the AP.  Again, voice clients can be 

admitted to an alternative nearby AP if the primary AP does not have the requisite capacity. 

Refer Roaming section for details. 

for Load Balancing can be configured on the WiNG UI under Configuration > Profiles > 

Advanced > Client Load Balancing. 

 
 

Further fine tuning can be done under Configuration > Wireless > Wireless LANs > Client 

Settings  
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and Configuration > Wireless > Wireless LANs > Client Load Balancing. 
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VLAN load balancing – The traffic from a single SSID can be distributed to multiple VLANS. This helps on 

reducing the latency and congestion on the LAN side which in turn helps in keeping the latency low for 

the Voice calls. 

VLAN Pooling ca n be enabled on WiNG UI under Confifuration > Wireless > Wireless LANs > Basic 

Configuration > VLAN Assignment. 

 

 

11. Voice is always about seamless roaming without disruptions to active calls. How can Zebra Wireless 

LAN ensure that the client roaming is optimized?  

Mobility & Roaming 

 As discussed earlier in this document, mobility is a key requirement for Enterprise VoWLAN 

deployments. Zebra WLAN portfolio has comprehensive support for enabling roaming.  

a) Zebra WLAN supports 802.11r & 802.11k which help in Fast BSS transitions as well an optimal 

selection of AP/BSS based on various factors 
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802.11r (Fast BSS Transitions) can be configured on the WiNG UI under Confifuration > Wireless > 

Wireless LANs > Advanced > Client Transisition 

 

802.11k (Radio Resource Management) can be can be configured on the WiNG UI under 

Configuration > Wireless > Wireless LANs > Client Settings 
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b) Intra/Inter Subnet roaming - These are the most basic forms of roaming that are supported by 

Zebra WLAN.  

c) Controller assisted roaming – There are cases where there is no direct connection between the 

source AP and the target AP. In these cases the APs cannot exchange information as is normally 

possible for roaming. In these cases the roaming information to be exchanged between the APs 

using the controller as the bridge.  

Controller assisted roaming can be configured on the WiNG GUI under Confifuration > Wireless > 

Wireless LANs > Client Settings>Mobility 



 
 

 
© 2016 ZIH Corp. All rights reserved. 
Zebra and the stylized Zebra head are trademarks of ZIH Corp, registered in many jurisdictions worldwide. All other trademarks are the 
property of their respective owners. 

 

 

 

 

 As explained earlier in the document, the Voice Enterprise certification granted to Zebra ensures 

that the WLAN infrastructure can meet all the stringent requirements for mobility as required by Voice 

traffic.  

 

 

 

 

 

Stripe on Stripe – Differentiators when Zebra MCD devices are used as clients on Zebra WLAN 

Infrastructure 

Zebra has a differentiated portfolio in the WLAN space because of various unique features available in 

the infrastructure devices. Similarly, Zebra has a leadership position in the rugged handheld devices 
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space – with devices supporting both Android and Windows CE. For these devices, mobility is always a 

key requirement.  

 Traditionally, the WLAN and MCD portfolio have be standards compliant and they worked with 

each other as they would with any other vendors devices. But recently there have been efforts to go 

beyond standards and come up with unique capabilities that would help both the portfolios perform 

better when working together. These ‘Standards Plus’ implementations are unique differentiators for 

our products which also allow for cross selling of MCD & WLAN portfolios.  

1. Client Assisted Diagnostics - Coverage Hole detection  

 Zebra has a unique advantage since it controls the WLAN stacks on both the infrastructure and 

the client devices. This allows the client to provide feedback/information to the infrastructure beyond 

what is provided using the 802.11k standard. This information can be used to diagnose anomalous 

conditions in the RF environment or the network. The feature set is called the Client Assisted 

Diagnostics. Coverage Hole Detection is the first feature being built in this feature set. 

 The coverage hole detection feature shall require cooperation among a number of components.  

These components are: 

a) Zebra MCD devices (MU). 

b) Zebra WLAN devices (AP). 

c) Central Report Manager (SSM component in the RF domain controller). 

d) NSight. 

The general process of detecting, reporting, and viewing coverage problems is as follows: 

 a) At association, the MU and AP negotiate support for the coverage hole detection  feature.  

If the feature is supported and enabled: 

 - The AP sets into the MU a set of one or more Coverage Measurement Triggers.  Each 

trigger (e.g., low RSSI, too many retries, etc.) detects a condition that may indicate poor coverage.   

 - When one of these trigger conditions is detected by the MU, the MU sends a Coverage 

Measurement Report to the AP to notify it of the unexpected coverage problem. 

- These triggers and reports are facilitated using 802.11k capability plus some 

Symbol vendor-specific extensions.  

b) The AP receives the report(s) sent by the MU, possibly adds some data of its own, and creates a 

Coverage Incident Report.  The AP sends the Coverage Incident Report to the Central Report Manager. 
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 c) The Central Report Manager receives Incident Reports from all of the APs.  The  Central 

Report Manager adds each report it receives to its Incident Report Database. 

 d) Using NSight, the user can bring up a Site Floor Plan that shows the placement of the  APs at a 

site and view any Incidents that may have occurred at the site based on the  data in the Incident 

Report Database. 

 

2. Rapid Roam – DFS Scan Assist 

 The 5Ghz band has 23 non overlapping channel with 4 channels in the UNII 1 band, 15 in UNII 2 

band and 4 in the UNII 3 band. But the UNII 2 band is also used by Radars. Regulations prevent usage of 

the UNII 2 channels if a radar is detected on the relevant frequencies. The APs are required to switch 

channel and clients are required to move out from the channel as soon as the Radar is detected.  

 In DFS channels, a client device needs to perform a “channel availability check” before it can 

actively transmit on those channels. This is generally done by scanning passively on the channel until it 

sees a beacon. Once client devices detect an AP in a DFS channel, it will need to scan actively to find out 

candidate APs in that channel and to check whether it can roam to that AP. 

  

 For a passive scan, the typical dwell time is ~100ms or more. So, in the worst case, client device 

may need to scan passively for ~100ms to conclude whether a AP exists on that channel or not. 

Depending on the number of DFS channels used, device will have to stay away from the current channel 

for a long time. This will cause delay in frame transmit/receive operations, and in particular for any 

ongoing voice calls resulting in jitters. Because of this reason, it is adviced not to use channels in UNII 2 

band for VoWLAN deployments which in turn reduces the total number available channels for the 

deployments.  

 

Again, when Zebra MCD devices are used with Zebra WLAN, certain proprietary extensions can be put in 

place to avoid the delays caused by ‘Channel availability check’ and in turn allow the use of UNII 2 

channels in VoWLAN deployments.  

  

 The high level flows - 

a) Device can either request for DFS channel information of neighboring APs by asking serving AP or 

request for periodic channel information. 
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b) Client device shall send a Channel Info Request frame(proprietary) to serving AP, including the list of 

neighboring APs from which it want this information. Serving AP will in turn forward this request to all 

APs listed in the request. 

c) Depending on the request type (immediate request / periodic request / both), neighbor AP will send 

its channel information to the client device via serving AP. 

 d) If client device requested for a periodic response, neighbor APs will send  unsolicited 

channel information response to the client device via serving AP. 

 e) Client device scans actively on those channels where APs are  present(channel in not blocked 

by DFS) and selects a candidate as per  roam algorithm. 

 This is a unique capability that no other handheld/WLAN vendor can provide. 

 

3. Rapid Roam – Aggregated Action frames 

 802.11r enables a fast roaming across neighboring APs. The primary goal is to reduce the latency 

and jitter caused by roaming in a Voice call. Zebra WLAN & several available client devices in the market 

support Opportunistic Key Caching (OKC) which is a non standard method to reduce the roam time even 

further.  

 In absence of OKC support (where the controller is not available or client does not support it) 

the clients have to authenticate to each target AP for roaming ‘Over the DS’ or ‘Over the Air’. Since this 

process has to be repeated with each AP, it can take significant number of frame exchanges. 

 Again, in this case the capability of Zebra to modify the WLAN stacks on the AP as well as on the 

client device help to reduce the number of frames exchanged in ‘Over the DS’ method.  

The high level flows – 

a) Client device connects to the network using 802.1x. 

b) Client device creates ‘FT Action’ frames for all neighbor APs it wants to pre authenticate with, 

packs them into one or more aggregated frames and send to the current AP. 

c) Current AP forwards the ‘FT Action’ frames to target neighbor APs, collect the responses from 

them, packs the responses in another frame and send to the device. 

d) Client derives pair wise keys for each neighbor AP and can directly re associate to any of them.  
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 This allows for the Zebra infrastructure to facilitate faster roams for Zebra MCD devices even in 

the absence of a controller. 

 

The above differentiators can be configured on the WiNG 5.8 UI under Confifuration > Wireless > 

Wireless LANs > Client Settings > WiNG Client Extensions. 

 

 

About Zebra Technologies  

Zebra (NASDAQ: ZBRA) makes businesses as smart and connected as the world we live in. Zebra tracking and 

visibility solutions transform the physical to digital, creating the data streams enterprises need to simplify 

operations, know more about their businesses, and empower their mobile workforces. For more information, visit 

http://www.zebra.com/possibilities. 

http://www.zebra.com/possibilities

