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There are reasonable concerns about 
the potential effect of electromagnetic 
interference (EMI) on medical devices, 
particularly those used to perform life-
critical monitoring on patients. Much 
EMI is generated by wirelessly enabled 
devices, the use of which is exploding 
in healthcare due to the patient bene-
fits associated with improved mobility. 
The growth of wireless is inevitable. 
The key to patient safety is for the bio-
medical engineer to adopt a systematic 
approach, thoroughly understand EMI 
sources within their hospitals, make 
the appropriate measurements and 
develop appropriate policies to pro-
tect patient safety. While each institu-
tion is somewhat unique in its Radio 
Frequency (RF) environment, from 
our experience  it is our  recommen-
dation that an EMI study with appro-
priate policies and procedures for 
implementing wireless mobile devices 
be crafted. Since this goes well beyond 
traditional WMTS or WLAN environ-
ments, organizations that lack broad-
based RF EMI expertise may wish to 
enlist third party expertise to supple-
ment their own RF competency. This 
article provides an unbiased baseline 
foundation that institutions can build 
upon as they plan and deploy a coor-
dinated, holistic, wireless model that 
mitigates EMI risk provides individu-
alized policies and procedures for each 
healthcare environment. 

EMI and How is This Defined? Elec-
tromagnetic interference is an unde-
sirable disturbance that affects an elec-
trical circuit due to electromagnetic 
radiation emitted from an external 
source.1 EMI may be broadly catego-
rized into two types, narrowband and 
broadband. Narrowband interfer-
ence usually arises from intentional 
transmissions such as: narrowband 
interference that usually arises from 
intentional transmissions by radio and 
TV stations, pager transmitters, cell 
phones. Broadband interference comes 
from incidental radio frequency emit-
ters, including: electric power trans-
mission lines, electric motors, thermo-
stats, microwave ovens, bug zappers 

and other devices. Anywhere electri-
cal power is being turned off and on 
rapidly is a potential source of EMI. 
The spectra of these sources generally 
resembles that of synchrotron sources, 
stronger at low frequencies and dimin-
ishing at higher frequencies. EMI noise 
is often modulated, or varied, by the 
creating device in some way. Examples 
include computers and other digital 
equipment, as well as televisions. The 
rich harmonic content of these devices 
means that they interfere over a very 
broad spectrum. One characteristic of 
broadband RFI is an inability to easily 
filter it effectively once it has entered 
medical device electronics. One of the 
authors has solved many issues in the 
past with VHF telemetry systems cre-
ated by a bad ballast in a fluorescent 
light and/or by an electric motor in a 
HVAC system that was causing tremen-
dous drop out of a telemetry signal. 

EMI Affects Many RF Bands & Devices 
First it affects the WMTS band 
deployed in almost all U.S. hospitals. 
It also affects the ISM bands using 
(802.11a/b/g/n) WLAN protocols, 
with effects on wirelessly-enabled 
point of care devices (patient moni-
toring, infusion devices, pulse oxime-
ters). It affects in-house enabled cellu-
lar and PCS devices operating in the 
850 MHz and 1900 MHz bands, and/
or public safety, both within 800 MHz 
and upcoming 700 MHz bands, as 
well as Zigbee, Bluetooth, and RFID, 
(UHF Gen 1+2, HF Gen 2) 

EMI Sources & Power Levels Not all 
EMI offenders are created equal, and 
can be classified into several categories:

High Power Transmitters: TV sta-
tions, radio stations, paging trans-
mitters, cell sites, mobile radio 
transmitters, etc. Some of these are 
likely located on the hospital’s roof. 
Power levels are typically greater than 
50 Watts although TV and radio can 
be much higher. 

In-building Wireless Systems: WiFi 
Access Points (APs), Distributed 

Antenna Systems (DAS) for cellular 
phones and mobile radios, and other 
antenna systems supporting applica-
tions such WMTS. Power levels are 
typically less than 1 Watt.

Client Devices: Handheld devices 
such as cellular phones, 2-way radios, 
laptops and PDAs with WiFi capa-
bility, Vocera, RFID tags, etc. Also 
included here are an increasing num-
ber of medical devices (infusion 
pumps, telemetry, etc.) that support 
wireless connectivity.

Miscellaneous Low Frequency 
Sources: Power outlets, generators, etc.

Vintage Affects Susceptibility To 
EMI  Interference tends to be more 
troublesome with older radio tech-
nologies such as analog amplitude 
modulation, which have no way of 
distinguishing unwanted in-band sig-
nals from the intended signal, and the 
omni-directional dipole antennas used 
with broadcast systems. Newer radio 
systems incorporate several enhance-
ments that improve the selectivity. In 
digital radio systems, such as Wi-Fi, 
error-correction techniques can be 
used. Spread-spectrum and frequency-
hopping techniques can be used with 
both analogue and digital signaling to 
improve resistance to interference. A 
highly directional receiver, such as a 
parabolic antenna or a diversity receiv-
er, can be used to select one signal in 
place to the exclusion of others.

Special Issues With Ultra-Wideband 
Transmissions The most extreme 
example of digital spread-spectrum 
signaling to date is ultra-wideband 
(UWB), which proposes the use of 
large sections of the radio spectrum 
at low amplitudes to transmit high-
bandwidth digital data. UWB, if used 
exclusively, would enable very efficient 
use of the spectrum, but users of non-
UWB technology are not yet prepared 
to share the spectrum with the new 
system because of the interference it 
would cause to their receivers.
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Research Evidence About The Scope of 
the Risk Many studies on potential 
wireless interference have demon-
strated that EMI is a potential risk to 
medical equipment, but the incidence 
of it contributing to patient issues/
harm are very rare and exceptional2. 
The FDA Medical Device Reporting 
(MDR) database reveals only a few 
hundred entries out of the more than 
six hundred thousand reports of medi-
cal device malfunctions that are EMI 
related. While the threat of EMI is 
real, scientific evidence suggests that 
the actual number of EMI-related 
cases is small and it is possible for the 
integrated delivery network of today 
(IDN) to balance the use of wireless 
technologies with measures designed 
to safeguard medical equipment from 
the effects of EMI. 

EMI Shielding Improvements The 
majority of medical equipment in 
current use has some form of EMI 
shielding. In 1993 and 2003, the 
International Electrotechnical Com-
mission (IEC) introduced more rigor-
ous shielding standards. It seems that 
equipment manufactured prior to 1993 
is more susceptible to EMI problems 
and requires somewhat more vigilant 
attention. Current medical devices 
such as patient monitoring, ventila-
tion and/or anesthesia equipment, as 
well as such portable devices as pulse 
oximeters, etc., are often designed 
with digital circuitry that responds 
to only a narrow frequency and thus 
are less prone to EMI. Because each 
healthcare environment is somewhat 
different and dynamic in nature, each 
institution should make it a policy to 
catalog all current medical devices, i.e. 
specific item, (patient monitor, infu-
sion pump, ventilator, and all other 
wireless enabled data/voice/medical 
devices by date of manufacture) and 
the device manufacture’s statement on 
RF EMI mitigation. This may require 
some sensitivity as RF and wireless 
devices sometimes cross Clinical Engi-
neering and Healthcare IT departmen-
tal boundaries.

Establishing Policies & Signage Poli-
cies and procedures should be writ-

ten surrounding the use model of all 
wireless devices within the common 
patient care areas, public areas, and/
or critical care areas and then posted. 
Policies that exist only in a policy 
manual are often easily overlooked or 
ignored. Action items should be writ-
ten at a user-level, not a technical level. 
This will set the correct tone and use 
model for both the clinical staff and 
the public/patient family. It is also the 
first step to mitigate any risks and to 
establish benchmarking for all new 
technologies entering the healthcare 
RF ecosystem thereafter. If you want 
any policy to work, teach medical staff 
how to gracefully enforce it. 

IEC Standards IEC 60601-1-2 is the 
most common standard for RF suscep-
tibility. The standards for compliant 
signal levels are clear and represent a 
good starting point for “basic safety and 
essential performance”. The require-
ment states that a field strength of 10 
V/m (volts per meter) is the accepted 
standard for life critical equipment, 
and that 3 V/m is the accepted standard 
for general purpose medical devices. 
Please note that although life critical 
equipment is the biggest concern for 
the purpose of these calculations, it is 
actually less susceptible to RF interfer-
ence since those manufacturers should 
be more diligent in shielding their 
equipment.

How To Measure It A convenient 
standard to assist in calculating radi-

ated emissions is FCC OET Bulletin 
65, “Evaluating Compliance with 
FCC Guidelines for Human Exposure 
to Radiofrequency Electromagnetic 
Fields”. The formulas are based on 
standard RF field theory. The follow-
ing table outlines acceptable separa-
tion from the radiating source to RF 
Susceptible equipment in ‘free space’:

High Power Devices ‘Free space’ is 
not a particularly relevant metric for 
high power roof transmitters. For 
example, a typical floor plate such as 
a roof top could provide 20 dB of iso-
lation, thus making a 50W transmit-
ter look like a 0.5W transmitter, and 
a 500W transmitter look like a 5W 
transmitter. Areas of greatest concern 
for high power transmitters are the top 
floors, or those areas that have ‘line of 
sight’ to that high power transmitter. 
Our recommendation is to take mea-
surements on the frequencies of con-
cern with a spectrum analyzer located 
in areas of concern. 

In Building Wireless Systems   Equiv-
alent Isotropically Radiated Power 
(EIRP) or, alternatively, Effective Iso-
tropic Radiated Power is the amount 
of power that a theoretical isotropic 
antenna (that evenly distributes power 
in all directions) would emit to pro-
duce the peak power density observed 
in the direction of maximum antenna 
gain3. The maximum EIRP of WiFi 
(802.11b) is 100 mW, and the table 
cited illustrates that APs must be with-

Power Level
Separation from General 
Purpose Medical 
Equipment (3 V/m)

Separation from Life 
Critical Equipment 
(10 V/m)

Sample Device

100 mW 1.89 feet 0.57 feet
AP, WiFi Client, Cell 
phone, DAS antenna

500 mW 4.24 feet 1.27 feet Cell phone, DAS antenna

1 W 5.99 feet 1.80 feet Cell phone, Walkie Talkie

5 W 13.39 feet 4.02 feet Walkie Talkie

50 W 42.36 feet 12.71 feet Mobile Radio Transmitter

100 W 59.9 feet 17.97 feet Mobile Radio Transmitter

500 W 133.94 feet 40.18 feet Paging Transmitter
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in 0.57 feet of life critical equipment 
or 1.89 feet of general medical devic-
es before the standard is exceeded. 
This is unlikely since APs are usually 
installed in the ceiling tiles. Power lev-
els from Distributed Antenna System 
(DAS) antennas such as those from 
MobileAccess (Vienna, VA) and LGC 
Wireless (San Jose, CA) typically range 
from 25 mW to 250 mW depending 
on the number of bands and Wireless 
Service Providers (WSPs) supported. 
Life critical equipment would have to 
be within approximately 1 foot, and 
general medical devices would need to 
be within 3 feet before the standard is 
exceeded. Using the same rationale as 
that of WiFi, these antennas which are 
located in the ceiling tiles, are highly 
unlikely to interfere with medical 
equipment. Although converged DASs 
that support multiple applications actu-
ally radiate slightly more power, we 
believe that the advantage of having 
all those applications in one predict-
able area is actually far superior from 
a EMI perspective and greatly simpli-
fies the administrative task of keeping 
track of separate radiating sources.

Client Devices Our opinion is that cli-
ent devices are an area that requires the 
most focus and policy consideration for 
healthcare organizations. In-building 
systems (DAS, WiFi) and high power 
transmitters are predictable. Analysis 
and consideration are needed when 
these systems are installed and they 
need to be monitored periodically for 
correct operation. However, handheld 
devices are much more unpredictable, 
since handheld devices can get very 
close to sensitive equipment. 

Walkie-Talkie Issues What’s to pre-
vent a 1st Responder from placing 
a 5 W walkie-talkie right next to a 
ventilator? Our calculations show that 
walkie-talkies are potentially the big-
gest EMI offenders because they can 
disrupt life critical devices if they 
are within 4 feet, or general medi-
cal devices if they are within 14 feet. 
Also, walkie-talkies always transmit 
at very high power since there are no 
power control algorithms.

Much has been written about cell 
phones interfering with medical equip-
ment. Generally, our opinion is that the 
effect from cell phone usage is misun-
derstood. Cell phones can transmit at 
relatively high power levels (perhaps 
1 W) for short periods of time such 
as during the ring cycle. However, if 
the cell phone is in a reasonably good 
coverage location, the power control 
algorithms within the phone and the 
cellular network will cause the cell 
phone to transmit at much lower levels 
(potentially under 5 mW), which isn’t 
really a problem. The best article that 
we have read on this topic is from the 
Mayo Clinic, where they specifically 
tested 24 medical devices and found 
that cell phones did not interfere when 
used normally4. This is not to say that 
they do not still prohibit cell phone 
use in certain areas. 

WiFi clients work at relatively low 
power levels as well, although one 
should consult specific vendors 
regarding their transmit power levels. 
Vocera for example, transmits at 40 
mW. Thus, our recommendation is to 
develop a sensible policy for proper 
use of handheld devices in the vicinity 
of sensitive equipment.

Present Shielding Standards IEC 
60601-1-2 5 - IEC Standard 60601-1-2 
9 (EN 606001-1-2) in the European 
Union sets out electromagnetic shield-
ing standards for medical equipment. 
Medical equipment subject to EN 
606001-1-2, needs to be validated to 
be legally marketable in the Euro-
pean Union (EU), the FDA views IEC 
606001-1-2, as a consensus standard.

In Summary What is the risk model 
of EMI and how can the hospital 
mitigate this with the complexity of 
the wireless services and devices in 
the environment? While hospitals can 
conduct a baseline EMI survey, they 
will then need to develop EMR poli-
cies and procedures that are unique to 
each IDN location. Here are the EMI 
Management Recommendations for 
Healthcare taken from FDA/CDRH 
Recommendations for EMC/EMI.6

Become better educated through pub-
lications and the web and also utilized 
EMI professionals.

Identify all radio transmitters in the 
facility, i.e. cellular/PCS/802.11a/
b/g/n, public safety, paging, mobile 
radios, and identify where critical 
medical devices such as patient moni-
tors, ventilators and/or infusion pumps 
are being used.

Manage the electromagnetic environ-
ment, including RF transmitters and 
all electrical and electronic equipment 
including medical devices to reduce 
the risk of EMI.

Educate healthcare staff, contractors, 
visitors, and patients about EMI as to 
how they can recognize medical device 
EMI and help minimize EMI risks.

Establish written policies and proce-
dures that document the intentions 
and methods of the healthcare institu-
tion for reducing the risk of medical 
device EMI.

Report EMI issues to the FDA 
MedWatch program and communicate 
EMI experiences to colleagues in open 
forums such as medical publications 
and conferences. 

Hospitals may also find the MHRA 
Policy Recommendations for manag-
ing and mitigating EMI and some basic 
guidelines7. listed below may also be 
helpful (MHRA stands for Medicines 
and Healthcare products Regulatory 
Agency, which is the United Kingdom 
government agency responsible for 
ensuring that medicines and medical 
devices work and are acceptably safe): 

Maximum power on devices should be 
assumed by healthcare organizations 
when establishing policies for the use 
of wireless devices. Although cellu-
lar technology incorporates dynamic 
power output and that is dependent 
on the on distance to the base station, 
so the propagation of radio signals is 
highly variable inside buildings.

A tremendous amount of misinfor-
mation exists regarding wireless and 
EMRI in general which has led to 
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inconsistent policies within health-
care organizations. A proactive and 
balanced approached is required to 
ensure all benefits of mobile wireless 
technologies can be realized.

Very restrictive policies may act as 
barriers to the benefits of technology 
and may not address the expanding 
needs for mobile communications for 
patients, families, and clinical staff. 
However, unmanaged use of mobile 
and wireless technologies could pro-
vide some risk. Therefore policies 
should take into account where spe-
cific devices could be used and what 
type of devices could be used.

Wireless Devices in the Healthcare 
Environment, whether POC, or 
Enterprise  Whether WIFI or GSM/
CDMA, devices used with e-mail and 
voice communications are exploding 
on the healthcare enterprise mobility 
model. In terms of EMI, these devices 
have a negligible effect as evidenced by 
the Mayo Clinic which conducted their 
own internal study8. The result was that 
the value proposition for solid commu-
nications and data availability using the 
mobility improvement model, simply 
outweighed any minute concern about 
EMI on cellular/PCS usage. 
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