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FOR CIOS

WHY READ THIS REPORT

Many Internet of Things (IoT) implementations are driven by business leaders and groups rather than 
the CIO’s technology teams. Business leaders are driving two types of IoT systems: connected products 
and connected assets. They’re motivated to implement new technologies, or update established industrial 
control systems, to respond to competition or new customer demand. But this report asserts that CIOs will 
end up operating the infrastructure of the connected world, just as they ended up owning PCs, websites, 
and smartphones, all of which started as do-it-yourself efforts by the business. As they integrate IoT into 
the business technology (BT) agenda, CIOs will face five categories of challenges spread across the three 
basic domains of IoT infrastructure. To prepare, CIOs need to coordinate the work of app dev, architecture, 
infrastructure and operations, and line-of-business teams.
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READY OR NOT, THE INTERNET OF THINGS IS TAKING OFF

Hype about the Internet of Things (IoT) is growing as enterprise and consumer tech vendors look for the 
next big trend beyond cloud and big data to compete in the battle to win, serve, and retain customers.1 It’s 
tempting to dismiss their talk about a connected world with billions of gadgets and trillions of dollars of 
economic value. But there is a reality underneath the hype.2 Businesses in many industries are creating one 
or both interrelated forms of connected world systems, often outside the CIO’s purview:

■ Connected products, created by companies that make and ship physical products. At companies 
that build physical products ranging from dynamos to tractors to faucets, business leaders are 
embedding smarts and connectivity in their products and building new business processes and 
business models to match. In commercial products, this trend is spreading from medical equipment, 
storage systems, and giant mining trucks to vehicle fleets and lab dispensing systems. In consumer 
products, there’s a growing array of connected lighting, scales, door locks, bathroom fixtures, and 
home appliances. In many cases, the CIO’s tech management team is called in late or not at all to help 
manage the growing stream of data flowing into analytics and enterprise apps.

■ Connected assets, purchased or created in-house. New equipment such as medical imaging systems 
and fire protection gear now routinely comes with useful Internet-connected monitoring and preventive 
maintenance capabilities. Businesses are also retrofitting existing gear such as shipping containers or long 
haul trucks with sensor and location devices. Often, a CIO’s networking or security teams are drawn 
into the task of getting the devices onto the enterprise network securely. But often we see individual asset 
classes being connected in silos, without a comprehensive architecture for integrating the connected 
assets into an overall system and into enterprise application processes and infrastructure.
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Why now, when connectivity and controls — M2M (machine-to-machine) technology — have 
been around for decades in industrial environments?3 Cheap sensors, broadband wireless, mobile 
apps, and new analytics are enabling radical new possibilities. Business leaders are very interested 
in the opportunities to optimize asset utilization and increase business efficiency. But they’re even 
more interested in two other sources of business value: 1) differentiating their product and service 
offerings and 2) transforming their engagement with customers and business models.4

Business Leaders Are Embracing IoT Directly To Serve Customers, Without The CIO

The availability of these new technologies is empowering business leaders to do what they’ve done 
repeatedly since the dawn of the PC 30 years ago — put a new set of technologies to work within 
business units, without the involvement of the technology management org. Just as accountants 
embraced VisiCalc on early PCs, marketers built the early brand websites, and employees set up 
personal BlackBerry devices with email forwarding, today business leaders are greenlighting 
connected products and buying connected assets. Why? Because a new business era, the age of 
customer, brings with it new demands for business performance, aimed at delighting empowered, 
perpetually connected customers. Businesses are looking to IoT systems to help them respond to:

■ Demands for improved customer experience. Product brands, service companies, and retailers 
are increasingly seeking differentiation through deep, ongoing, digitally mediated engagement 
with their customers and employees. Marriott’s mobile app proactively connects with customers 
to help them find the hotel, to offer automated check-in, and to collect feedback afterward — and 
Forrester believes that it will soon link to hotel room door locks. Bluetooth-powered iBeacon 
presence sensors enable mobile apps to greet store customers by name and offer guidance to 
employees helping important customers.5

■ Expectations of mobile access and control. As the number of mobile apps surpasses 1 million, 
Forrester has documented a significant shift in customer and employee expectations and 
behavior.6 When individuals face a question or situation, a growing number reach for their 
smartphone or tablet to solve it on the spot with a mobile app — and they expect that app to 
have all the relevant context, so they don’t have to explain all the details.7 So consumers turn to a 
smartphone app to change settings on their new car or air conditioner — and employees look to 
the tablet app to adjust configurations on the latest medical imaging gear.

■ Regulatory and compliance requirements. Industry norms, government regulations, and 
accounting standards are all pushing firms in the direction of increased use of sensors, data 
collection, and remote actuators. Auto insurance companies are offering discounts for usage-
based insurance (UBI) and access to driving behavior data. Government bodies are pushing 
smart meters to monitor and reduce energy consumption, and smart grid technologies 
to improve efficiencies of electrical grids. And regulators are requiring driver and truck 
monitoring to manage driver fatigue and preventive maintenance.
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■ Competitive benchmarks set by early adopters. Maersk added a sensor-laden tracking 
device to its refrigerated shipping containers, enabling it to offer customers assurances about 
temperature, shock, location, and arrival time that differentiated its shipping service. Nestlé’s 
subsidiary Nespresso added smarts to its premium commercial coffee machines to monitor 
operation, offer preventive maintenance, and proactively deliver refill cartridges according to 
customer preference.

BUT CIOS WILL END UP OPERATING TODAY’S IMPROVISED IOT INFRASTRUCTURE

Just as with previous technology waves, the CIO’s team will eventually be called in to manage the 
growing complexity — especially as the business tries to integrate Internet-of-Things data into core 
business processes running in enterprise applications. For example, CIOs at hospitals are now being 
asked to integrate data from various imaging and pharmaceutical systems so hospital managers 
can get a broader view of operations across the connected assets. Many early M2M systems or new 
connected products have been built in proprietary, isolated, manual, and insecure ways — not 
architected end-to-end in a robust and scalable way.

The technology and business challenges and opportunities of owning and managing connected 
assets will be a major issue that every company will face. And for companies that sell physical 
products, the CIO faces a second layer of challenges: helping the business design, build, and operate 
connected products. In both cases — connected assets in your company, or connected products 
for your customers — CIOs will face a daunting list of issues across the three basic domains of IoT 
infrastructure (see Figure 1):8

■ A menagerie of proprietary tech, new protocols, and emerging standards. Starting with 
sensor-equipped things themselves, there are myriad technologies, networks, protocols, and 
data formats, including pre-Internet era industrial control tech that must be chosen, managed, 
and integrated. There are several real-time operating systems (RTOSes) for a variety of 
microcontrollers and a confusing array of short-range radio technologies used in B2B and 
consumer scenarios. There is a variety of protocols for communicating sensor data efficiently 
over the Internet, including HTTP, MQTT, and CoAP, and a growing number of standards 
organizations are attempting to organize the chaos.9

■ Business data, analytics, and logic outside of core enterprise apps and processes. Sensor 
devices and gateways often have enough smarts to do local data filtering and analysis and to 
store business logic to enable quick responses to situations such as a safety fault. IoT software 
platforms, such as Axeda and ThingWorx, manage things and gateways, analyze and manage 
sensor data, and integrate with enterprise systems. In both cases, data, analysis, and business 
logic live outside of, and often out of sight of, enterprise applications, analytics, and architecture.
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■ New security challenges that span customer premises, the Internet, and the enterprise. The 
Internet of Things brings a mix of familiar and novel security issues.10 Sensors and gateways 
are often on customer premises, accessible to those who have a vested interest in influencing 
or seeing the data. How to ensure the devices and the data are tamper-resistant and tamper 
evident? What identity, authentication, and encryption technologies will work? How to ensure 
the chain of custody all the way through cloud services and back to enterprise apps?

■ New demands on network infrastructure to support varied devices and constant data flow. 
The surge in devices connected to enterprise networks will challenge network admins with 
a new type of network node that can have widely varied requirements.11 Some devices, such 
as security cameras, stream data continuously, while others like manufacturing production 
systems need low latency and a high quality of service for speedy responses to crucial events. 
Many devices will connect outside the firewall to the product manufacturer to enable valuable 
support services.

■ Vast new quantities of time-series data that current analytics tools can’t handle well. 
Enterprise analytics tools are typically built around the transactions at the core of a business. But 
connected products and assets are loaded with sensors that record a constant set of time-series 
data — a time stamp and value for things such as temperature, vibration, position, or air quality. 
Analyzing voluminous time-series data turns out to be hard to do with existing tools, so a new 
generation of analytics technology is appearing to accelerate time-series analysis, such as those 
from TempoIQ or Hitachi High Technologies.
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Figure 1 There Are Three Tiers Of IoT Technology, With A Wide Range Of Challenges For CIOs

Source: Forrester Research, Inc.116625
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RECOMMENDAT I O N S

FIVE ACTION STEPS TO INTEGRATE IOT INTO THE BUSINESS TECHNOLOGY 
AGENDA

Despite all the hype and the long history of industry-specific M2M technologies, it’s early enough 
in the development of the Internet of Things that CIOs can ward off the worst technology messes 
by getting involved now. Acting now enables CIOs to integrate the emerging Internet of Things 
technologies and systems into the BT agenda for technology, systems, and processes to win, serve, 
and retain customers.12 Taking action on IoT means working with the app development team, the 
security team, the enterprise architects, and the product line-of-business teams, on five action items:

1. Build software skills to enable the new app dev mindset needed for IoT. Developers 
typically write code that takes input from humans, not sensors in connected products or 
assets. To use sensor data, developers have to learn new techniques and ideas for enhancing 
the customer’s context and experience.13 Similarly, developers building applications that 
work with real-time connectivity and send out real-world control inputs must learn new 
technologies and approaches for managing real-time control responses.14 CIOs should ask 
their app dev leads to explore and plan for training and new software tools to build apps 
and infrastructure that take advantage of connected assets and enable connected products.

2. Identify and integrate silos of connected assets. As companies buy connected products 
and upgrade assets with connectivity, business leaders will begin to ask why they have 
to use separate vendor consoles for each set of connected assets. Why shouldn’t the 
data from the X-ray system, the CAT scanner, the gurney tracking system, and the 
electronic pharmaceutical cabinets be integrated with each other and with other hospital 
management systems? So technology management leaders should tap an enterprise 
architecture team to build an inventory of connected assets and their characteristics, and 
they should plan for a unified console and integration with enterprise apps and analytics.

3. Product makers should focus on IoT platforms, not DIY efforts — and track the app 
platforms. Today, building connectivity into new products is not a do-it-yourself (DIY) 
task for the faint of heart. Most product makers should explore IoT platform services such 
as Axeda, ThingWorx, Xively, or others to enable connectivity and manage their products. 
These software and service platforms provide lots of support for dealing with existing M2M 
protocols, special device management support, support of IoT-specific protocols, analytics, 
and more. The mainstream application platforms from IBM, Microsoft, Oracle, and SAP 
are just starting to add extensive features and support for IoT scenarios and as yet don’t 
match the IoT platforms specialists. For example, the Microsoft Azure Intelligent Systems 
Service was announced in April 2014 and will go through limited public preview and beta 
phases before reaching general availability.



FOR CIOS 

Brief: CIOs Will Architect And Operate The Internet Of Things 7

© 2014, Forrester Research, Inc. Reproduction Prohibited August 5, 2014 

4. Task the security team with mapping connected assets and updating their monitoring 
plans. Today, you’ve probably got IT systems such as EMC’s storage systems with EMC 
Secure Remote Support service or HP’s enterprise printers that can send telemetry to their 
vendors to help with preventive maintenance and improve tuning. In late 2013, hackers 
are reported to have breached Target’s network by stealing accounting credentials from an 
HVAC vendor — but hackers surely will also attack via IoT devices themselves. Ask the 
security team to review and report on the inventory of connected assets, and the associated 
policies and procedures for installing, monitoring, and updating the connected assets. 
Make sure to poll for unknown IoT devices that are part of facilities, physical security, fire 
protection, fleet management, manufacturing, or warehouse systems.

5. Ensure that a CIO representative is working with the product managers and business 
strategists. Your company may already sell products with embedded sensors or even 
connected products. Either way, the digital data is or will become another business asset 
that eventually affects the CIO’s team. If not already deeply involved, get a member of the 
technology management organization involved with the product teams on an ongoing basis 
to work with them on things such as data formats, security, and enterprise data integration.

ENDNOTES
1 For more on the how the age of the customer changes technology management, see the October 10, 2013, 

“Technology Management In The Age Of The Customer” report.
2 For more information on the potential market value of connected world opportunities, see the October 31, 

2013, “Mapping The Connected World” report.
3 This report focuses on five key dynamics that infrastructure and operations (I&O) executives should know 

about IoT developments and how to prepare your infrastructure and workforce to capture the opportunity. 
See the April 11, 2013, “Prepare I&O For The ‘Internet Of Things’” report.

4 The three business outcomes are: 1) optimize physical assets; 2) differentiate new products and services; and 
3) transform customer engagement. See the October 31, 2013, “Mapping The Connected World” report.

5 For more information on the capabilities of sensors in retail environments, see the March 12, 2014, “The 
Emergence Of Beacons In Retail” report.

6 For more information on the shift in mobile consumer expectations, see the June 3, 2014, “The New Mobile 
Mind Shift Index” report.

7 For more information on context-rich, mobile customer experiences, see the January 24, 2014, “Mobile 
Moments Transform Customer Experience” report.

8 For more information on necessary adjustments to mobile architecture to prepare for Internet of Things 
connectivity, see the October 18, 2013, “Mobile Needs A Four-Tier Engagement Platform” report and see 
the May 27, 2014, “The Engagement Platform’s Aggregation Tier” report.
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9 The buzz around the Internet Of Things (IoT) is at fever pitch across the tech community. Many 
companies that are not traditionally involved in the world of sensors and machine-to-machine (M2M) 
communications are confused about how to proceed. Decisions around if, when, and how to build a 
business case for incorporating smart devices, sensor data, and analytics are often delayed because the very 

“things” that make up the IoT use different communication protocols, different data models, and different 
security standards. This brief provides an initial look at IoT interoperability; how important is it to the 
adoption and business value of the IoT, and how and when will it be achieved? See the July 24, 2014, “Brief: 
Bringing Interoperability To The Internet Of Things” report.

10 As billions of devices connect via the Internet, exchanging information and taking autonomous actions 
based on continuous input, we face a paradigm change that will transform our personal lives and 
revolutionize business — and pose unprecedented data privacy and security challenges to security and 
risk professionals. This Q&A report explains the core concepts, technologies, and issues that you should 
understand to ensure that your organization doesn’t walk blindly into this wave of opportunity and risk. See 
the October 23, 2012, “Prepare Your Security Organization For The Internet Of Things” report.

11 For more information on the capacity challenges that will come with implementing Internet of Things 
technologies, see the October 15, 2013, “A Tsunami Of Empowerment Will Hit Your Network With The 
Internet Of Things” report.

12 For more on the business technologies that help companies win, serve, and retain customers, see the July 29, 
2014, “Top Technologies For Your BT Agenda” report.

13 For more information on utilizing sensor data, see the April 22, 2014, “Use Sensors To Take Apps To The 
Next Level Of Customer Engagement” report.

14 For more information on managing control responses, see the February 27, 2014, “Systems Of Automation 
Will Enrich Customer Engagement” report.


