
SOLUTIONS BRIEF

Page 1915-2765-01-3016

26601 Agoura Road    |    Calabasas, CA 91302 USA    |    Tel + 1-818-871-180    |    www.ixiacom.com 

CONNECTED HEALTHCARE

MEDICAL DEVICE COMPANY

KEY ISSUES

• Dropped network connections during mobile device use, resulting in significant reliability issues  
• Inability for mission-critical medical devices and applications to transmit critical alarms
• Regulatory recalls and field return of equipment
• New testing required by US Food and Drug Administration for validation and verification
• Need for continuous verification and validation of the enterprise WLAN
• Validate software and firmware releases meet same enterprise requirement 

SOLUTIONS:

• WaveDevice Interoperability
• WaveDevice GoldenAP 

RESULTS

• Significant improvement in reliability, stability and security of mobile WLAN infrastructure and 
devices in this healthcare enterpriseExpedited regulatory approvals due to comprehensive 
empirical data included in test reports, resulting in faster time to market

• Consistent process for improvements in quality and WLAN enterprise testing
• Optimized roaming performance of their devices resulting in better data logging 

http://www.ixiacom.com
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The global spending on healthcare in 2013 was $7.2 trillion, accelerating at an average of 5.2% a year 
to $9.3 trillion in 2016-2018.  The United States alone accounted for almost half of it ($3.1 trillion).  
Most of this growth is attributed to: 

• Aging population
• Growth of new applications relating to telemedicine
• Advances in treatments and early diagnosis 

The medical device market accounts for almost 5% of the total healthcare market with total annual 
spend of $350 billion. This market includes a wide range of products from simple devices like 
thermometers to more complex devices like patient monitors, ventilators, infusion pumps, X-ray and 
MRI scanners and heavily regulated.  Extensive testing is required for FDA 510(k) approvals prior to 
any product release.

A big trend driving the medical device market is wireless and mobility.  There are several key long-
term policy and developments driving this:

• Electronic health record (EHR) – it has been consistently proven that electronic health records 
help drive down costs and make it simpler for patients to obtain better treatment. In some 
countries (such as the United States, Denmark, New Zealand) this is now mandated by policy.  
Accessing  the EHR increasingly happens on mobile wireless-enabled tablets and smart phones 

• Patient safety – Bar Code Medication Administration (BCMA) and smart infusion pumps have 
decreased errors at the point of care. Using middleware to capture alarms from wireless-
enabled medical devices and providing this information to the clinician improves patient safety 

• Patient mobility and quality of care –  Providing wireless-enabled real time monitoring on a 
mobile basis will decrease costs and improve patient outcomes 

• Asset tracking and utilization – High cost mobile and connected medical devices need to be 
efficiently tracked.  Knowing where infusion pumps and similar mobile devices are can have a 
huge impact on the bottom line  

For this reason and more, global medical health (mHealth) solutions market is expected to 
experience exponential growth in the coming years. This market is poised to reach USD 59.15 Billion 
by 2020, growing at a CAGR of 33.4% .

Propelled by the need for mobility, several medical device companies have been transitioning to 
enable wireless connectivity on their platforms since the year 2000.  However, this transition has 
been far from a smooth one, there has been a very high degree of failure in deployments.  It is 
common for them to have to send engineers to address field issues that come up in deployments. 

http://www.ixiacom.com
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WIRELESS MEDICAL DEVICE - TYPICAL DEPLOYMENTS 
AND PAIN POINTS

Hospital Size and Complexity of the Environment

Hospitals are large spaces. The average hospital in the United States is about 74,600 square feet 
and large hospitals can be millions of square feet.  Unlike a typical open warehouse environment, 
the majority of hospitals have difficulty getting good wireless coverage.  This is due to the different 
ages of construction, tile, glass, lead lined walls (radiology and other areas), metal carts, fluids 
(pharmacy), and just the shear amount of movable equipment as well as the number of people and 
patients).  All of this can attenuate wireless signal coverage.  

The actual wireless design itself can also be at the heart of poor wireless coverage: did the wireless 
design take into account the need for coverage in the patient room for patient monitoring or did the 
design only provide for coverage down the middle of the hallway?  Did the design take into account 
the need for -65dBm with a co-channel interference (CCI) of less than 2% of which is really needed 
for voice and real-time patient monitoring coverage?

Hospitals often hear complaints that the devices lose connectivity at specific points in the facility, 
and each time that happens it takes a while to notice and reset the device. This leads to several lost 
data points and sometimes other negative consequences. 
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Figure 1: Islands of poor wireless coverage
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Roaming 

There are a number of elements that come into play to ensure reliable mobile communications in 
healthcare:  the high degree of mobility required, the complex radio frequency (RF) environment, 
and the number of mobile WLAN-enabled devices, to name a few. One of the key requirements 
to enable this is to ensure the network and the mobile connected device have robust roaming 
algorithms.  Roaming, in the context of a Wi-Fi network, is the process of a client device moving 
an established Wi-Fi network association from one access point (AP) to another, without losing 
its secure enterprise network connection. The interesting question to ask is whether the Wi-Fi the 
device is solely responsible for roaming decision and execution? To get successful roaming executed 
the device has to: 

• Determine that it needs to roam – it needs to 
notice that it is losing range with its AP as a 
clean hand-off

• Scan for APs across all channels
• Pick the best target AP from all the list of 

available APs
• Disassociate from AP1
• Associate with AP2
• Authenticate and establish connectivity

Due to the network design, the RF environment, 
and the client side, there are many things that can 
go wrong during roaming.  Roaming failures are the 
single biggest pain point for some hospitals.

The Medical Device Ecosystem

The healthcare ecosystem consists of wireless devices, represented by approximately 70 device 
manufacturers.  This includes healthcare workers’ devices (phones, tablets, laptops), patient and 
visitors devices (phones, tablets, laptops) among other things.  One will also have to include 
wireless-enabled infusion pumps, patient monitors, and a myriad of other WLAN connected devices. 

Because of dense deployments, there are areas where several APs are in close proximity to each 
other.   This could be due to the need for RTLS, or the need for good signal coverage due to 
application requirements, or the construction materials in a given area. 

All these factors create an extremely challenging environment for any device to operate correctly.  
Wireless medical devices have to navigate these deployment challenges.  Real-time patient 
monitoring devices have to operate 24/7/365 where failure could result in loss of human life.

With roaming topping the list of issues and complaints, we hear ecosystem-driven failures as the 
second biggest pain point among our customers. We have heard stories in which devices could not 
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Figure 2: Roaming Challenges
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even connect to a single AP in a hospital, because of the dense deployment of APs (over 50 APs 
in the vicinity).  This could be because the system integrator or the vendor made incorrect system 
design choices, or simply assumed that the deployment of many wireless AP(s) is better than what is 
required for reliable network operation.

Devices Connected to Hospital Wi-Fi Networks

Wireless Interference

Some of the highest concentration of different wireless technologies is commonplace to healthcare 
environments.  These technologies include but are not limited to: public safety, cellular (GSM/LTE), 
proprietary RTLS, DECT, Bluetooth (2.0/4.0), microwave, ANT, and/or Zigbee.  The co-existence of 
WLAN-enabled medical devices in this wireless ecosystem can become a challenge. 

Figure 4: Hospital Wi-Fi Interference

Figure 3: Hospital Ecosystem
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WaveDevice Test Solution 

Ixia’s WaveDevice addresses these issues comprehensively. Our single product addresses use cases 
from early design and development stages where more control and predictability is required, to 
interoperability use cases where real APs are used.

WaveDevice provides customization to address use cases at different stages of a product 
development.

WAVEDEVICE – Simulate the Hospital

Distance/Range
Avg. hospital in US = 74,000 sq. ft.
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Figure 5: WaveDevice use cases
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ABOUT IXIA
Ixia provides testing, visibility and security solutions, strengthening applications across physical and virtual 
networks for enterprises, governments, service providers, and network equipment manufacturers.

Customers worldwide trust Ixia to verify their designs, optimize their performance, and ensure protection of 
their networks to make their applications stronger.
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Conclusion

Medical companies have been building different varieties of 802.11 into their products since 
2000.  For the most part, every infusion pump and patient monitoring device manufacturer offers 
wireless mobile products, with Wi-Fi being the primary data communications medium.  Proprietary 
wireless technologies have increasingly faded out of use.  Proliferation and dependency on wireless 
connectivity in healthcare has driven the need for WLAN connected medical devices.  

Ensuring reliability and security of these devices requires: up-front testing before design build of 
the product, proper documentation for regulatory submittal, validation and verification of device 
security policies and default configurations before deployment, and continued testing to ensure 
compliance with application requirements and IT change management.

This is where Ixia comes into picture. By helping our customers simulate, test and analyze various 
real-life deployment scenarios, we help the healthcare industry build, deploy and operate robust, 
reliable, and safe medical products. 

The results of Ixia testing and associated benefits were evident for this medical device manufacturer.  
They achieved significant improvement in reliability and performance of their Wi-Fi connected 
medical device. Accelerating their time to market due to expedited FDA regulatory approval directly 
contributed to an increase in their top line revenues.  Ultimately, putting in place improvements in 
the methodologies and processes resulted in overall improvement of the quality of their wireless 
enabled medical devices.
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