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A technical guide to Bluetooth Low Energy (BLE) and the 
additional security and privacy capabilities that Laird’s 
BL600, BL620, and BT900 provide. Learn the basics of 
BLE security and privacy and how to leverage the 
appropriate BLE options when it comes to safeguarding 
wireless and enabling privacy and security for industrial 
and medical M2M applications. 
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INTRODUCTION 

Security and privacy are two imperative considerations in any wireless design. Bluetooth protocols, version 4.0 

and newer, include a Bluetooth Low Energy (BLE) connectivity option for OEMs seeking secure and private 

connection capabilities. BLE makes it possible to add wireless short-range capabilities to devices. Adding these 

capabilities enables smaller form factors, better power optimization, and the ability to operate on a small 

power cell for months or even years. BLE also comes equipped with several security and privacy capabilities, 

and there are BLE modules that can provide additional security and privacy to make the technology an even 

stronger embedded wireless solution. This white paper serves as a technical guide to security and privacy for 

BLE, up to version 4.1 as 4.2 security features will probably take up to Q4 2015 to feed through to devices and 

highlights the additional security and privacy features that Laird’s BL6x0 series and BT900 Dual mode solution 

provide. Like the BL6x0 series, the BT900 uses smartBASIC, thus making it easy to port applications that use 

the programing language to the BT900. In addition, the BT900 

consists of future proof design and commonality of code lines. 

BLE SECURITY MODES  

Security is a critical issue and should always be a top concern in 

all wireless applications. People looking to send sensitive 

information via BLE need to take precautions to make sure those 

messages are not intercepted. To protect against security risks 

such as spying, spoofing, and remote access, BLE offers several 

security modes. BLE security is implemented in both the Host 

Security Manager Protocol (SMP) and the Controller Link Layer 

(See figure 1). Additionally, BLE uses AES cryptography to generate keys that are used for encryption and 

authentication.  

 

Security in BLE is similar to Classic BR/EDR with the following 

exceptions: 

x BLE does not currently use the Diffie-Hellman method for exchanging keys during the pairing 

procedure and encryption is based on AES. 

x Classic Bluetooth uses algorithms based on SAFER+ 

Figure 1: BLE security is implemented in the 

Host, Security Manager Protocol, and the 

Control Link Layer. 
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ADDRESSING AND PRIVACY 

BLE can use Random Device Addressing to help increase the privacy of connections and prevent “tracking” 

assuming eavesdropping did not occur during the ’just works’ pairing process or out-of-band (OOB) pairing 

occurred. It is worth noting that Random Addressing is not a feature that all devices support. There are 4 types 

of addresses defined for BLE: 

x Public IEEE Format—Manufacturer specific IEEE Bluetooth address and company identifiers can be 

purchased through the IEEE Registration Authority. 

x Random Static—Burned to radio silicon upon shipment or can be randomly generated to a new value 

at each power cycle. 

x Random Private Resolvable—Used in bonded devices and requires the Identity Resolving Key (IRK) be 

shared during Phase 3 of the Pairing procedure. This changes periodically based on a timer or other 

method. This is the default use case for iOS devices and for Android devices with Lollipop or newer. 

x Random Private Non-Resolvable—Shared between bonded devices for use during reconnection. This 

changes with each connection.  

As an example of a real use case, iOS devices that use resolvable addresses will change the addresses on a 

regular basis. This means an iOS device (or latest Android Lollipop devices) picked up one day at a restaurant 

will not be picked up the next day as it will have changed its identity. 

BL600/BL620 ADDRESSING AND PRIVACY 

The BL600 and BL620 does not support transmission of a Random Private Resolvable or Random Private 

Non-Resolvable address for itself but does support interaction with remote devices that use these addressing 

schemes. For example iOS devices that use Random Private Resolvable addressing and the BL600/BL620 can 

accept and resolve these addresses as required in the BT4.0/4.1 specification. The BL600 supports two of the 

four types of addressing for itself: 

x Random Static- Burned into the Nordic silicon (nRF51822) at the time of manufacturing. This is an 

address that is unique to each BL600 and does not change.  

x Public IEEE- An address that can be used in place of the Random Static address and must be 

purchased through IEEE as described earlier in the text. 



White Paper 
BLE and Laird’s BL6x0 Series & BT900 Modules: A Guide to Security and Privacy 

 
Embedded Wireless Solutions Support 
Center: http://ews-support.lairdtech.com 
 
www.lairdtech.com/bluetooth 

Laird Technologies 
 5 Americas: +1-800-492-2320 

Europe: +44-1628-858-940 
Hong Kong: +852 2923 0610 

 

You can add a Public IEEE address to the BL600/620/BT900 using a one-time writeable command function, 

AT+MAC. Once the AT+MAC command is used to add an IEEE address (correct or otherwise) you cannot 

modify it. If entered incorrectly, the only option is to erase the flash memory and start fresh. Laird provides a 

Windows utility and JLINK programmer (with the development kit) that can be used for this purpose (excluding 

BT900). Customers should first retrieve and record the license key using AT I 49406 and then use the Windows 

utility to erase the flash as follows: 

 

 

Note: The license key will need to be re-entered to restore full operation after this procedure. 

Laird recommends recording and storing the responses to the following information commands: 

x AT i 14 – Retrieves Random Static address burned to silicon by Nordic 

x AT i 49406 – Retrieves the Nordic License Key for the module 

If a Public IEEE address exists, the AT i 4 information commands will return its value. This command will 

currently return either the Random Static or the Public IEEE address, depending on whether the Public IEEE 

address has been programmed or not. The response format is TT AAAAAAAAAAAA where TT == 00 for Public 

IEEE or TT == 01 for Random Static. This information command is also useful in determining if the 

BL600/620/BT900 has a valid license key from Nordic. If this command returns a value with the word C0FFEE 

in the address, then the license key is no longer valid and the device’s Random Static address (AT I 14) will 

need to be provided to Laird Support in order to generate the license key (which can be entered into the 

device with the AT+LIC command). AT i 24 will return “Laird Technologies, © 2012” if Public IEEE address 

does not exist. 

White List  

BLE devices have the option of using a “White List” or Trusted Device Database (TDD) to limit communication 

access to the local device and lower overall power consumption. The White List is essentially a list of remote 

devices that are allowed to communicate with the local device. The White List resides in the Link Layer and is 

used to filter incoming connection requests, scan requests, and advertising packets as designated by the Host 

nrfjprog –eraseall 



White Paper 
BLE and Laird’s BL6x0 Series & BT900 Modules: A Guide to Security and Privacy 

 
Embedded Wireless Solutions Support 
Center: http://ews-support.lairdtech.com 
 
www.lairdtech.com/bluetooth 

Laird Technologies 
 6 Americas: +1-800-492-2320 

Europe: +44-1628-858-940 
Hong Kong: +852 2923 0610 

 

Controller. White List filtering in the Link Layer can lower power consumption by limiting requests and data 

passed to the higher layers for processing and interaction. Depending on the application, the Host Controller 

can choose not to use the white list, can add or delete remote devices from the white list as necessary or 

desired, and/or can allow the white list to be populated during the BONDING phase (Phase 3) of the pairing 

process. The white list can contain records for a limited set of remote devices (determined by the Host). 

PAIRING PROCEDURE 

Pairing in BLE is similar to Simple Secure Pairing in classic Bluetooth from a user interface perspective with the 

exception that the public key exchange to generate the Short Term Key (STK) in Phase 2 is not protected from 

passive eavesdropping which means ‘Just Works’ offers no protection as the Temporary Key (TK) used is the 

constant value 0 and if the 6 digit MITM passkey is used then the eavesdropper has the ability to use brute 

force to crack the key given that the Temporary Key (TK) is a value in the range 0 to 999999. On the other 

hand, if OOB pairing is used then the Temporary Key (TK) is a 128 bit number and brute force is going to take 

an extremely long time to crack the Short Term Key (STK). Classic Bluetooth uses Elliptic Curve Diffie-Hellman 

cryptographic key exchange which is unprotected if an active eavesdropper is present at the time of pairing 

and can act as a man-in-the-middle to relay the key exchange. If bonding is performed, which is basically an 

agreement between the peers to save keys for later use, then Phase 3 of the pairing procedure is invoked. The 

devices will store the keys and values exchanged in this phase and will not be required to perform the pairing 

procedure again, unless the bonding information is deleted from one of the devices. 

 

The security level of the connection is determined by the type of pairing model used and whether or not 

bonding takes place. There are 2 BLE Security Modes: 

x Mode 1 has three security levels: 

o No Security  

o Unauthenticated Pairing with Encryption  

o Authenticated Pairing with Encryption 

x Mode 2 is only used with Connection-Based Data Signing (Message Authentication Code, MIC or 

MAC depending on the source added to each data packet) and has two levels: 

o Unauthenticated Pairing with Data Signing 

o Authenticated Pairing with Data Signing 
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BLE uses Attributes (data) organized into Characteristics and Services. Each Attribute includes its own 

authentication and security properties that are required to access the data held in that Attribute.  

 

Pairing Procedure Phases 

x Phase 1 (no encryption): Request for Pairing-Exchange I/O capabilities, Authentication requirements, 

maximum link key size negotiation, and Bonding requirements  

x Phase 2 (no encryption at beginning and encrypted data at the end of the phase): Random and 

Confirm values are exchanged (association model based on I/O and Authentication requirements for 

both devices) and used to generate short term key (STK) along with the ‘secret’ Temporary Key which 

NEVER appears on air. At the end of phase 2, the connection is encrypted using the STK with EDIV 

and RANDOM values set to 0. 

x Phase 3 (encrypted using the STK from Phase 2): Optional phase, invoked only if bonding 

requirements exchanged during Phase 1. Encrypted connection established using STK 

o During this phase, keys and values for identity/encryption/authentication are exchanged 

between Master/Slave 

o The Identity Resolving Key IRK (128 bit) is also optionally exchanged during this phase which 

is used, along with a 24-bit random number to resolve the Random Private Resolvable 

address if the peer is going to use resolvable addresses. For example, iOS devices that use 

resolvable addresses by default. 

o The Connection Signature Resolving Key (CSRK) is also optionally exchanged if signed data in 

attributes need to be exchanged. 

o The Public IEEE or Random Static address is exchanged during this phase if requested and it is 

highly recommended if the IRK has been supplied and resolvable addresses are going to be 

used in communications.  

Association Models  

Phase 2 uses one of 3 Association Models to set and use the Temporary Key (TK) to generate the STK;  Out of 

Band (OOB), Passkey entry, and Just Works. In OOB pairing, the TK is exchanged using an OOB channel that 

provides both a security method that is different from the Bluetooth channel and is resistant to Man-In-The 

Middle (MITM) attacks, e.g. NFC and in this case, the TK will be a random 128 bit. For Passkey entry, TK is the 
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Passkey used at both ends of the connection. This method assumes that both ends have knowledge of the 

Passkey prior to starting Phase 2 of the pairing procedure. Lastly, in Just Works the TK is set to zero as no 

values are exchanged and offers virtually no privacy as modern computers can crack and derive the STK in 

minutes. 

OOB and Passkey Entry are the only models that offer MITM protection or Authenticated Pairing. TK is a 

predictable or easily estimated value and thus the source of the security weakness.  

As long as an eavesdropper is not present during the Phase 2 exchange, the pairing procedure can be assumed 

confidential and all values distributed in Phase 3 secure. This means that the BL600 whisper mode can be 

utilized to increase confidence that an encrypted connection is not compromised.  

Phase 3 Keys/Values 

For completeness, here is a list of keys/values that can be distributed during Phase 3 of the paring procedure: 

x One or two Long Term Keys (LTK)- Used to encrypt future links between bonded Master/Slave. Both 

ends of the connection can provide an LTK as in future the master/slave roles can be reversed and in 

that case the LTK that was supplied by the device that is currently in the connection as a slave shall be 

used. 

x EDIV and RAND- Used to establish/identify LTK from the bonding manager 

x Identity Resolving Key (IRK)- Used to identify/resolve the Private Resolvable Address. If used, IRK is a 

128-bit key that is passed along with any 24-bit random number, into the AES encryption engine. The 

lower 46 bits of the resulting output give you the Random Private Resolvable address and the upper 2 

bits are 10 to identify the address as resolvable.  

x Random Public (IEEE) or Random Static Address 

x Connection Signature Resolving Key (CSRK)- Used to sign data and verify signatures on receiving 

device (Data Authentication) 

BL600 PAIRING PROCEDURE 

The BL600 supports the Passkey Entry and Just Works Association Models. Out of Band (OOB) will be exposed 

in a later firmware release. To increase security and limit MITM attacks, (eavesdropper protection) the BL600 
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supports Whisper Mode Pairing, which reduces the transmit power during the pairing procedure and 

effectively limits the “bubble” in which eavesdroppers would be able to “listen in” on the public key exchange 

(STK) in Phase 2. This in turn increases the chances for completely secure key and value exchanges in Phase 3.  

 

The function BleTxPwrWhilePairing(nTxPower) sets the transmit power for ALL packets transmitted while the 

Pairing Procedure is in progress. nTxPower can be any signed integer value but the actual value chosen by the 

BL600 will be chosen by scanning through the value list: (4, 0, -4, -8, -12, -16, -20, -30,-55) and choosing the 

highest value in the list which is less than the desired (nTxPower) value selected when issuing the 

function/command. At a nTxPower== -55, the “bubble” of influence is reduced to a 30cm radius which can 

be reduced further with device enclosures. 

The BL600 smartBASIC programming language includes additional cryptographic functions that can be used 

to encrypt/decrypt data in addition to any crypting applied at the transport layer. The BL600 supports three 

block cipher modes of operation:  

x ECB- Electronic Codebook (Simplest encryption mode) 

x ECB-XOR- Electronic Codebook w/XOR using Initialization Vector (IV) 

x CBC- Cipher Block Chaining (Most commonly used encryption mode) 

Since each of the supported modes uses the same encryption key for both encryption and decryption, they are 

all “Symmetric Algorithms”. There are three smartBASIC cryptographic functions: 

x AesSetKeyIV(mode, blocksize, key$, initVector$) 

x AesEncrypt(inData$, outData$); Since the BL600 includes AES 128 encryption hardware assist, this 

function has been timed to take ~125us 

x AesDecrypt(inData$, outData$); Since the BL600 does NOT include AES 128 decryption assist 

hardware, this function has been times to take ~570us 

See the smartBASIC User Guide for details about these functions.  

CONCLUSION 

The world is going wireless. However, along with the many benefits of wireless technology come new security 

threats. That is why it is imperative to choose wireless technologies with tested and proven security and 

privacy capabilities. OEMs can leverage the security and privacy options available with BLE for multiple 

applications and adjust the technology to meet their needs. 

 

In the latest firmware (1.5.70.0), if the device on both ends of a BLE connection is a Laird device incorporating 

smartBASIC then it is possible to create a simple ‘Just Works on Steroid’ pairing where the Temporary Key (TK) 
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is a random 128 bit pre-shared key that is used to invoke an OOB pairing where the assumption is that the 

OOB Temporary Key was set out-of-band at the time the device was configured. In this, the out of band 

mechanism to transfer the OOB shared key is the smartBASIC source code. 

 

A BLE offering that comes equipped with integrated security and privacy settings specifically designed for the 

enterprise network, can mitigate security and privacy risks. An example of a BLE module targeting the 

enterprise is are Laird’s BL600, BL620, and BT900 modules. The modules incorporate smartBASIC, an 

implementation of a structured BASIC programming language optimized for use on low-cost embedded 

systems with limited memory. In addition to using memory efficiently, the modules enhance security via 

Whisper Mode, which allows proximity pairing between two Bluetooth radios to take place.  

 

Visit the BL600, BL620, or BT900 product pages for complete product information, video demonstrations, and 

links to all detailed technical documentation of the BL600 BLE radio module.  

Portions of this white paper were originally published by Extension Media in EECatalog. Follow the link below 

to access the original article: 

http://eecatalog.com/m2m/2014/08/13/increasing-wireless-security-with-bluetooth-low-energy/ 

About Laird Technologies, Inc. 

Laird Technologies designs and supplies customized, performance-critical products for wireless and other 
advanced electronics applications.  

The company is a global market leader in the design and supply of electromagnetic interference (EMI) 
shielding, thermal management products, mechanical actuation systems, signal integrity components, and 
wireless antennae solutions, as well as radio frequency (RF) modules and systems.  

Custom products are supplied to all sectors of the electronics industry including the handset, 
telecommunications, data transfer and information technology, automotive, aerospace, defense, consumer, 
medical, and industrial markets. 

Laird Technologies, a unit of Laird PLC, employs over 14,000 employees in more than 40 facilities located in 14 
countries. 


