
Key Features 
GateKeeper App that uses mul-
tiple biometrics to protect all 
important information of ID and 
Data 

Bluetooth 4.0/LE; NFC and 
smart card USB interfaces 

Ultrathin rechargeable polymer 
lithium battery 

Up to 8 GB mass storage 

Hardware cryptographic engine 

Compatible with iOS7 or later, 
Android 4.2 or later 

Benefits 
2-factor biometrics eliminates 
PIN & passwords and increases 
security 

Advanced match-on-card multi-
biometrics protect access to the 
card and its data locked within 

Strong password generator cre-
ates best practice passwords for 
maximum security to your ac-
counts 

BLE and NFC makes interacting 
to sites simple and user friendly 

Ease of use while leaving your 
card in your wallet 

The Problem. The number of devastating cyberspace attacks has significantly 
increased in recent years. This has caused unprecedented financial as well as legal 
damages to companies such as Sony, Home Depot, JP Morgan, and Target. Enterprises 
and individual users play a vital role in preventing widespread cyber attacks by 
protecting their digital identity and assets such as passwords and confidential contents. 
  

Passwords are the weakest link in the security of computers and information systems; In 
spite of their inherent security weakness, password may not go away any time soon. So, 
it is important for users to utilize strong passwords and biometrics to protect access to 
their private information. 
  

The Solution.  BluStor's CyberSecure Key card is a highly secured device designed to 
be the companion to all mobile devices, protecting your digital identity and assets. The 
GateKeeper application, which runs on mobile devices and works directly with the card 
via Bluetooth, is the ultimate in maintaining strong security.  Once a user is 
authenticated by the GateKeeper via their personal biometrics, the user has complete 
access to his highly protected data and apps. Examples of such apps protected by the 
GateKeeper are the Password manager and Credit Card manager  where no master 
password is required to access or encrypt individual passwords and credit card 
numbers. 
  

The Technology. The CyberSecure Key card is equipped with 8GB of storage and 
the information stored on the card can only be accessed after a biometric 
authentication through the GateKeeper App. Bluetooth technology (BT4.0/BLE) 
enables the card to communicate with mobile devices while it remains safely 
tucked in your wallet. A live biometric sample sent to the card – through your 
mobile device, for example, by pointing a fingerprint at the mobile device’s 
designated camera or scanner – and then be authenticated by the card. With 
government grade security technology, your private data is well protected while 
stored inside the secure storage of the CyberSecure Key or while being 
transmitted to/from the card. Blustor has been issued a patent relating to its 
CyberSecure Key and technology. 

The Opportunity. The associated GateKeeper app allows the user to pick and 
choose which other apps require this additional biometric security check before 
being accessed.  Because content (such as passwords and credit card numbers) is 
stored on the platform, it remains secure in the event the mobile device is lost or 
stolen.  The CyberSecure Key card can be upgraded with software to address new 
markets and manage new threats in the cyber world. 

With the CyberSecure Key card, you will no longer need to remember or type long, 
complex passwords.  Your personal biometrics will effectively replace "what you know" 
with "what you are."



Software 
  
GateKeeper App 
This is the primary app protecting your online, financial and personal apps and data. 
To unlock and access its contents, multi-factor biometrics is required. 
  

The GateKeeper enables and protects current apps in the market, like those below 

Password Manager 
Password Manager stays behind the GateKeeper. Once GateKeeper is unlocked via 
your personal biometrics, Password Manager will auto-fill the username and password 
for you. Included within the Password Manager is a strong password generator that 
creates 24-character complex passwords that you do not have to remember. 
  

Credit Card Manager 
The Credit Card Manager stays dormant until you are ready to check-out online with 
your purchases. Credit Card Vault can store  and consolidate your credit and debit 
cards and it allows you to select a preferred card to pay for your online purchases. 
  

Mobile Storage 
Additional storage will appear as a drive, for the cardholder to store data such as mu-
sic, email, games, e-books and medical records . 

More Apps to come.. 
With up to 8GB of data storage, app developers and enterprise  can use our product 
sdks to develop custom secure apps. 

Hardware 
The BluStor platform is the result of combining currently available technolo-
gies in a creative and proprietary solution: 
  
• Dimensions same as those of a credit card 
• Tamper resistant 
• Bluetooth 4.0 / BLE in dual mode 
• Supports NFC ISO/IEC 14443 A/B 
• High-performance and energy-efficient processor 
• 7816-3 / USB smart card interface 
• Ultra-thin rechargeable lithium ion battery, with recharging mechanism via 

the USB/ISO 7816-3 interfaces and conductive mat 
• Java Card OS (JCOP) and GlobalPlatform, to support secure downloading of 

new applications after card is deployed in the field 
• Support for multi-factor authentication via large on-card flash storage and 

match-on-card verification for fingerprints, facial, handwritten signature, and 
iris. 

• Symmetric encryption of bulk data via the AES algorithm, up to 256-bit keys 
• Hardware cryptographic engine to facilitate PKI-based applications, includ-

ing asymmetric encryption and digital signature generation and verification 
• True random number generator

For more information: 
web: www.blustor.co 
info@blustor.co


