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In 2001, inventor Ray Kurzweil famously predicted “we won’t experience 100 years of 
progress in the 21st century — it will be more like 20,000 years of progress (at today’s 
rate).” If Kurzweil’s prediction holds true and technological progress continues to 

advance at an ever-faster rate, it will be because of information technology. For the past 
four decades, computing power has doubled every 18 months, driving down costs. It’s one 
reason why your iPhone is 100 times more powerful than the more expensive desktop 
computers of the 1980s and why a software start-up in Silicon Valley can reach billions of 
dollars in value almost overnight.

But technological acceleration also has powerful implications for the United States mili-
tary, which is losing exclusive domain over innovation as quickly as technology spreads. 
Evidence of that can be found in today’s research budgets. In the era following World War 
II, the U.S. government, led by the military, contributed two thirds of every dollar that 
went to science and technology research. The private sector contributed just one third. 
Those numbers have since flipped. The U.S. government contributes only one third of 
today’s science and technology research dollars, of which half comes from the Defense 
Department. Private companies—international in makeup— account for the lion’s share of 
science and technology research spending, today.

“The United States had a highly privileged position in the post-World War II era,” Arati 
Prabhakar, the director of the Defense Advanced Projects Research Agency, recently said 
at the Defense One Summit. “We could invest with a confidence that we had a 10-, 20-, 
30-year advantage over any other party. That is not the world that we live in” today.

Technological dominance for the military is as imperative as it is impermanent. We’ve 
reached a day when new gadgets, programs, solutions, reach commercialization as almost 
quickly as they are designed and spread to all corners of the globe at the speed of the Inter-
net, literally the speed of light itself.

This book explores areas of emerging technology where small investments for the mili-
tary now could yield big advantages a decade into the future. They include artificial intel-
ligence, cybernetics, 3D printing, robotics and more. In many ways, these areas represent 
the Pentagon’s best shot at securing an edge over adversaries. But whatever advantage the 
military develops it will quickly be matched and innovated against by players large and 
small. The race for technological dominance, while quickening, will never be really be won.

PATRICK TUCKER 
Technology Editor 
Defense One
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The floor of the Walter E. Washington Convention 
Center in Washington, D.C., was an obstacle course 
this week, as the Association of the United States 
Army convention brought together, among other 

defense contractors, various robot makers from around to 
demo their goods to military leaders and the curious.

PILOTING SYSTEMS WERE A BIG DR AW.
Despite the drawdown in Afghanistan and the end of the 
war in Iraq, the military still needs robotic systems to detect 

improvised explosive devices as well as provide tactical 
intelligence or to look around the next corner, so to speak.

In the up-and-coming category is a young Israeli firm 
called Roboteam, which markets a variety or robots, the 
coolest of which is the Micro Tactical Ground Robot, or 
MTGR. The two-year-old MTGR made some news last 
summer as Israeli Defense Forces deployed them to search 
out Hamas tunnels in Gaza.

At around $70,000 for a no-frills unit, it’s much cheap-
er than competing systems like the recently unveiled the 
QinetiQ Talon V or the iRobot Packbot, which are priced 
starting at $100k. The MTGR is also less rugged, but that 
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AT SOME POINT, THE 
MILITARY WILL WANT 
ROBOTS CAPABLE OF 
RUNNING THEIR OWN 
MISSIONS, HUNTING 
FOR IEDS, LOOKING 
AROUND CORNERS AND 
SENDING VISUAL DATA 
TO THE CLOUD

may not be problem for a robot that’s been designed to 
find stuff that blows up.

Which system is most likely to show up on the battle-
field of tomorrow? There are number of different metrics 
and competitions that the military is using to determine 
that, everything from interoperability testing to the so-
called Culvert Denial Challenge, a $50 million competi-
tion to find the best system to detect and inspect IEDs (and 
possible IEDs) that insurgents might place along roadside 
culverts in places like Afghanistan.

The competition took place on Oct. 10 at Fort Benning, 
Ga., and while the results have not yet been released, 
Corey Capone, a product manager from Roboteam North 
America, told Defense One certain that the company did 
“extremely well.”

The next step for robot manufactures is to make them 
easier to operate in groups. Last week, iRobot released a 
new Android piloting system called uPoint Multi-Robot 
Control. Defense One tested it on site and found it fast, 
intuitive and not unlike an iPad-based first-person-
shooter video game.

The view is what the robot sees from one of its desig-
nated cameras. Press a button and you can steer it with-
out a joystick simply by moving your finger on the screen. 
The Android tablet detects finger movement and actually 
plots where the user might send the machine in the form of 
yellow trajectory lines that show up on the screen. These 
allow the user to know if they are sending their $100,000 
robot off a cliff. You can also designate a spot within line of 
sight and the robot will move there automatically. And you 
can easily switch between the different robots in network 
as easily as you might switch between apps.

Roboteam’s response is Tactical Situational Awareness 
(TacSA) system, a piece of battlefield intelligence software 
that manages camera and other data feeds on the MTGR 
and other Roboteam bots. The software is undergoing 
final beta-testing now and the company plans to officially 
unveil in January.  It’s a bit less fun but more informational, 
providing the user with a bird’s eye view of different robot 
assets in the area as well as their status. The company’s 
ROCU7 controller allows for easy switching between assets, 
as many as 200 MTGRs, but without simultaneous control. 
(The video-game equivalent would be Age of Empires.)

Within a matter of months, they want to be able to inte-
grate multi-robot control into the interface so a user would 
be able to pilot two robots at the same time, a MTGR or 
other Roboteam bot and a drone from Stark Aerospace, 
(aided by sensor support form Israel Aerospace Indus-
tries.) The drone would hover in what they call “loiter 
mode,” collecting video or other data while the operator 
controlled the MTGR and then switched back forth.

THIS COULD BE THE FUTURE OF BATTLEFIELD ROBOTICS
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At some point, the military will want robots capable 
of running their own missions, hunting for IEDs, look-
ing around corners and sending visual data to the cloud for 
rapid—and robotic—visual analysis and all without direct 
piloting. A single operator would be able to control dozens of 
robots that weren’t just loitering but carrying out operations.

But that’s a technical challenge that vendors are unlike-
ly to have to tackle themselves. The robot community will 
do the work and contribute the relevant code to the Robot 
Operating System or ROS, open source software library 
developed by Willow Garage.

Wireless ad hoc networks, also called wireless mesh 
networks or WMTs, will enable robots to keep in contact 
across farther distances. These are networks of radio 
nodes, routers, phones and laptops sharing encrypted 
communication. Because the communication is not point 
to point its difficult to jam. Better WMTs means that the 
robots of the future will be able to move farther and oper-
ate more autonomously.

A little shop like Roboteam doesn’t need a bunch of 
super artificial intelligence geniuses on staff. They just 
need to figure out the best way to integrate peripheral 
components like chemical sensors, cameras and infrared 
scanners into the system and make all of that data user 
accessible with less annoyance. Most importantly, they 
need deliver an interface that will allow people with very 
little training direct robots to perform vital and ever more 
complicated tasks. 
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BY PATRICK TUCKER

Imagine having access to the all of the world’s record-
ed conversations, videos that people have posted to 
YouTube, in addition to chatter collected by random 
microphones in public places. Then picture the possi-

bility of searching that dataset for clues related to terms 
that you are interested in the same way you search Google. 
You could look up, for example, who was having a conver-
sation right now about plastic explosives, about a particu-
lar flight departing from Islamabad, about Islamic State 
leader Abu Bakr al-Baghdadi in reference to a particular 
area of northern Iraq.

On Nov. 17, the U.S. announced a new challenge called 
Automatic Speech recognition in Reverberant Environ-
ments, giving it the acronym ASpIRE. The challenge 
comes from the Office of the Director of National Intel-
ligence, or ODNI, and the Intelligence Advanced Research 
Projects Agency, or IARPA. It speaks to a major opportu-
nity for intelligence collection in the years ahead, teaching 
machines to scan the ever-expanding world of recorded 
speech. To do that, researchers will need to take a decades’ 
old technology, computerized speech recognition, and re-
invent it from scratch.

Importantly, the ASpIRE challenge is only the most 
recent government research program aimed at modern-
izing speech recognition for intelligence gathering. The so-
called Babel program from IARPA, as well as such DARPA 
programs as RATS (Robust Automatic Transcription of 
Speech), BOLT (Broad Operational Language Translation) 
and others have all had similar or related objectives.

To understand what the future of speech recognition 
looks like, and why it doesn’t yet work the way the intelli-
gence community wants it to, it first becomes necessary to 
know what it is. In a 2013 paper titled “What’s Wrong With 

Speech Recognition” researcher Nelson Morgan defines it 
as “the science of recovering words from an acoustic signal 
meant to convey those words to a human listener.” It’s dif-
ferent from speaker recognition, or matching a voiceprint 
to a single individual, but the two are related.

Speech recognition is focused more precisely on getting 
a machine to understand speech well enough to instantly 
transcribe spoken words into text or usable data. Anyone 
that’s ever used a program like Dragon Naturally Speaking 
might think that this is a largely solved problem. But most 
automatic transcribing programs are actually only useful 
in very few situations, which limits their effectiveness in 
terms of intelligence collection.

It seems like an easy challenge for a military in the pro-
cess of outfitting robotic boats with lasers, but speech rec-
ognition, especially in diverse environments, is incredibly 
difficult despite decades of steady research and funding.

A BRIEF HISTORY OF TEACHING MACHINES TO LISTEN
The United States military, working with Bell Labs, 
launched research into computerized speech recogni-
tion in World War II when the military attempted to use 
spectrograms, or crude voice prints, to identify enemy 
voices on the radio. In the 1970s, IBM researcher Fred 
Jelinek and Carnegie Mellon University researcher Jim 
Baker, founder of Dragon Systems, spearheaded research 
to apply a statistical methodology called “hidden Markov 
modeling,” or HMM, to the problem. Their work resulted 
in a 1982 seminar at the Institute for Defense Analysis in 
Princeton, New Jersey, which established HMM as the 
standard method for computerized speech recognition. 
Various DARPA programs followed.

HMM works like this: Imagine you have a friend who 
works in an office. When his boss comes in late, your 
friend is more likely to come in late. This is a so-called 
Markov chain of events. You can’t observe whether or not 
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your friend’s boss is in the office because it’s information 
that’s hidden from you. But when you call your friend 
and he tells you he’s not on time you can make an infer-
ence about the tardiness of your friend’s boss. Applied to 
speech recognition, the hidden state might be the thing 
actually being said but the clues are the sounds that com-
monly occur together.

Hidden Markov modeling has been the standard meth-
odology for speech recognition for decades. Some noted 
scholars in the field like Berkley’s Nelson Morgan argue 
that reliance on it is now holding the field back. After 
all, while facial recognition has advanced tremendously 
enabling programs to detect faces and match them to data-
bases in an ever-wider number of circumstances, speech 
recognition has not progressed nearly so well.

“In short,” Morgan wrote, “the speech recognition field 
has developed a collection of small-scale solutions to very 
constrained speech problems, and these solutions fail in 
the world at large. Their failure modes are acute but unpre-
dictable and non-intuitive, thus leaving the technology 
defective in broad applications and difficult to manage 
even in well-behaved environments. In short, this tech-
nology is badly broken.”  

ONE OF THE MOST 
IMPORTANT 
CHARACTERISTICS 
OF THIS 
DYSFUNCTIONALITY 
IS WHAT’S 
CALLED A LACK OF 
ROBUSTNESS.

Mary Harper, program manager in charge of the 
ASpIRE challenge, explained the problem to Defense One 
this way: “Most speech recognition systems are trained to 
work for specific recording conditions. For example, a sys-
tem trained on speech recorded in a conference room with 
an acoustic tile ceiling and heavy drapes using a high fidel-
ity microphone won’t work very well on speech recorded 
in an unfurnished room with no sound-absorbing wall or 
floor coverings using a different type of microphone.”

What form might those approaches take? Nelson in his 
paper suggests that today’s leaps in computational neuro-
science, which have given rise to a number of interesting 
artificial intelligence applications like Siri, could be appli-
cable to the speech recognition problem.

“There is an existing significant example of speech rec-
ognition that actually works well in many adverse condi-
tions, namely, the recognition performed by the human ear 
and brain. Methods for analyzing functional brain activity 
have become more sophisticated in recent years, so there 
are new opportunities for the development of models that 
better track the desirable properties of human speech per-
ception,” he writes.

Once speech data has been rendered as text it’s effec-
tively been structured. That means it becomes far more 
workable as a dataset, allowing algorithms to crawl it in 
the same way the Google Search algorithm crawls the text 
of the world’s web pages. That small breakthrough doesn’t 
sound like much but it could actually revolutionize infor-
mation gathering for the intelligence community. In theo-
ry, when speech in more different types of environments 
can be collected and transcribed any conversation hap-
pening within ear-shot of a networked microphone could 
become searchable in real-time.

For the intelligence community, achieving that sort of 
capability would require, in addition to better speech rec-
ognition software, the ability to collect speech data almost 
everywhere, particularly in contested areas where the U.S. 
has no boots on the ground.

But getting data collection devices into more places 
becomes easier with every iPhone purchase, thanks, in 
part to the Internet of Things. The next wave of inter-
connected consumer gadgets like Google’s Moto X super-
phone and the Apple Watch coming in 2015 represent a 
broad trend in devices that rely on voice commands and 
speak to users, as Rachel Feltman points out in a piece 
for Defense One sister site Quartz. Are the voice com-
mands that you give your future smart watch legally open 
to intelligence gathering?

The defeat of the U.S.A. Freedom Act means that the 
National Security Agency can continue to collect meta-
data on cell phone users, which can be used to pinpoint 
location. Depending on where you talking to your device, 
whether in public or in private, a judge may rule you don’t 
have a reasonable expectation of privacy. But if you’re 
worried about your device becoming a listening ear for the 
government, so, too, could the very air around you.

SHHH… THE SMART DUST WILL HEAR YOU
The intelligence community in the decades ahead will rely 
on an ever smaller and capable array of microphones to 
pick up intel and some border on the unbelievable. Sci-
entists have actually created a microphone that is just 
one molecule of dibenzoterrylene (which changes color 
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depending on pitch.) Devices that pickup noise or vibra-
tions can be as small as a grain of rice.

Continued advancement in the field of device miniatur-
ization could one day allow for the dispersal of extremely 
small but capable listening machines, one of the uses a 
future technology sometimes called “Smart Dust.”

What is the strategic military advantage presented 
by ubiquitous, tiny listening machines? In a 2007 paper 
(PDF) titled Enabling Battlespace Persistent Surveil-
lance: the Form, Function, and Future of Smart Dust, 
U.S. Air Force Major Scott A. Dickson speculates that 
future micro-electromechnical systems or MEMS will 
“sense a wide array of information with the processing 
and communication capabilities to act as independent 
or networked sensors. Fused together into a network of 
nanosized particles distributed over the battlefield capa-
ble of measuring, collecting, and sending information, 
Smart Dust will transform persistent surveillance for the 
warfighter [sic].”

The nascent opportunity to turn the physical world 
into a landscape for surveillance is a theme that’s show-
ing up with growing frequency in scholarly defense litera-
ture, such as this September 2014 paper out of National 
Defense University’s Center for Technology and National 
Security Policy, which heralds the future opportunities 
that the Internet of Things provides for the “monitoring 
of individuals and populations using sensors.”

Before researchers arrive at a searchable soundscape, 
better speech recognition will help efforts in speaker rec-
ognition, attaching a specific voice in a recording to a spe-
cific person. IARPA says that speaker recognition isn’t the 
goal of the current challenge. But that sort of capability 
has clear and near-term applications for national security.  

In more and more conflict areas, big investments in 

facial recognition are revealing themselves to be of very 
limited use. Consider Ukraine, where fighters careful-
ly kept their faces hidden from international observers 
while effectively annexing another country’s territory. 
Or think of northern Iraq, where jihadists committing 
barbaric acts do so, often, under mask.

Every time a new video from the Islamic State sur-
faces, intelligence workers are faced with the challenge 
of matching the voice of the person in the video to that 
of someone else, someone who once walked the streets. 
Doing so means having a wide sample of voices to compare 
to the one in the video.

Today, companies and law enforcement agencies 
routinely collect so-called voiceprints on customers 
and suspects. In 2012, the FBI announced a technology 
called VoiceGrid to store voice data. Today, the Federal 
Police in Mexico have a database of more than a million 
voice records taken during criminal proceedings and 
arrests. But the number of voice prints potentially avail-
able to law enforcement or the intelligence community 
surpasses 65 million by some recent estimates. As large 
as that number sounds, it will likely grow exponentially 
as speech recognition, speaker recognition and device 
miniaturization advance.

It’s a trend with clear privacy implications. But the 
reliance of groups like the Islamic State on anonymity 
speaks to an intelligence challenge that will persist in 
the coming decades. War is changing, whether it is waged 
by emergent groups like the Islamic State or nations like 
Russia, more and more, the potential revelation of iden-
tity is becoming a liability in conflict zones. Knowing the 
name of the person on the other-side of the battlefield is 
rising as a strategic necessity. That’s what makes contin-
ued bugging of the world inevitable. 
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An official with the Defense Intelligence Agency 
works at one of the watch centers at headquarters.
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BY MARCUS WEISGERBER

The Pentagon and the defense industry are rapidly 
expanding the use of 3D printing to make parts 
and tools for more sophisticated military equipment. 
The technology—which makes manufacturing more 

agile and wastes very little material—is already being used 
aboard the USS Essex, a U.S. Navy amphibious assault ship.

“The crew has printed everything from plastic syringes 
to oil tank caps, to the silhouettes of planes that are used 
on the mock-up of the flight deck to keep the flight deck 
organized,” Adm. James “Sandy” Winnefeld, vice chair-
man of the Joint Chiefs of Staff, said Monday at the Con-
cordia Summit in New York.

The Navy is still “several years away” from being able to 
print spare parts for ships and airplanes, but “that day will 
surely come,” he said.

DOD is using these 3D printing machines across the 
military services. An item can be printed from an elec-
tronic blueprint or scanning an existing part. The U.S. 
Navy has about 70 3D printing, or additive manufacturing, 

projects at dozens of sites, Winnefeld said.
The Obama administration has been interested in 

expanding the use of 3D printing in America for a number 
of years. In 2012, the Pentagon stood up the National Addi-
tive Manufacturing Innovation Institute in Youngstown, 
Ohio. And many companies are using 3D printing more 
regularly in the manufacturing process.

Defense giant Lockheed Martin is using high-tech 3D 
printers to manufacturer tools used to build the F-35 Joint 
Strike Fighter, a next-generation fighter jet that will be 
flown by the U.S. military and allies.

“There are no 3D-printed parts flying on F-35 today, [but] 
we use hundreds of 3D-printed tools for F-35 manufactur-
ing such as bracket locators and drill templates,” Lockheed 
spokesman Mark Johnson said. “We are working on 3D 
printing of parts, but they are still a few years in the future.”

In June, Aerojet Rocketdyne announced it had success-
fully tested an engine built entirely using additive manu-
facturing.

“The engine, which is normally comprised of dozens 
of parts, consisted of only three additive-manufactured 
components: the entire injector and dome assembly; the 
combustion chamber; and a throat and nozzle section,” the 
company said in a statement earlier this year.

Winnefeld also touted General Electric’s use of 3D 
printing to make jet engine valves. 

THE DEFENSE 
INDUSTRY IS 
EXPANDING 
ITS USE OF 3D 
PRINTING
The Navy is still several years away from 
being able to print spare parts for ships and 
airplanes, but ‘that day will surely come.’ 
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BY PATRICK TUCKER

Super strong mechanical appendages and brain 
implants are common fixtures of a science-fictional 
future. More and more, American veterans are arriv-
ing at that future before the rest of us. As a result of 

military-funded programs, vets are becoming the research 
platform for cybernetic technologies that are decades 
beyond commercial state of the art and that could one day 
elevate humanity beyond its natural biological limitations.

The idea of improving humanity through technology is 
older than Icarus, but in recent decades, thanks in part to 
the rapid pace technological advancement, it’s also become 
an active area of philosophical debate, sometimes referred 
to as transhumanism. Futurist and technological ethi-
cist Nick Bostrom defines transhumanism as a movement 
that seeks to understand and evaluate “opportunities for 
enhancing the human condition and the human organism 
opened up by the advancement of technology.”

It’s the word enhance that makes transhumanism a con-
troversial subject, suggesting that nature, especially as it 
applies to the “human organism,” can be improved through 
meddling. The very idea immediately conjures up images of 
cyborgian super humans that are, as Obi Wan Kenobi once 
described Darth Vader “more machine… than man.”

W hat is enhancement? More than a decade ago, 
bio-ethicist Eric Thomas Juengst put forward a defini-
tion that many in the field continue to cite to this day. 
Enhancement seeks to “to improve performance, appear-
ance, or capability besides what is necessary to achieve, 
sustain or restore health.”

To understand the role that Iraq and Afghanistan war 
vets could play the growing debate over enhancement, 
and the future of medical devices more broadly, you have 
to go back to 2006.

Inventor Dean Kamen, creator of such products as the 
Segway, was at his lab in New Hampshire when he received 
a visit from Col. Geoffrey Ling with the Defense Advanced 
Research Projects Agency, DARPA. The agency wanted 
a new prosthetic arm for wounded veterans returning 
from combat in Iraq and Afghanistan, where roadside 
bomb attacks were sending hundreds of troops home 
without arms or legs. As of December 2013, the number 
of Americans who had lost an arm or leg in combat in Iraq 
or Afghanistan was 1,558, according to the Congressional 
Research Service.

At the time, little changed from was available in World 
War II. The standard prosthetic remedy for arm amputee 
consisted of a ball and hook apparatus with no electronic 
components. What Ling was proposing was decades ahead 
of the state of the art. He wanted an arm that could restore 
to a near natural state upper extremity control. It had to 
be powerful enough to enable the wearer to lift everyday 
objects but precise enough that the wearer could pick up 
a single grape without crushing it and exhibit degrees of 
freedom not unlike a regular arm.

Kamen was incredulous. “I told him he was crazy,” he 
recalled to Defense One. In response, Ling pivoted to a 
direct emotional appeal. “He told me, ‘You need to know, a 
couple hundred of these young people have lost an arm but 
a couple of dozen have lost two.” I went home that night, 
I was rolling in bed, I couldn’t sleep, and I was thinking, 
‘How do you roll around without arms?’”

DARPA, too, didn’t actually know if the effort would 
bear fruit. “We never know for sure if an idea is going to 
come to reality,” DARPA program manager Dr. Justin San-
chez told Defense One. “We say ‘look, we know that in this 
space there is a set of design properties or qualities that 
we ultimately want to achieve. We say ‘who is really going 
to come to the table and show that we can do this?’ That’s 
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really how we get those remarkable things done. We had to 
completely invent something new in that domain.”

The field of robotics had plenty of examples of indus-
trial, medical even humanoid robotic arms that provided 
illustration of what was possible, but none were in a form 
factor that Sanchez could use for human patients. The 
challenge was significantly more complex than simply 
shrinking down the actuators and other components and 
then slapping a robot arm on an amputee.

“We knew that the kinds of injuries that people sus-
tain are extremely diverse. People that have sustained 
pure amputation have one set of conditions. People that 
sustained a nervous system injury have another set of 
constraints. Because of that diversity, we needed to 
come up with an arm system that was also very f lex-
ible,” said Sanchez.

Some aspects of the noninvasive steering scheme are 
still fairly sophisticated, such as electromyography, which 
records electrical activity in skeletal muscles. Others are 
more straightforward, like wireless radio foot-pedals. “It’s 
a special wireless controller that’s worn on the top of the 
shoe and it turns your foot into a joystick. You turn your 
foot forward backward left and right and you can wear up 
to two of them,” Tom Doyon, the manager of the project for 
DEKA told Defense One.

“The arm today can be controlled via a variety of 
modalities,” Sanchez explains. “There can be inertial sen-
sors placed on the body and you use physical movement 
to actuate the arm. The arm can be interfaced with your 
muscles, so as you twitch and contract your muscles you 
can use that to control the arm system…it’s more about the 
variety of conditions that people sustain and then trying to 
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In the background, Defense Secretary Chuck Hagel 
learns about one of the prosthetics developed as part 

of DARPA’s Revolutionizing Prosthetics program.

Kamen took a field trip to different university-affiliat-
ed research labs. There, he found that the best minds at 
work on the problem were dedicated to a largely academic 
exploration of brain signals, not the arm itself. “The sad 
truth is that while there was lot of neuro research hap-
pening, there was nothing going on to make the hardware 
for it to run.”

Kamen wound up taking on the challenge. In 2007, his 
company, DEKA Research and Development, received an 
$18 million grant from DARPA as part of the first portion 
of the Revolutionizing Prosthetics program. The resulting 
product, an arm Kamen calls “Luke” after the reluctant 
amputee hero of the Star Wars franchise, was a robotic 
device that could be steered without a neural interface.

come up with technologies that will meet or exceed what 
those needs are. The arm has been designed exactly with 
those properties.”

Controlling the arm is like a cross between playing 
a video game and operating a puppet. The arm features 
six pre-programed grip patterns. “You have a power grip 
for grabbing onto a handle. There’s a pinching grip,” all 
controlled via the muscles or the feet. “You do have to re-
teach your brain that moving the foot can cause the arm 
to move,” Doyon said. In those six grip patterns, there are 
intermediate stops within the grip for other tasks.

The brain power that runs the arm is simply the 
human capacity for learning. Doyon says that people can 
become proficient in tens of hours. “They would train in 
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lab, for two weeks, ten days, at four to six hours a day,” he 
said.  After a week and a half of using the arm they were 
skilled enough to take it home. By the end of the second 
week they were comfortable enough that they wanted to 
use the arm in public.

“They won’t be pitchers,” says Kamen. “They’re not 
going to be able to play the violin. But they can open a door, 
hold their children; they can do a lot of things without put-
ting deep brain probes in the motor cortex, without sub-
jecting them to more surgical procedures.”

In the spring of this year, the third generation of the 
DEKA arm won FDA approval. It will become the prosthetic 
limb for amputees and even paraplegics all over the world.

DARPA didn’t abandon the neural interface approach 
to robot appendages. “If you really want near natural 
control, you’ve got to go directly into the nervous system 
in order to interface with that system,” says Sanchez. In 

2009, they awarded researchers at the Johns Hopkins 
Applied Physics Lab $34.5 million for the continuation 
of the Revolutionizing Prosthetics program. The result 
was the Modular Prosthetic Limb, debuted in 2011, which 
does demonstrate neural control (but which has not yet 
received FDA approval.)

In October, a team from Sweden, not affiliated with 
the U.S. military, demonstrated a robotic arm that is, 
in fact, mind-controlled and supposedly restores a 
patient’s “sense of touch” according to the researchers. 
None of that research derails adaption of the Luke arm, 
according to Doyon.

“As these more advanced controlled schemes are devel-
oped, like direct neural control or direct brain control, our 
arm can be used with those because we have such a flexible 
control scheme,” he said. Researchers at the University 
of Pittsburgh, currently doing work on neural prosthetic 
interfaces, are working on advancing neural interfaces 
using the DEKA arm, among other tools.

DARPA is championing a menagerie of neuroscience-
driven, cybernetics programs related to restoring veter-

ans to normal life. There’s the Hand Proprioception and 
Touch Interfaces (HAPTIX) program, which seeks to fur-
ther advance neural-interface controlled schemes and the 
Electrical Prescriptions (ElectRx) program, which “will 
explore modulating the body’s peripheral nervous system 
to help regulate biological responses to infection, injury, 
and other imbalances,” according to Sanchez.

The military is looking to build brain chips to restore 
memories to soldiers through a program called Restoring 
Active Memory (RAM). Within the next four years, the 
agency wants a prototype to demonstrate that memories 
can be restored, via the device, after 14 days. If the RAM 
device works, it could potentially go on to revolutionize 
treatment for memory loss.  

MILITARY APPLICATIONS FOR PROSTHETICS RESEARCH?
It’s all feel-good work that virtually any American can sup-
port, and does, though the Obama administration’s Brain 
Initiative, a multi-year effort funneling money to a variety 
of public and private institutions, also including the NIH, 
the FDA and IARPA.

But DARPA is still a military agency, tasked with cre-
ating “strategic surprise.” Given the agency’s mission, its 
natural to wonder if the agency’s cybernetic research may 
be tied to some military application—beyond just restoring 
health to injured vets. Could chips that “restore” memory 
one day lead to a device that enhances memory for soldiers? 
Does Luke and machines like it forecast a future of SEAL 
teams with super-strong, mind-controlled limbs and pre-
ternatural abilities of recall? More broadly, at what point 
does therapeutic research to restore normal brain and body 
functioning become research into enhancement?

The subject of human soldier enhancement is fraught 
with ethical concerns, as bioethicist Patrick Lin a docu-
mented in this white paper on the subject. Among the 
questions that the government would have to consider 
before officially undertaking any research related to this: 
Is the proposed enhancement safe? Would it be perma-
nent? Would soldiers be allowed to opt-out on the basis 
of religious concerns, etc.? Lin makes a compelling argu-
ment that enhanced soldiers could be considered weap-
ons and may be considered illegal by international arms 
control bodies.

On this count, DARPA emphasizes that they aren’t pur-
suing biological enhancement with programs like Revo-
lutionizing Prosthetics or any of the current programs 
related to neuroscience, even if enhancement could theo-
retically create a military advantage.

While they are a military agency, they maintain that 
their current portfolio of neuroscience programs doesn’t 
constitute “military” research in an operational sense. 
The agency views their neuroscience work as foundation-
al to build new neurotechnologies and advance the field 

CONTROLLING THE 
ARM IS LIKE A CROSS 
BETWEEN PLAYING 
A VIDEO GAME AND 
OPERATING A PUPPET. 
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REPUBLICANS AND DEMOCRATS CAN’T AGREE 
ON THE ROLE THE GOVERNMENT SHOULD PLAY IN 
FUNDING SPECULATIVE MEDICAL SCIENCE,  
EXCEPT WHEN THE RECIPIENT GROUP IS VETERANS. 

more generally. “Most of the time we put forward specific 
objectives (e.g., a neural prosthetic) to focus research and 
address a defined need, but with the understanding that 
there are many levels of breakthrough research and mile-
stones that have to be achieved first to get there, which is 
why DARPA structures its programs in phases,” a DARPA 
spokesperson told Defense One in an email. “Within the 
defense applications, as a first priority, DARPA is inter-
ested in using the knowledge to better understand and 
mitigate threats to the brain, such as from traumatic brain 
injury and its effects.”

While DARPA is clear that the agency is not interested 
in biological enhancement research, it has funded a variety 
of projects that, to the casual observer, border on enhance-
ment exploration, as Noah Shachtman points out in this 
2007 article for Wired. Those include giving soldiers 
enhanced energy (via quercetin and B vitamins), improved 
performance when sleep deprived (through transcranial 
magnetic stimulation) and the ability to digest cellulose.

Other branches of the military have conducted their 
own research into what the military has taken to euphe-
mistically calling “performance optimization” such as the 
Army’s Comprehensive Soldier Fitness Program.

Pushing aside ethical considerations, the rapid develop-
ment of devices like the Luke arm begs the question of what 
is technologically possible? The answer: more than you 
might think. Kamen sees some superhuman attributes mak-
ing their way into next-generation models of the Luke arm.

“We will move to the point where the arm—while still 
not having the sensitivity, dexterity, feel, and fine control 
of a good human hand—it may soon have a stronger, tighter 
grip. It will be like having a monkey wrench attached to the 
end of your elbow. Or it might be able to move fast enough to 
act like certain types of tools, even punch through things. 
It could also, obviously, pick up things that are hot or cold 
and not do physiological damage,” Kamen said. “The next-
generation will probably start to have some functionality 
beyond that which nature had, not in all categories and in 
many, many ways it won’t be as good as nature, but it may 
have some capabilities that nature doesn’t have.”

On this, DARPA maintains that the agency’s “role in 
development of the DEKA Arm System is complete; we 
defer to DEKA regarding any plans for possible upgrades 
to the technology.”

But if the intention of DARPA, in advancing the field of 
prosthetics, is not to create a battlefield advantage, why not 
leave this research to pharmaceutical and medical supply 
companies? Sanchez says it’s a simple matter of “paying 
back the debt” to wounded veterans. Thanks to $300 mil-
lion newly available to research institutions like DARPA 
through the president’s Brain Initiative, there’s plenty 

more money for that repayment.
But there’s a supply and demand issue as well. The mar-

ket for creating cybernetic prosthetics is simply too small, 
the research too expensive, and any potential return on 
investment too far into the future to attract traditional 
commercial players.

 “Where is the technology going to come from for these 
…orphan medical products? The answer is the military. 
Because we, as a culture, have always felt that the people who 
have literally given their arms and their legs for this county 
deserve whatever we can give them back,” said Kamen.

Republicans and Democrats can’t agree on the role the 
government should play in funding speculative medical 
science, except when the recipient group is veterans. In 
this way, even in our national efforts to “give back” to the 
veteran community, we are asking one final favor from 
them, to serve as participants in a grand experiment to 
advance futuristic implants and prosthetics. One day, if 
we do achieve the enhancement of the human organism, it 
will be thanks in no small part to veterans who are trying 
out these technologies today.

“The fact is, the one thing about the question of who 
deserves what when it comes to medical care, that’s easy to 
answer. We, as a society, have an unwritten pledge to soldiers 
that says, in return for what we asked them to do for us, we 
will do whatever is possible for them. That is the reason why 
the military has always funded the next generation tech-
nologies in medicine, since the civil war,” said Kamen. “The 
ultimate beneficiary always turns out to be the public.” 

THE CYBORG MEDICINE OF TOMORROW IS INSIDE THE VETERAN OF TODAY
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BY BOB BREWIN

T he Special Operations Command requires “revolu-
tionary game-changing” technologies to support 
its mission, including portable lasers, color night 
vision systems and advanced battlefield wound 

dressings, SOCOM chief Adm. William H. McRaven said 
in written responses to questions submitted by the House 
Armed Services Committee after hearings this spring.

The written testimony – contained in two volumes 
highlighted by Steven Aftergood, director of the Fed-
eration of American Scientists’ Project on Government 
Secrecy – shows a prototype man-portable laser tested 
this winter powerful enough to disable electrical systems 
and electronic devices.

HERE’S 
THE ‘GAME 
CHANGING’ 
TECH SPECIAL 
OPERATORS 
WANT FOR 
TOMORROW’S 
WARS

SHARKS

A look at why special operations is 
interested the science of shark bites.

U.
S.

 M
AR

IN
E 
CO

RP
S

Defense 
One



14 DEFENSE ONE | TECH TRENDS 2015 

THE GOAL OF OUR COLOR 
NIGHT VISION EFFORT 
IS TO PROVIDE THE SOF 
OPERATOR THE ABILITY 
TO SEE TRUE COLOR ON 
A MOONLESS NIGHT 
WITH JUST STARLIGHT 
— A TREMENDOUS 
TACTICAL ADVANTAGE

The prototype laser, developed by Boeing Directed 
Energy Systems and tested at Kirtland Air Force Base, 
New Mexico, weighed 750 lbs. — too heavy to fit the man-
portable description, and now SOCOM wants to develop 
a smaller and lighter version.

McRaven said SOCOM “is currently pursuing direct-
ed energ y systems as a non-kinetic, stand-off anti-
materiel solution.” He added, “We have a requirement 
to surgically disable or disrupt a variety of fixed facility 
infrastructure and systems, with required capabilities 
ranging from breaching and access to disablement of crit-
ical equipment.”

W H Y IS SPECI A L OPER ATION S INTER E S TED IN S CIENCE 
OF SH A R K BITE S ?
SOCOM also needs color night vision gear to maintain 
Special Operations Forces’ tactical advantage at night, 
McRaven said.

“The goal of our color night vision effort is to provide 
the SOF operator the ability to see true color on a moonless 
night with just starlight – a tremendous tactical advantage,” 
McRaven said in his written response to the committee.

Uncontrolled hemorrhage remains the leading cause 
of death on the battlefield, McRaven said, which has led 
SOCOM to help back development of a “shark bite trau-
ma kit,” which injects tiny sponges into a wound to stop 
the bleeding, and is awaiting approval from the Food and 
Drug Administration.

Dr. Anthony Pusateri, portfolio manager for the Defense 
Department’s Hemorrhage and Resuscitation Research 
and Development Program, recently said the shark bite 
kit, manufactured by RevMed X of Wilsonville, Oregon, is 
“primarily intended for deep wounds with heavy bleeding 
inside, with no way of putting direct pressure on the wound, 
and no way to wrap a tourniquet around it.”

SOCOM also continues to back development of the Tacti-
cal Assault Light Operator Suit – the so-called Iron Man 
suit, named after the fictional Marvel Comics superhero – 
to protect its troops, a project that kicked off last September.

“The development of powered exoskeletons, advanced 
armor and lightweight power generation and distribution 
systems have wide-ranging potential uses,” McRaven said. 
“TALOS staff are coordinating with departments of Home-
land Security, Energy and Veterans Affairs as well as repre-
sentatives of New York Police and Fire Departments in an 
effort to increase awareness of the TALOS vision.”

He added, “It is envisioned that novel ballistic materials, 
advanced power storage systems and exoskeleton advance-
ments will be made available to other DOD and federal agen-
cies prior to the fielding of the TALOS prototype.” 
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