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Mobile applications ― such as electronic medical record (EMR) technologies, voice-
over-wireless communication, picture archiving and communication systems (PACS), 
and device location-tracking ― can reduce overall healthcare costs, improve patient 
safety and streamline the patient experience. However, these applications have 
unique requirements that stress wireless LANs in different ways.   
 
WLANs are the often-underestimated strategic resource that provides the foundation 
for the success of any mobile initiative.  
 
This paper will address how to build and manage a solid WLAN foundation that 
protects Healthcare organizations from poor application performance, security 
vulnerabilities and compliance issues. 
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The Need for Mobility 

There is little question that mobile applications can reduce overall healthcare costs, 
improve patient safety and streamline the patient experience. From electronic 
medical record (EMR) technologies, voice-over-wireless communication, picture 
archiving and communication systems (PACS) and device location-tracking, these 
mobile applications allow for healthcare to happen in real-time, reducing wait time, 
and improving the care that saves lives. 

 

WLAN Challenges in Healthcare Environments 

Hospitals and medical centers are highly dynamic, with inherently mobile users, 
creating some of the most difficult environments in which to implement and maintain 
a successful wireless technology program. The top 3 challenges are: 
 
RF Interference 
Hospitals are challenging radio frequency (RF) environments.  Because of clinical 
needs, RF dead zones are everywhere. Shielded rooms are a must for radiological 
safety, but they also block RF signals and interfere with WLAN coverage. Mobile 
obstacles including, medical equipment or metal supply carts can block or distort 
coverage as they make their way around the patient floors.  Numerous medical 
devices in use cause electromagnetic interference that varies in terms of level and 
location.   
These performance issues can come and go as devices move or are powered up or 
down, making it virtually impossible for a small technical staff to isolate the source of 
interference without real-time information. 
 
Device Density 
It is estimated that hospitals will soon have 11-13 wireless devices per patient, not 
including the phones, voice badges, PDAs and other devices in the possession of 
physicians, nurses and support staff at the patient’s bedside. Location-tracking tags 
combined with the wireless monitoring signals of the devices themselves can create 
localized strains on the network. As people roam from one area to another or cluster 
in a single area, so do their devices. Access Points (APs) need to be able to account 
for the fluctuation of coverage and capacity needs. 
 
Security and Compliance 
Hospitals need to secure their data, but also provide verifiable and auditable reports 
to document and track security issues within the network. The Healthcare Insurance 
Portability and Accountability Act (HIPAA) and state regulations have established 
strict standards for the protection of sensitive personal and health data. Besides 
HIPAA, hospitals need to protect against WLAN intrusions and other threats. 

 

Healthcare Applications: Impact to Wireless Network 

Having hands-on access to patient data via PDA, smartphone or specialty device — 
from EMR to radiological images —is entirely dependent on the quality and reliability 
of the wireless LAN on which they operate. Wireless applications present different 
and often contradictory challenges to the WLAN.   
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Electronic Medical Records Require 100% Availability 
Supporting a mobile clinical workforce that need access to electronic medical records 
(EMR) from any location at anytime means the wireless LAN has to work all the time 
with no exceptions. Reliable access to patient is data is a requirement to maintaining 
patient safety; any failure of the wireless LAN could be catastrophic. Clinicians must 
be aware of all patient allergies, clinical history and current medications to ensure 
that a given treatment is safe. Likewise, in the case of Physician Order Entry, any 
tests or prescriptions that physicians order simply cannot afford to be lost.  
For EMR deployments to work, healthcare organizations must have a plan and 
process in place to ensure the wireless network is reliable and always available. 
 

Voice Requires Performance 
Unlike data applications, which can recover from dropped or retried packets, voice 
applications have very little tolerance for error. If voice packets arrive just 
milliseconds outside of the expected threshold, users experience choppy audio, one-
way audio or calls that are dropped entirely.  
 
Voice-over-wireless applications, such as voice badges, frequently highlight 
shortcomings with wireless coverage, capacity and roaming. These small, wearable, 
low-power devices are tied to a person, requiring comprehensive wireless coverage 
everywhere the person goes, including stairwells, elevators and basements. With 
these implementations, higher capacity is needed for areas where people convene. 
During a shift change, as many as 30 to 50 clinicians can be checking messages at 
the same time, all in the area of a single nurses’ station.  
 

PACS Requires Bandwidth 
Picture archiving and communication system (PACS) applications require unparalleled 
amounts of bandwidth to deliver detailed diagnostic images to mobile devices. A 
challenge in its own right, this kind of massive data transfer can also interfere with 
more demanding applications, such as voice. 
 
Physicians are some of the busiest professionals in the world, and it’s not an option 
to have these resources wait idly while a large diagnostic image is downloaded. This 
means that hospitals will likely need to employ the power of 802.11n in the locations 
where they want to send PACS images. Clinical environments will need their 11n 
infrastructure to perform at its highest level. An 11n device providing 40-50 Mbs of 
connectivity will likely not meet the needs of a PACS application. As a result, 
healthcare network teams will need to ensure that they can provide reliable 11n 
connections to optimize and tune the performance to well over 100 Mbs per second.  
 

Device Location Tracking Requires Coverage Density 
Every piece of capital equipment within the hospital walls is tracked via RFID. From 
clusters of wheelchairs waiting to be used, to nurses’ stations where people and 
devices tend to gather, the simple presence of these tags can present an additional 
strain on an already taxed network. 
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Building a Solid WLAN Foundation 

In order to achieve the performance and ROI goals expected from wireless 
applications, hospitals first need to ensure that they have the proper wireless 
infrastructure. This includes the following steps: 
 
1. Plan and design WLAN to support healthcare applications 

Healthcare organizations need to design and plan a clinical-grade, robust system 
that can accommodate the varied needs of wireless applications while taking the 
RF physics of buildings into account. Likewise, capacity planning is critical to the 
proper design of a healthcare network. Over-deployment of APs is a common 
problem that aside from cost implications, may lead to network performance 
issues. Because of the changing nature of healthcare facilities, organizations 
should survey their environment every six months to ensure comprehensive 
coverage. For voice, implementers need to conduct a voice-grade site survey of 
their environment to ensure the network is voice-ready and achieves optimal 
performance from each AP to support voice applications.   

2. Ensure “Always On” Reliability and Performance 
Facilities must proactively identify wireless issues before applications and users 
are affected. Network staff not only need advice and guidance for addressing the 
problem that is detected, but also active tools to quickly fix the problem and 
verify the solution.   

3. Protect against wireless security threats 
Hospitals need to protect patient records as well as facility data and assets. 
Vulnerabilities and threats must be addressed proactively to ensure that records 
are never exposed. This means the facility must easily be able to identify 
approved and unapproved devices and exert tight controls over the behaviors of 
each.  

4. Automate compliance reporting 
Demonstrating compliance is a must for every healthcare organization. Facilities 
need to run automated HIPAA and payment card industry (PCI) compliance 
reports for auditing purposes. In addition, facilities should have forensic analysis 
and a record of every important event or incident. 

5. Factor WLAN management into rollout to maximize operational efficiency 
Financial pressures and shortages of wireless IT expertise are forcing staff 
efficiencies and process improvements. Sending a valuable IT resource out to 
physically inspect a remote location is time consuming and costly. Organizations 
should consider a centralized remote management solution that would allow a 
small team of experts to proactively manage the entire WLAN from one location. 

 
By following these steps, hospitals will be able to implement secure and reliable 
wireless LANs that meet both user needs and regulatory standards, all while 
maximizing the value of each AP and avoiding spending on extra and unnecessary 
hardware. 
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The Case for Remote WLAN Management 

Staff Efficiency 
Troubleshooting wireless issues is time-consuming and costly. Problems are typically 
intermittent, specific to a location and have many possibilities in terms of problem 
sources. The root cause may be an RF and spectrum problem, a client issue or a 
result of AP mis-configuration.  
 
Reactive management is unpredictable and requires many technical resources. With 
a centralized management solution, organizations can recover hundreds of staff 
hours and more efficiently manage the WLAN from one location. 
 
Improved Reliability and Uptime 
Multiple studies confirm that management mistakes are the leading cause of network 
outages. Thirty percent to 60% of disruptions occur due to human error. The nature 
of wireless networks is that they change all of the time. Administrators are 
constantly tuning the wireless network to support changes in RF environment, mobile 
user behavior and the behavior of neighboring networks as well. With each change to 
the WLAN infrastructure, healthcare facilities increase their risk of downtime. 
 
Additionally, hospitals have specific areas, including the ER, radiology and ICU that 
have chronic WiFi problems or have particularly high demands that require special 
attention. These areas require constant monitoring to prevent problems from 
growing into outages. 
 
A 24x7, central monitoring system can prevent outages from occurring in local or 
remote locations. Administrators can continuously monitor the wireless network and 
receive alerts when the network starts to perform outside of specifications. In this 
manner, problems can be proactively circumvented before applications and users are 
impacted. Automated analysis, built-in to the system, can provide immediate root-
cause analysis and remote troubleshooting to anywhere in the network from a 
central location. 
 
 
Quantifying the Cost of Downtime 
 
Gartner estimates that organizations incur 87 hours of network downtime per year and an  
Infonetics study estimates that large companies lose 3.6% of annual revenue to downtime. 
 
The chart below takes a conservative approach to how a solution like AirMagnet Enterprise can 
dramatically lower costs by reducing the number of downtime hours in a year. 
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Reduce Risk 
The cost of a data breach has risen to as mush as $160 per record (estimated by 
Allied World Insurance), due to fines, customer and public relations, and internal 
investigation. It is not enough to periodically monitor the wireless network for 
security vulnerabilities or breaches.  Security must be monitored continuously and 
completely, requiring a 24x7, complete security management system that provides 
vulnerability detection and prevention, wired tracing and blocking to detect and stop 
a breach and an automated response system to escalate issues to the proper 
administrators immediately. 
 
Additionally, compliance regulations require monitoring and audit trail records.  
Sending personnel to each facility to perform field audits is no longer cost-effective.  
Using a solution like AirMagnet Enterprise, organizations can automate compliance 
reports for every location. 
 
 

AirMagnet: Comprehensive Solutions for WLANs 

With AirMagnet, one company can provide all of the solutions needed for optimizing 
the wireless LAN for maximum return on wireless application investment.   
 
With AirMagnet solutions you have complete control over the wireless LAN lifecycle  
from network design and deployment, to 24x7 intrusion prevention and 
troubleshooting. AirMagnet provides unrivaled visibility into all aspects of your 
wireless airspace with the intelligence to automatically diagnose, explain and respond 
to any wireless challenge. 
 
 
 
Security & Intrusion 
Prevention 

Operational Management WLAN Design 
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About AirMagnet 

AirMagnet Inc. is the leader in security, performance and compliance solutions for 
wireless LANs. The company's innovative products include AirMagnet Enterprise, the 
leading 24x7 WLAN security and performance management solution, and AirMagnet 
WiFi Analyzer – which is known as the "de facto tool for wireless LAN troubleshooting 
and analysis." Other products provide WLAN site survey and design, RF interference 
detection, remote diagnostics, and the world's first voice over Wi-Fi analysis solution. 
AirMagnet has more than 8,200 customers worldwide, including 75 of the Fortune 
100. 
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