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Integra Systems, Inc. submits these Comments in response to the Food and Drug Administration’s 

(FDA) recent Public Meeting Notice, which seeks comments on the agenda of the jointly sponsored 

FDA-Federal Communications Commission (FCC) meeting scheduled for July 26-27, 2010, entitled, 

“Enabling the Convergence of Communications and Medical Systems: Ways to Update Regulatory 

and Information Processes.” 

“It is great that finally the FCC, FDA, and the industry at large from various agnostic entities at 

large are coming together for this meeting.  It is hoped that this meeting draws the industry 

players closer together to actually come up with industry best of practices for wireless enabled 

devices in the healthcare setting.” 

Several comments come to mind of what perhaps needs to be discussed in general. 

 III. Questions for Comment FDA and FCC are planning to focus the public meeting on the 

following topics:  

A. Data integrity and reliability issues arising from the use of allocated spectrum, the use of 

unlicensed devices, and the use of commercial networks and applications, and needs, uses, and 

risks for medical grade wireless technology and communications. 

The definition of a medical grade network has not been defined by the industry at large. It should 

not just include WLAN enabled medical devices, but any other such wireless enabled medical 

device and/or when the network carries data, voice, and life critical patient monitoring 

(waveforms, alarms, and recordings) what is this definition of a medical grade network? The 

term medical grade network is using generically by the industry in a marketing sense. Can the 

FDA and FCC formulate what are the guidelines for a medical grade network? This should include 

the entire ecosystem of wireless devices.  It should start from the testing of the medical device 

that is wirelessly enabled using the best of practice testing process. The ability to use 

commercially available tools for testing to ensure data integrity and reliability will decrease risk.  



2 | P a g e  

 

However, the process of testing and the actual implementations need to be consistent and 

uniform in nature.  

 

B. Medical device and system security issues --inadvertent and intentional intrusion-- non function 

and malfunction.  

Has the wireless enabled medical device worked with the end user hospital to ensure 24/7/365 

monitoring of security for ID (intrusion detection). Do they have system in place to monitor the 

SLA  (Service Level Agreement) and QoS (Quality of Service) for that wireless enabled medical 

device on a network?  

C. Trends in medical devices using allocated spectrum and using unlicensed operation, and medical 

devices and applications using commercial networks.  Consideration of various wireless 

networking scenarios and use cases.  

The trends are to move away from proprietary WMTS to the WLAN space.  WLAN enabled 

medical devices will function correctly if the right technology is used, infrastructure deployed, 

and installation that is consistent with the application requirements. In-building distributed 

antenna systems will be deployed to enabled 850MHz cellular, 190MHz PCS, 2100 MHz AWS, 

800MHz Public Safety, and 700MHz LTE (4G). More and more broadband will be shifted to 

802.11n to decrease capacity on the macro network. These dual mode phones will be used for 

alarm and voice communications. Risk Management: Scenario One: Medical device company 

validates 802.11a/b/g wireless device with wireless infrastructure (shared), with x version of 

software/firmware on AP(s), and same on controllers. They complete a total risk analysis and 

show that their application works as intended. They received FDA 501k approval. They deploy to 

best of practices. How do they know six months later if the hospital changes the infrastructure; 

(AP firmware/software), and/or controllers (firmware/software, that their application will work 

as intended?  

 D. Risk Management:  

a. The need to define levels of “criticality” of device function that can be used for determining 

reliability requirements.  

What is meant by a medical device company validating their wireless network with those 

respective devices? Define validation? Is the testing of a wireless enabled medical device 

consistent across the industry? Why or why not? Are they using the same tools, test plans and 

protocols? Why or why not? Some companies have been resistant to deploying their wireless 

enabled medical device on a shared enterprise network. Proven methodologies and process does 

exist in multiple vertical markets to allow mission and life critical data to share the same 

network. Why are they not promoting this?  The criticality of the device functionality is often 
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driven the actual application requirements, of thus which will drive reliability. This will be 

determined on many factors.  These include but are not limited to the correct radio technology in 

the wireless enabled medical device, the uniqueness of the application “real time versus non-

time”,  actual building/construction requirements, the sophistication of the WLAN/Cellular/PCS 

infrastructure, and finally the actual deployment.  

 

 

b. Environmental factors and delivery setting --Hospitals, users, clinics, home, travel, etc.  

What are considered to be the wireless emitters in a healthcare setting from an FCC and FDA 

perspective? This includes frequencies, power output, and the actual use model? What has changed from 

2009 and how will this change in 2010 and 2011? Are their consistent guidelines on how to use these 

wireless emitters, cellular, PCS, Public Safety, etc. and/or WLAN enabled medical devices in different 

clinical settings? Who is enforcing these guidelines? Do hospitals keep track of all wireless emitters and 

establish up to date policies and procedures for the use of these wireless emitters within a facility?  

 

EMI Affects Many RF Bands & Devices First it affects the WMTS band deployed in almost all U.S. 

hospitals. It also affects the ISM bands using (802.11a/b/g/n) WLAN protocols, with effects on wirelessly-

enabled point of care devices (patient monitoring, infusion devices, pulse oximeters). It affects in-house 

enabled cellular and PCS devices operating in the 850 MHz and 1900 MHz bands, and/ or public safety, 

both within 800 MHz and upcoming 700 MHz bands, as well as Zigbee, Bluetooth, and RFID, (UHF Gen 

1+2, HF Gen 2) EMI Sources & Power Levels Not all EMI offenders are created equal, and can be classified 

into several categories: High Power Transmitters: TV stations, radio stations, paging transmitters, cell 

sites, mobile radio transmitters, etc. Some of these are likely located on the hospital’s roof. Power levels 

are typically greater than 50 Watts although TV and radio can be much higher. EMI Shielding 

Improvements. The majority of medical equipment in current use has some form of EMI shielding. In 

1993 and 2003, the International Electrotechnical Commission (IEC) introduced more rigorous shielding 

standards. It seems that equipment manufactured prior to 1993 is more susceptible to EMI problems and 

requires somewhat more vigilant attention. Current medical devices such as patient monitoring, 

ventilation and/or anesthesia equipment, as well as such portable devices as pulse oximeters, etc., are 

often designed with digital  circuitry that responds to only a narrow frequency and thus are less prone to 

EMI. Because each healthcare environment is somewhat different and dynamic in nature, each 

institution should make it a policy to catalog all current medical devices, i.e. specific item, (patient 

monitor, infusion pump, ventilator, and all other wireless enabled data/voice/medical devices by date of 

manufacture) and the device manufacture’s statement on RF EMI mitigation. 



4 | P a g e  

 

 
 

 

D. Views on current FDA and FCC regulatory requirements: 

a. Relationship between FDA approval/clearance and FCC certification of applications, post 

market and compliance requirements. 

The FDA should look to providing guidelines to the industry stated guidelines for the best testing 

practices for the integration of wireless whether PAN/LAN/WAN that is commercially available 

technologies for medical devices.  The FCC should look to no create separate spectrum for 

medical devices as this increases costs to not use commercially available technologies and 

increases risk with the use of proprietary spectrum.  


