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Passé words
Technology is finally making strides in reducing the need to remember lots of
complicated p@s$w0rd$

PASSWORDS are the bane of a life
enveloped by information technology. And
they are proliferating wildly as more and
more devices and online services demand
them. But passwords are easily lost,
forgotten and stolen. Though cheerful
reports of the password’s imminent demise
have been made before (perhaps most
famously in 2004 by Bill Gates when he
was the boss of Microsoft), all have turned
out to be premature. However, new ways
are emerging to remove, or at least reduce,
the reliance on tapping out awkward
combinations of numbers, letters and
symbols.

The idea is to make greater use of a
process called multi-factor authentication.
The password is, as security folk put it,
“something you know”. It can be made
more robust by being paired with “something you have”, which could be a device or app
which receives or generates a unique code, known as a token, with a short period of
validity. Such gadgets are already widely available in online banking for users to generate
a code when accessing their account. A code can also be texted to a user’s mobile phone
when logging into their e-mail on a computer.

The token (which might be exchanged wirelessly between,
say, a phone and a payment terminal) could be paired with
“something you are”, such as an analysis of a user’s voice,
his iris or a fingerprint. As more smartphones and computers
now come with biometric systems which can take such
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measurements, it is becoming easier to link the something-
you-have with the something-you-are, thus leaving the
password out of the process.

To enable the wireless transfer of a security token, devices
are being fitted with near-field communication (NFC) chips.
As these chips use less power than Bluetooth, NFC works
over a shorter range: just a few centimetres. Devices need
to be close or touching to communicate, which is ideal for
contactless smartphone payments, such as Google Wallet
and Apple Pay. During the transaction the user can confirm
his identity by holding a finger over the phone’s fingerprint
reader.

Other sensors in the phone can be enlisted to help confirm
identity during mobile payments. One idea is to tap into a
phone’s GPS system, a bit like the way banks use location
data to spot payments and cash withdrawals being made in
places that fall outside a customer’s typical spending
behaviour. And a profile can be built up of the phone itself to ensure it is the device it
purports to be and not one that has been cloned.

A consortium of firms called the Fast Identity Online Alliance (FIDO) is looking at various
approaches to strengthen multi-factor authentication. It has built a roster of impressive
members, including hardware firms such as Lenovo, Samsung and ARM, which makes
many of the chips used in mobile devices; payments firms PayPal, Visa and MasterCard;
and e-commerce giants such as Alibaba.

FIDO has two approaches, one of which offers the ability to do away with passwords
altogether. Both rely on public-key cryptography, which is a bit of applied mathematics
that already underpins a lot of the web’s security infrastructure. This form of encryption
creates two intertwined cryptographic keys—vast strings of numbers—one public and
safe to share and one that is private.

Who goes there?
Any person or website in possession of the public key can verify that a digital signature
has come from someone in possession of the private key, but cannot guess what that key
is. Similarly, using only the public key, a person or service can encrypt a document in a
way that only the possessor of the private key, which is associated to a specific device,
can use.

The idea is that a device would, on request, create a pair of keys, public and private. It
would pass the public key to, for example, an online retailer, which then associates the
key with a user’s account. On the next login, the identity check works both ways: a faked
version of the retailer’s website will not have the public key the FIDO software is looking
for, so the user would be alerted that something is amiss. And the retailer can check that
the login has been performed by the holder of the associated private key.

Permitting access to FIDO via a device’s built-in security features, such as a fingerprint
reader or other biometric scan, adds the something-you-are to the FIDO key’s something-
you-have. So a password is no longer required. Nevertheless, security people are
cautious, so provision is being made for an optional PIN number if needed, but as an
auxiliary measure.

FIDO’s other standard, Universal 2nd-Factor Authentication (U2F), demotes the
password rather than replaces it. U2F would be incorporated into a small physical token,
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like a dongle which could be plugged into a computer’s USB socket or linked to it with
NFC. Yubico, a Californian company, already makes versions of these. On sites that
support it, only a simple PIN might be needed as a first step to entry. While that PIN might
be guessed or disclosed, security is beefed up by a second step of tapping a button on
the device, or tapping it against a smartphone, to trigger cryptographic keys.

This sort of thing has been tried before, but unseating the password only to replace it with
devices, apps and other procedures risks making things just as troublesome. And FIDO is
not the only dog barking up the tree of safer solutions. Yahoo recently introduced another
way to avoid remembering passwords: American users can now set their accounts so
that when they go to log in a one-time on-demand password is texted to their phone.

Some passwords and PINS may not, then, disappear completely. They might still be
required on occasions to, say, update a person’s account details. But multi-factor
authentication will at least help deter hackers and thieves from breaking into phones,
computers and other devices by making that more difficult, says Markus Jakobsson, an
American researcher who studies how computer systems are used. Having to get hold of
—or trying to clone—a piece of hardware and copying someone’s fingerprints are
complications that should keep most users safer.
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