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Notice

TrapX Security reports, white papers, and legal up-
dates are made available for educational purposes 
only. It is our intent to provide general information 
only. Although the information in our reports, white 
papers, and updates is intended to be current and 
accurate, the information presented herein may not 
reflect the most current developments or research.

Please note that these materials may be changed, 
improved, or updated without notice. TrapX Security 
is not responsible for any errors or omissions in the 
content of this report or for damages arising from 
the use of this report under any circumstances.

Disclaimer

We have worked in strict confidence with health care 
institutions to remediate current and future cyber 
attacks. Data referenced about health care breaches 
due to cyber attack is based on government 
sources, our own research, and public third-party 
disclosures. We continue to believe that these 
numbers are conservative and under reported on 
a global basis. Our disclosed numbers represent 

data at a point in time during the year. Numbers 
often change from the time of the original public 
disclosure, to those released later, after considered 
investigation, and, finally, when reported in required 
legal disclosures to the Department of Health and 
Human Services Dept., Office of Civil Rights (OCR).  
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Executive Summary 

2016 has been a very difficult cyber year for health 
care institutions. The volume and percentage of 
attacks has increased substantially. Moreover, the na-
ture of the threat continues to diversify into a greater 
variety of complex attacks promoted by sophisticated 
and persistent human attackers. These attacks against 
hospitals and medical 
organizations are still driven 
by the lucrative economic 
rewards for organized crime. 
Medical records are among 
the most complete set 
of records available and, 
hence, are in demand for a 
variety of reasons. 

The 2016 year-end health 
care Cyber Breach Report 
shares data on all major 
cyber attacks reported 
between January 1, 2016 
and December 12, 2016 in 
the United States. Some of 
these breaches may have 
been ongoing prior to the 
start of 2016, but to retain 
consistency we used only 
the official reporting dates 
to the HHS OCR that fall 
within 2016.

This report will also review 
and examine trends that 
have emerged in 2016, and 
then align those trends with our predictions for 2017. 
Trends are important because they help us under-
stand how our defenses must continue to change to 
meet the cyber threats that target our health care 
system. A trend from 2015, medical device hijack 
(MEDJACK), continues to accelerate through 2016 
and into 2017. The lack of new technologies and 
associated best practices make it very difficult for 
hospitals to detect and remediate threats. On a 

relatively new front, the rapidly emerging trend for 
ransomware has increased substantially. Ransomware 
has risen to the forefront of attacks, and we expect this 
trend to continue. 

As 2016 comes to an end, health care remains a major 
target for cyber attackers. 
Cyber attackers know that 
health care institutions’ 
networks are highly vulnerable 
due to unprotected medical 
devices and, hence, offer 
attractive “low-hanging fruit.” 
So many millions of health 
care records have been stolen 
that, incredibly, the value of 
a health care record being 
sold on the “dark web” 
appears to have decreased 
in 2016. Notwithstanding the 
decrease in the value of stolen 
health care records, the ease 
of access and the relatively 
unprotected flanks of health 
care networks will continue to 
be a prime target in 2017.

Data sources for this report 
include the HHS OCR portal; 
publicly released information 
by the impacted parties; TrapX 
Labs research, predominantly 
on confidential case studies; 
and other Internet-based 

information sources. For purposes of this report only, 
we define the “major cyber attack health care data 
breaches of 2016” as those reported in 2016 to HHS 
OCR under HIPAA as data breaches impacting more 
than 500 patient records and categorized as IT hacking 
(cyber attacks) by the reporting party. 

 

“The 2016 data indicates that the continued 
wave of cyber attacks impacting health care 
institutions in the United States continues to 
grow. Our research indicates that major1 health 
care cyber attacks reported in 2016 increased 
by 39%, to a total of 93 major attacks. This is an 
increase from 36 major attacks in 2016. 

In context, sophisticated cyber attackers are 
now responsible for 31% of all major HIPAA data 
breaches reported in 2016. This is an increase of 
approximately 300% over three years. In 2014, 
cyber attackers were responsible for 10% of the 
total major data breaches, and this increased in 
2015 to 21%. 

Sophisticated and persistent cyber attackers 
are, in our opinion, the single greatest threat 
to the protection of patient-health care data, 
critical health care operations and, ultimately, 
present a direct physical risk to patients.”

Moshe Ben Simon
Co-Founder and Vice President, TrapX Security

1  Major cyber attacks in health care as defined as those cyber attacks that resulted in data 
breaches that impacted over 500 patients. - TrapX Labs Research Team
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Important Trends in 2016

There are many key facilities in health care that fall 
into the focus of targeted cyber attacks in 2016; 
they include hospitals, skilled nursing facilities 
(SNFs), ambulatory surgical centers (surgi-centers), 
MRI/CT scan facilities, diagnostic laboratories, urol-
ogy centers, physical therapists, physician practices, 
and more. These facilities are almost always Internet 
connected and may share common electronic 
medical record/health systems (EMR/EHR). With 
more than 900,000 physicians; 225,000 practices; 
and over 2,700,000 registered nurses, physician’s 
assistants, and medical staff just in the United 
States, this presents a broad, easily accessible target 
for sophisticated cyber attackers. Globally, this 
number can easily be extrapolated further from the 

approximate 5,627 1 hospitals in the United States 
to a number that may be as high as 16,500 hospitals 
globally. 2 

Two key trends have emerged across this base with 
absolute clarity in 2016: the continual discovery 
and evolution of medical device hijack (MEDJACK 
and MEDJACK.2) and the escalation of ransomware 
across a broad mix of targets. This is evidenced by 
compliance reporting published by HHS OCR and 
by ongoing TrapX Labs global investigations. 

1 http://www.aha.org/research/rc/stat-studies/fast-facts.shtml
2 https://en.wikipedia.org/wiki/Lists_of_hospitals
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Medical Device Hijack (MEDJACK)

Medical device hijack (MEDJACK) was first reported 
in 2015, and then updated in early 2016 as new cases 
of cyber threat activity were reported. (MEDJACK.2). 
This was the result of multiple forensic investigations 
in which we participated during an 18-month period. 
Of these investigations, we documented more than 
six case studies that delineated how cyber attackers 
establish covert operations utilizing “backdoors” 
embedded within a broad mix of medical devices, 
from blood gas analyzers, CT scanners, PACS systems, 
portable c-arm x-ray machines, and more.

Through 2016, we continue to find MEDJACK almost 
everywhere. Many hospitals do not appear to be 
able to detect MEDJACK or remediate it. The great 
majority of existing cyber-defense suites are not able 
to detect attackers moving laterally from these hidden 
locations. Even when they are detected, trying to 
remediate an attack in one medical device is often 
frustrating (and futile) as other attacks propagate 
again almost immediately and undetected through 
various medical devices within the hospital, which go 
undetected. 

The MEDJACK attack vector, which often uses email 
based links, malware-laced memory sticks, and 

corrupted or bogus websites, loads various forms 
of attackers’ tools into targeted endpoints. Most of 
these attacks are stopped by the second generation 
perimeter and second-generation endpoint defens-
es, which most hospitals do not yet have. In any 
case one successful penetration is all it takes. Once 
these tools propagate through the network, they 
find unprotected medical devices, with embedded 
older operating systems, from which they can 
continue to host their attacks, establish communi-
cations with the human attacker, escalate privileges, 
and, ultimately, compromise and breach confidential 
data.

The list of devices vulnerable to MEDJACK and 
MEDJACK.2 includes diagnostic equipment 
(PET scanners, CT scanners, MRI machines, etc.), 
therapeutic equipment (infusion pumps, medical 
lasers), life support equipment (heart-lung machines, 
medical ventilators, extracorporeal membrane 
oxygenation machines, dialysis machines), and 
more. As noted above, most of these devices run 
standard and often older operating systems and the 
medical devices’ proprietary internal software. 
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Ransomware

The diversity of ransomware attacks targeting both 
large and mid-sized healthcare institutions continues 
to grow. Ransomware is relatively easy to deploy 
and organized crime has been investing significantly 
in improving its tool sets. Health care institutions 
are viewed as easy targets, both in terms of financial 
depth to afford the payments, and the criticality of 
patient care and ongoing operations. The impact 
of shutting down any given business for one day 
is certainly undesirable, but what is the impact of 
shutting down a major hospital? In October 2016, 
several hospitals in the United Kingdom experi-
enced a ransomware attack that forced the hospital 
to cancel operations for several days,3 including 
scheduled surgical procedures. This is certainly a 
serious situation, and clearly impacting patient care.4 

This past summer, HHS OCR noted in an opinion 5 
that ransomware should be viewed as a data breach 
unless forensics conclusively indicate otherwise. 
This opinion is based upon the sound logic that 

3 https://krebsonsecurity.com/2016/11/computer-virus-cripples-uk-hospital-system/
4 https://krebsonsecurity.com/2016/11/computer-virus-cripples-uk-hospital-system/
5 http://www.hhs.gov/sites/default/files/RansomwareFactSheet.pdf

if they can encrypt your data, then obviously they 
have access to your data. This still remains a point 
of quiet controversy for health care institutions that 
perhaps experienced a ransomware attack earlier 
in the year, or in late 2015, and perhaps recorded it 
only as a resolved security event and not a breach. 
Other ransomware attacks on hospitals from earlier 
in the year have not reported breaches to HHS 
OCR, at least as of December 10, 2016. This may 
be because these institutions believe that forensics 
proves that the data was not breached, or because 
they classified these attacks earlier as resolved 
security incidents, or, perhaps because these events 
are still under investigation. 

Ransomware remains a challenging threat, one that 
will continue to impact mid-sized and even smaller 
physician practices into 2017 and beyond.
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The Top Ten Health Care Cyber Attacks of 2016

These are the largest cyber attacks in 2016, based on the number of protected health information (PHI) data 
records breached. The dates are not necessarily based on the date of attack, but rather the date on which 
mandatory reports to the Department of Human Health and Services, Office of Civil Rights were submitted. 

#1 
Banner Health
Number of individuals impacted: 3,620,000 
Date Reported: August 3

The Banner Health attack started on systems that 
process credit card data for food and beverages 
purchased at Banner Health locations. The attackers 
then moved laterally to compromise patient health 
care records on other servers. Compromised data 
may have included a wide variety of patient data, 
including names, addresses, birthdates, appoint-
ment dates, physician information, health insurance 
information, and, potentially, Social Security num-
bers. Related Banner Health plan data may have 
also been released.

Overall, approximately 3,620,000 patient records 
were breached, making this the single largest health 
care data breach reported in 2016.6 7

6 http://www.beckershospitalreview.com/health care-information-technology/banner-health-
suffers-year-s-largest-data-breach-3-7m-affected.html
7 http://www.modernhealth care.com/article/20160803/NEWS/160809954

#2 
Newkirk Products, Inc.
Number of individuals impacted: 3,446,120 
Date Reported: August 9

Newkirk Products, Inc., which is part of Broadridge 
Financial Solutions, noted that this breach started 
when a cyber attacker gained access to a server 
containing important health-plan information. This 
breach may have included names, mailing address-
es, primary care physicians, birthdates, Medicaid ID 
numbers, and more.8

No health insurance plans’ systems were ac-
cessed. Newkirk Products, Inc. issues health care 
identification cards for insurance plans, including 
several Blue Cross Blue Shield branches: Blue Cross 
and Blue Shield of Kansas City, Blue Cross Blue 
Shield of North Carolina, HealthNow New York, 
Inc., BlueCross BlueShield of Western New York, 
BlueShield of Northeastern New York, and Capital 
District Physicians’ Health Plan, Inc. (CDPHP), and, 
through Newkirk’s relationship as a service provider 
to DST Health Solutions, Inc., Gateway Health Plan, 
Highmark Health Options, West Virginia Family 
Health, Johns Hopkins Employer Health Programs, 
Inc., Priority Partners Managed Care Organization, 
and Uniformed Services Family Health Plan.

8 http://www.wsj.com/articles/newkirk-products-reports-data-breach-1470437381
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#3 
21st Century Oncology
Number of individuals impacted: 2,213,597 
Date Reported: March 4

21st Century Oncology noted that patient informa-
tion was obtained illegally during a cyber attack that 
breached the company’s database. Approximately 
2,213,597 former and current patients were 
affected.9 

The FBI notified 21st Century of the security breach 
in Dec. 2015, approximately one month after 
investigators believe the intrusion occurred, but the 
company did not notify the Securities and Exchange 
Commission or the Health and Human Services OCR 
until approximately March 4, 2016. 21st Century 
Oncology operates 181 treatment centers, including 
145 centers located in 17 states and 36 centers in 
seven Latin American countries.

As quoted in the press earlier this year:

“The attack on 21st Century Oncology Holdings 
shows that large health care networks remain 
under constant and sophisticated attack … 
beyond hospitals as the obvious targets of 
choice, the attack on 21st Century Oncology 
Holdings also shows the broad-scale emerging 
threat to many other types of health care 
institutions and providers. Our research has 
shown that this threat extends to skilled nursing 
facilities x-ray/MRI centers, surgical centers 
(surgicenters), cancer treatment facilities such as 
21st Century, dialysis centers, diagnostic labs, 
and large extended physician networks such as 
Accountable Care Organizations (ACOs).” 10 11

Carl Wright
Executive vice president, TrapX Security, Inc.

9 http://www.health careitnews.com/
news/21st-century-oncology-probes-massive-data-breach-it-settles-fraud-case-347-million
10 https://www.cms.gov/Medicare/Medicare-Fee-for-Service-Payment/ACO/index.
html?redirect=/aco/
11 http://www.infosecurity-magazine.com/news/21st-century-oncology-a-sign-of/

#4 
Valley Anesthesiology  
Consultants, Inc.
Number of individuals impacted: 882,590 
Date Reported: August 12

The records of 882,590 current and former patients 
and employees of Valley Anesthesiology and Pain 
Consultants (VAPC) were breached during an 
ongoing cyber attack between March 30 and June 
13, 2016. VAPC reported the incident and retained 
a leading computer forensics firm to complete a full 
investigation, and learned that the cyber attackers 
did gain access to a server containing ePHI.12  

The computer systems breached contained patient 
information, such as patients’ names, providers’ 
names, dates of service, treatment locations, names 
of health insurers, and and in some instances, Social 
Security numbers. Breached data on providers 
may have included names, dates of birth, Social 
Security numbers, professional license numbers, 
Drug Enforcement Agency (DEA) numbers, National 
Provider Identifiers (NPIs), and other financial 
information. For employees, the computer systems 
included names, dates of birth, addresses, social 
security numbers, bank account information, and 
additional financial information.

12 http://www.batblue.com/valley-anesthesiology-pain-consultants-reports-potential-breach/
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#5 
Peachtree  
Orthopaedic Clinic
Number of individuals impacted: 531,000 
Date Reported: November 18

Peachtree Orthopedic Clinic, a provider of orthope-
dic services headquartered in Atlanta, Georgia, has 
notified 531,000 patients of a cyber attack that has 
compromised their protected health information.

Around September 22, 2016, the orthopedic clinic 
discovered that its computer systems and, more 
specifically, patient databases, had been accessed 
by a cyber attacker. 

It appears that the compromised system contained 
names, addresses, dates of birth, patient records, 
and email addresses. Some patients have also had 
their Social Security numbers, prescription records, 
and other data exposed. 

The hacked database mostly contained records of 
patients prior to July 2014, although it may have 
affected patients that used the clinic’s services after 
that date. 13

13 http://www.wsbtv.com/news/local/atlanta/
fbi-investigating-hacking-of-local-clinic-database/456571280

#6 
Central Ohio Urology Group, Inc.
Number of individuals impacted: 300,000 
Date Reported: May 5

The August cyberattack on Gahanna-based Central 
Ohio Urology Group affected 300,000 patients, 
according to new information submitted to HHS 
from the physician practice.

Central Ohio Urology Group was the victim of a 
cyberattack in which an unauthorized person post-
ed online files and documents from the practice’s 
internal file server containing personal information. 
Original reports said the hackers breached more 
than 105,000 internal documents. 

The HHS Office for Civil Rights breach notification 
portal showed that the breach impacted 300,000 
patients, making it one of the top 10 breaches 
reported in 2016.

The breach affects patients, employees, and, in 
some cases, people that paid for medical services. 
The extent and type of information exposed varies 
by individual and could include names, addresses, 
telephone numbers, emails, birthdates, Social 
Security numbers, driver’s license and state iden-
tification numbers, patient identification numbers, 
medical and health plan information, account 
information, diagnosis and treatment information, 
health insurance information, and employment-re-
lated information.14 

14 http://www.10tv.com/article/
central-ohio-urology-group-ceo-says-experts-working-prevent-future-hacks
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#7 
Southeast Eye Institute, P.A. d/b/a 
Eye Associates of Pinellas
Number of individuals impacted: 87,314 
Date Reported: May 5

Southeast Eye Institute, P.A. d/b/a Eye Associates of 
Pinellas (SE Eye) has been using practice-manage-
ment software maintained by an off-site business 
associate Bizmatics, Inc. S.E. Eye, like many medical 
practices, utilizes the services of independent 
business associates for some services. On March 30, 
2016, Bizmatics notified S.E. Eye that it had suffered 
a data breach and “at least some” of its patient file 
information had been accessed by unauthorized 
individuals. Bizmatics is a major provider of med-
ical-practice software, serving more than 15,000 
medical practices. 

Bizmatics advised S.E. Eye that the data breach 
appears to have occurred in January 2015, but 
that it did not become aware of the incident until 
a few months later. The personal information that 
may have been accessed includes patients’ names, 
addresses, telephone numbers, Social Security 
numbers, dates of birth, and insurance information. 
According to S.E. Eye, no patient care/medical 
or credit card information was in the Bizmatics 
system.15 16  

15 http://healthitsecurity.com/news/vendor-health 
care-data-breach-exposes-info-on-87k-patients
16 http://www.beckershospitalreview.com/health care-information-technology/

#8 
Medical Colleagues of Texas, LLP
Number of individuals impacted: 68,631 
Date Reported: May 11

Approximately 68,631 individuals were impacted by 
a cyber-data-breach event. Medical Colleagues of 
Texas, LLP stated that it discovered that an outside 
entity had accessed its computer network. The 
network stored a variety of data, including medical 
records and personnel data. The data breached may 
have included names, addresses, Social Security 
numbers, and health-insurance information.17 

vendor-breach-exposes-87-000-southeast-eye-institute-patients-data.html
17 http://www.mctkaty.com/pdf/mct-notice.pdf
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#9 
Urgent Care Clinic of Oxford
Number of individuals impacted: 64,000 
Date Reported: Septemebr 30

The Urgent Care Clinic of Oxford, in Oxford, 
Mississippi, was the victim of a ransomware attack, 
which appears to have been initiated by Russian 
hackers. The breach was discovered in August 2016.

Urgent Care staff noted that the server was running 
very slowly. It appears that the clinic was then held 
for ransom for an undisclosed amount of time 
before control was returned to the clinic, according 
to officials. The investigation appears to implicate 
Russian hackers, who may have gained access to 
protected health information, including names, 
Social Security numbers, dates of birth, and other 
personal information.18 

18 http://wreg.com/2016/09/30/suspected-russian-hackers-target-oxford-clinic/

#10 
Alliance Health Networks, LLC
Number of individuals impacted: 42,372 
Date Reported: February 15 

Alliance Health reported that one of its patient 
databases had been left accessible via the Internet, 
possibly resulting in the exposure of 42,372 pa-
tients’ protected health information for 30 months. 

A database configuration error, apparently in a 
MongoDB database, was discovered on December 
17, 2015, upon which the database was immediately 
taken offline and secured. Reported investigations 
revealed that patient data was accessible between 
approximately July 2013 and December 2015. 
Subsequent investigation did not uncover any 
evidence to suggest that patient data was accessed 
during the time the database was accessible.

The database contained patient names, telephone 
numbers, addresses, and email addresses. Some 
clinical information, including patient medication 
data, was also stored in the database.19 

19 http://www.miltonstart.com/blog/2015/12/22/alliance-health-suffers-data-breach/
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Analysis

Looking back to 2015, we observed some of the 
largest health care breaches in history. Three major 
health care cyber attacks compromised Excellus 
BlueCross BlueShield (10 million records), Premera 
Blue Cross (11 million records), and Anthem Blue 
Cross, reaching an absolute record of 78.8 million 
highly sensitive patient records. These three cy-
ber-attack data breaches moved the total for 2015 
to approximately 111,812,172 data records breached 
by the 57 documented major attacks.

In 2016, the number of records breached decreased 
to approximately 12,057,759 total records; however, 
the number of attacks increased by 63% to 93 
documented major cyber attack data breaches 
in 2016. Banner Health (3.6 million records), 
Newkirk Products, Inc. (3.4 million records), 21st 
Century Oncology (2.2 million records), and Valley 
Anesthesiology Consultants, Inc. (.88 million 
records) were the largest successful data breaches 
reported in 2016.
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Major Health Care Data Cyber Attacks by Year
For purposes of this report only, we note again that we define the “major cyber attack health care data 
breaches of 2016” as those reported in 2016 to HHS OCR under HIPAA as data breaches impacting more 
than 500 patient records and categorized as IT hacking (cyber attacks) by the reporting party. These data 
breaches, clearly linked by the reporting parties to cyber events are now responsible for 31% of all of the 
major HIPAA data breaches reported in 2016. 

This represents an increase in these major reported data breaches caused by cyber attackers of approximate-
ly 300% over three years. In 2014, cyber attackers were responsible for 9% of the total major health care data 
breaches reported under HIPAA, and this increased in 2015 to 21%. 

The complete list of all 93 major cyber attack health care data breaches in 2016 appears in Table 1
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COVERED ENTITY STATE
IMPACTED 
INDIVIDUALS

BREACH 
SUBMISSION DATE

Brigham and Women’s Hospital MA 1,009 01/11/2016

G&S Medical Associates, LLC NJ 3,000 01/14/2016

Felicia Lewis, MD, Lakewood Hills Internal Medicine TX 1,500 01/14/2016

Alliance Health Networks, LLC UT 42,372 02/15/2016

Elliot J. Martin Chiropractic, P.C. NY 1,200 02/24/2016

Nintendo of America, Inc. WA 6,248 02/26/2016

Ecolab Health and Welfare Benefits Plan MN 1,550 02/26/2016

Ecolab Health and Welfare Benefits Plan MN 1,550 02/26/2016

Group Life Hospital and Medical Program CT 3,000 02/29/2016

City of Hope CA 1,024 03/04/2016

21st Century Oncology FL 2,213,597 03/04/2016

Complete Family Foot Care NE 5,883 03/07/2016

Illinois Valley Podiatry Group IL 26,588 03/08/2016

JASACare NY 1,154 03/14/2016

Val Verde Regional Medical Center TX 2,000 03/18/2016

National Counseling Group VA 23,000 03/21/2016

Metropolitan Jewish Health System, Inc. d/b/a MJHS NY 2,483 03/22/2016

Morton Medical Center, PLLC WA 3,000 03/24/2016

Mercy Iowa City IA 15,625 03/25/2016

Pain Treatment Centers of America AR 19,397 04/11/2016

Mark Anthony Quintero, M.D., LLC. FL 650 04/12/2016

Atique Orthodontics OR 1,506 04/15/2016

Wyoming Medical Center WY 3,184 04/20/2016

Mayfield Clinic, Inc. OH 23,341 04/23/2016

Comanche County Hospital Authority OK 2,199 04/25/2016

Family and Children’s Services of Mid-Michigan, Inc. MI 981 04/27/2016

Southeast Eye Institute, P.A. d/b/a Eye Associates of Pinellas FL 87,314 05/05/2016

Lafayette Pain Care, P.C. IN 7,500 05/09/2016

HeartCare Consultants FL 16,000 05/11/2016

Family Medicine of Weston FL 500 05/11/2016

Medical Colleagues of Texas, LLP TX 68,631 05/11/2016

San Juan County, New Mexico NM 12,500 05/17/2016

Complete Chiropractic and Bodywork Therapies MI 4,082 05/17/2016

Table 1: 2016 Major Health Care Data Breaches
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COVERED ENTITY STATE
IMPACTED 
INDIVIDUALS

BREACH 
SUBMISSION DATE

Tallahassee Memorial HealthCare, Inc. FL 505 05/20/2016

Integrated Health Solutions, P.C. PA 19,776 05/25/2016

Stamford Podiatry Group, P.C. CT 40,491 05/25/2016

ENT and Allergy Center AR 16,200 05/31/2016

My Pediatrician, P.A. FL 2,500 06/01/2016

The Vein Doctor MO 3,000 06/03/2016

Vincent Vein Center CO 2,250 06/07/2016

Grace Primary Care, P.C. TN 6,853 06/07/2016

EDWARD G. MYERS D.O., Inc. OH 6,441 06/10/2016

Laser & Dermatologic Surgery Center MO 31,000 06/14/2016

Allergy, Asthma & Immunology of the Rockies, P.C. CO 6,851 06/17/2016

Uncommon Care, P.A. NC 13,674 06/21/2016

Massachusetts General Hospital MA 4,293 06/29/2016

The Ambulatory Surgery Center at St. Mary PA 13,000 07/07/2016

Heart Center of Southern Maryland, L.L.P. MD 1,350 07/07/2016

Dr. Q Pain and Spine d/b/a Arkansas Spine and Pain AR 17,100 07/11/2016

Health Incent, LLC TN 1,100 07/11/2016

Blaine Chiropractic Center MN 1,945 07/14/2016

Lee Rice, D.O., Medical Corp. d/b/a Lifewellness Institute CA 2,473 07/15/2016

Neurology Physicians, LLC MD 4,831 07/20/2016

Midwest Orthopedic Pain and Spine MO 29,153 07/26/2016

Jefferson Medical Associates, P.A. MS 10,401 07/29/2016

Banner Health AZ 3,620,000 08/03/2016

Prosthetic & Orthotic Care, Inc. MO 23,015 08/07/2016

Professional Dermatology Care, P.C. VA 13,237 08/09/2016

Newkirk Products, Inc. NY 3,466,120 08/09/2016

Valley Anesthesiology Consultants, Inc. d/b/a Valley 
Anesthesiology and Pain Consultants

AZ 882,590 08/12/2016

New York State Office of Mental Health NY 21,880 08/15/2016

Orleans Medical Clinic IN 6,890 08/19/2016

Howard R. Jarvis, D.M.D., LLC d/b/a Southwest Portland Dental OR 1,980 08/30/2016

Center for Neurosurgical & Spine Disorders, LLC LA 824 08/31/2016

Medical College of Wisconsin WI 3,179 09/02/2016

Table 1: 2016 Major Health Care Data Breaches (Continued)
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COVERED ENTITY STATE
IMPACTED 
INDIVIDUALS

BREACH 
SUBMISSION DATE

University Gastroenterology, Inc. RI 15,478 09/08/2016

Man Alive, Inc. and Lane Treatment Center, LLC MD 860 09/08/2016

King of Prussia Dental Associates PA 16,228 09/13/2016

USC Keck and Norris Hospitals CA 16,000 09/21/2016

New Jersey Spine Center NJ 28,000 09/22/2016

Jennie Stuart Medical Center KY 1,500 09/23/2016

Hal Meadows, M.D. CA 6,000 09/23/2016

Central Ohio Urology Group, Inc. OH 300,000 09/23/2016

Prima Medical Foundation CA 2,933 09/26/2016

Marin Healthcare District CA 2,292 09/27/2016

San Juan Oncology Associates NM 500 09/29/2016

Urgent Care Clinic of Oxford MS 64,000 09/30/2016

Rainbow Children’s Clinic TX 33,698 10/03/2016

Francisco Jaume, D.O. AZ 14,236 10/04/2016

The Seattle Indian Health Board WA 793 10/06/2016

Warren Clinic OK 2,938 10/07/2016

Peabody Retirement Community IN 1,466 10/14/2016

Integrity Transitional Hospital TX 29,514 10/14/2016

You and Your Health Family Care, Inc. FL 3,000 10/20/2016

Baystate Health, Inc. MA 13,112 10/21/2016

Singh and Arora Oncology Hematology, P.C. MI 16,000 10/21/2016

Dr. Dennis T. Myers, D.D.S., P.A. MO 3,364 10/24/2016

Vascular Surgical Associates GA 36,496 11/10/2016

The Biomechanics, LLC AZ 1,049 11/16/2016

Peachtree Orthopaedic Clinic GA 531,000 11/18/2016

LCS Westminster Partnership IV, LLP d/b/a Sagewood AZ 863 11/22/2016

Louisiana Health Cooperative, Inc. in Rehabilitation LA 8,000 11/30/2016

Seguin Dermatology, Office of Robert J. Magnon, M.D. TX 29,969 11/30/2016

Table 1: 2016 Major Health Care Data Breaches (Continued)
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Health Care Cyber Predictions for 2017

Ransomware will grow to unprecedented levels in 
2017 across global health care institutions. Given 
the rapid ROI for this attack and the easy access 
to non-traceable money (such as bitcoin), this 
automation makes it relatively easy for moderately 
sophisticated attackers to deploy attacks in much 
greater volumes. 

Health care cyber 
exploits will contin-
ue to set records. 
Cyber thieves will 
continue their bar-
rage of attacks on 
health care networks 
to steal and sell 
patient records. 
Despite substantial 
disclosure as to the 
threats, most hos-
pitals are unaware 
that they have 
been breached and 
remain highly vulnerable to sophisticated attacks 
within their medical devices. Attackers have expand-
ed their efforts from attacking major hospitals and 
health care providers to now expanding into mid-ti-
er health care organizations such as surgical centers 
(surgi-centers), MRI/CT centers, skilled nursing 
facilities (SNFs), diagnostic laboratories and urology/
dialysis centers, and large physician practices. For 
example, in November of 2016, the Central Ohio 
Urology Group was breached, and thieves accessed 
more than 300,000 patient records.1

1 http://www.dispatch.com/content/stories/business/2016/10/06/urology-data-breach-affect-
ed-300000.html

Attacks will surge on Internet-of-things (IoT) connect-
ed medical devices, and these will open up additional 
attack vectors into health care institutions. Most IoT 
devices manufactured today have no integrated cyber 
defense and do not allow third parties to install secu-
rity software. To address this concern, manufacturers 
recommend that security for IoT devices be achieved 
by installing it behind a firewall, which is absolutely 

no longer a guarantee 
of safety in today’s 
environment. Once 
medical IoT devices 
are compromised, they 
can then provide a 
back door that serves 
as a clandestine com-
munications channel 
for months before 
discovery. TrapX’s 
experience with health 
care networks and the 
vulnerability of medical 
devices has made 

clear the deficiencies in IoT security and the ease 
with which sophisticated human attackers could take 
advantage of these weaknesses. 

The 3.9 billion IoT devices estimated to be online in 
2014 increased to more than 6.4 billion devices in 
2016. This represents approximately 25 connected 
devices per 100 people in the United States. In 2020, 
that number is projected to increase to an estimated 
20.8 billion IoT devices.  Many of these IoT devices 
will be in hospital emergency care units and surgical 
operating theatres and will permeate physician 
practices and the remainder of mid-tier health care 
institutions.
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About TrapX Security
TrapX has created a new generation of deception technology that provides real-time 
breach detection and prevention. Our field proven solution deceives would-be attackers 
with turn-key decoys (traps) that “imitate” your true assets. Hundreds or thousands of 
traps can be deployed with little effort, creating a virtual mine field for cyberattacks, 
alerting you to any malicious activity with actionable intelligence immediately. Our 
solutions enable our customers to rapidly isolate, fingerprint and disable new zero day 
attacks and APTs in real-time. Uniquely our automation, innovative protection for your 
core and extreme accuracy enable us to provide complete and deep insight into malware 
and malicious activity unseen by other types of cyber defense. TrapX Security has many 
thousands of government and Global 2000 users around the world, servicing customers in 
defense, health care, finance, energy, consumer products and other key industries.

TrapX Security, Inc. 
1875 S. Grant St., Suite 570
San Mateo, CA 94402
+1–855–249–4453
www.trapx.com 
sales@trapx.com
partners@trapx.com
support@trapx.com
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