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Today’s mobile medical device simply needs to be 
connected securely and wirelessly to the enterprise to 
provide integration to the Electronic Health Record as 
well as to the mobile clinician. The 2015 healthcare 
environment provides many challenges such as the 
number of mobile users, the Bring Your Own Device 
(BYOD) trend, the construction materials of the facility, 
the enterprise WLAN design, and ultimately the 
performance characteristics of the WLAN enabled radio 
within the medical device. Medical device companies 
need to understand that there are unique requirements 
to ensure the success of their WLAN deployed solution.  
Not understanding this brings a cost in multiple areas 
such as performance, potential regulatory recalls, 
product re-design, loss of revenue, and finally 
competitive market positioning. This white paper will 
provide details of the requirements needed for a WLAN 
enabled medical device to perform correctly in a mobile 
and secure environment. It will also outline the costs 
incurred and saved via the non-selection and/or correct 
selection of an embedded WLAN module. Author, 
David Hoglund, has over thirty years of experience in 
the medical device space and fifteen years of 
experience in the medical device wireless market.   
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BACKGROUND OF THE CONNECTED WIRELESS MEDICAL DEVICE 

The extended set of 802.11 or 802.11b was approved in 1999. Once the book To Error is Human was 
introduced in 1999, it brought about the first time use of bar code scanning into the healthcare space, 
primarily as a means to reduce risk at the point of care. Around 2002, the advent of the smart pump at the 
point of care prevented incorrect doses of medication from being administered, meaning errors could be 
prevented. However, it required the pumps, for logistical reasons, to have “wireless capability” that would 
enable the download of drug libraries from the pharmacy server and the upload of log files.   

Prior to 2002, Welch Allyn, a patient monitoring company introduced a Frequency Hopping Spread Spectrum 
(FHSS) solution to replace traditional Wireless Medical Telemetry Service (WMTS) medical telemetry. The use 
of Bar Code Medication Administration (BCMA) at the point of care, as well as the first use of wireless enabled 
infusion pumps, started the WLAN revolution in healthcare. Next to appear on the scene was the use of 
WLAN enabled voice over IP phones/devices, and in 2005, the first use of 802.11b/g patient monitoring on a 
converged patient monitoring network.  

 

Figure 1: The history of the wireless enabled medical device on the Enterprise network from 1999 through 2015 



White Paper 

The Unique Wireless Medical Device Requirement for Healthcare 

Embedded Wireless Solutions  
Support Center: 
http://ews-support.lairdtech.com 
 
www.lairdtech.com/solutions/embedded-wireless  

 Laird  
Americas: +1-800-492-2320 
Europe: +44-1628-858-940 

Hong Kong: +852 2923 0610 

 

HOW HAS THE HEALTHCARE NETWORK EVOLVED TO SUPPORT CONNECTED MEDICAL 

DEVICES?   

Most if not all IT networks slowly evolved to support the early stages of WLAN-enabled laptops, which had 
tethered scanners for BCMA. This evolution was an ad hoc approach to support different application 
requirements in different areas of the facility. Unless latency sensitive applications like WLAN voice over IP 
were introduced, high sensitivity to roaming requirements was not necessarily required and early stage 
security requirements were rudimentary at best.   

The widespread use of hundreds of wireless-enabled infusion pumps and the latency sensitive requirement of 
WLAN enabled patient monitoring changed the design requirements of the enterprise network.   

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 2: Wireless infusion pumps require persistent coverage and security throughout the hospital 

Infusion pumps tended to be highly mobile devices that moved with the patient, for example, from the room, 
down the hallway, down the elevator, to areas such as radiology. Wireless transport monitoring often required 
a persistent real time connection to send alarms and physiological data to a central station when the patient 
travelled from the emergency room to the catheterization lab and from the procedure room back to the 
patient room.   

Both the wireless infusion pump model and wireless patient monitoring model required ubiquitous wireless 
coverage throughout the hospital and a persistent connection with security while “roaming between wireless 
APs” on different floors and between the floors and elevators.    

This business model drastically contrasted with wireless-enabled laptops that tended to be stationary outside 
a patient room and rolled into a patient room a few times a day. The WLAN-enabled laptops were generally 
confined to a patient floor. To support the requirements of the mobile wireless-enabled medical device, the 
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enterprise wireless design (WLAN), as well as the wireless client that was designed into the actual medical 
device, had to meet certain requirements. Some of the basic design criteria were for complete ubiquitous 
coverage with signal strength of -65dbm and a co-channel interference of less than 2%. 

Enterprise wireless networks have evolved in a very rapid fashion since 1999. This evolution occurred because 
of the ever increasing mobility speeds and feeds in multiple vertical markets. This not only includes the initial 
predictive RF design model, but also by the best practices for network design and deployment of Quality of 
Service (QoS) to prioritize medical device system traffic over other traffic types. This extends to the best 
practices for networking design and network segmentation of Virtual Local Area Networks (VLANs) that 
address scalability, security, and network management.  

The wireless medical client must ensure that the demanding clinical requirements are met. These demanding 
requirements include the download of drug libraries to hundreds of infusion pumps at a time, and the real 
time transmission of alarms, alerts, and physiological waveforms from the WLAN-enabled patient monitor 
through the enterprise WLAN to the central viewing station. This simply means that the client cannot operate 
only in a “hotspot” mode. The wireless client embedded radio in the medical device must meet this unique 
intended use for QoS, roaming, and varying security implementations. As the healthcare system grows more 
complex, embedded radio strategies must be able to accommodate all enterprise grade security strategies 
and effectively roam amidst a myriad of application traffic types, such as voice and video throughout in a 
highly mobile environment. 

CONSIDERATIONS FOR DEVELOPING A WIRELESS MEDICAL DEVICE 

This will define the technical and business requirements that need to be taken into account to ensure the 
safest, most reliable, and lowest cost of ownership when looking to design a wireless medical device.  

THE TECHNICAL REQUIREMENTS 

There are several considerations during the wireless design phase of a medical device. For instance, is it best 
to just choose any radio? Should we write our own software and security supplicant? Or, should we have our 
own “system module”? Many times the medical device manufacturer has a major task on hand to design a 
new device. There are several issues at stake including internally providing software design and support for 
security and supplicant design. It is often easier and less of a risk to move forward with a complete sub-system 
module design. Not only does this place all the software and security support on the shoulders of the 
manufacturer, but also it somewhat adds another physical layer of security. For example, the processor on the 
embedded module may be physically separated from any processing capability on the medical device, 
additionally decreasing overload on the system as a whole. While the initial cost may seem to be higher, the 
overall cost is actually lower because of the lack of required initial internal engineering support and the 
inclusion of all the back end continued software support.  
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Figure 3: Embedded sub-system vs. components 

Validation of Roaming Algorithms and Security Supplicants 

History has proven that some engineering and purchasing organizations assume that any WLAN-embedded 
module or adapter is a “widget commodity” and that any module “just works like a laptop”. When they read 
the specification sheet it states the correct specifications. However if we go back to the actual requirements of 
the WLAN enabled medical device, there are specific use-case requirements. All wireless enabled medical 
devices are highly mobile devices; some may be of a batch type transmission model while other may be of a 
more real time mode (patient monitoring). What is more important is understanding how they will actually 
operate in a mobile and roaming environment while still keeping the authenticated connection. Some 
check-offs for roaming include: 

x the ability to adjust roaming thresholds 

x roaming across subnet boundaries while maintaining a network connection 

x fast roaming features such as Cisco Centralized Key Management (CCKM)  
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Security check-offs would include: 

x WPA2 Enterprise (802.11i) with 802.1x and PSK authentication  

x PKI –based EAP-TLS certificate support 

x 802.1x outer identity anonymity for tunneled EAP authentication  

x FIPS 140-2 Level 1 validation  

Has this been validated and verified and can the embedded module manufacturer provide the testing results? 
It is suggested that the medical device manufacturer validate and verify QoS and all security schemas using an 
ecosystem test environment in the early stage of design. This testing should consist of several critical 
components, such as association testing, association load testing, authentication testing, roam testing, traffic 
load testing, stability testing, and the determination of WLAN network behavior.  

Ecosystem traffic generation enables realistic network and environmental conditions to be simulated and 
variables such as increasing distance, roaming, and interference are to be systematically introduced. This 
allows real-world performance and security by simulating live network conditions such as voice, video, and 
medical device traffic, all of which generate simultaneous network traffic. 

Performance analysis should include testing of the wireless medical device using all standard 
authentication/encryption mechanisms including WEP, WPA-PSK, WPA2-PSK, WPA EAP, TLS, etc. while in a 
highly loaded mobile (roaming) environment.  

 

Wireless Medical Device – Encounters dropped network connections  

Past experience has proven that a wireless enabled medical device encountered a Class II recall (defined as a 
situation in which the use of or exposure to a product may cause temporary or medically reversible adverse 
health consequences) because it simply “dropped” wireless network connections. Forensic analysis 
determined that the causal effect was due to a “radio” in the Wi-Fi network that was not robust enough to 
pass the correct security authentication and supplicants while roaming. What costs were incurred for a field 
recall and redesign of the entire product? It amounted to not one but many devices being recalled from the 
field, product re-design, a stagnant sales pipeline, and negative competitive market exposure. 
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Current and On-Going Technical Support 

 

Figure 4: Technical Support, Important Piece of Overall Cost of Development Ownership  

Most often technical support is not factored into the overall cost of development ownership of an embedded 
WLAN design solution. However, as companies select a vendor, this becomes extremely important. Does the 
company provide dedicated engineering support from initial product inquiries to the completion of the 
project, no matter how long it takes? In addition, do they provide ongoing support throughout the life cycle 
of the product for WLAN software and firmware changes and well as field support for the client customer? If 
third parties are involved in software or firmware updates, charges of hundreds of thousands of dollars could 
be incurred to produce any changes. 

EMI, EMC, and Antenna Design  

Module WLAN providers may or may not provide EMI, EMC testing certifications. Choosing a provider that 
provides these certifications will lower costs for complete FCC certification of the product(s). Having antenna 
support will allow for the module and antenna to work correctly for the desired application environment.  

The Radio Provider and What to Look for in the Embedded Module Design  

The embedded module manufacturer may be forced to select a certain radio supplier because of limited 
volume support for the medical device vertical. Technical field support often comes from these radio 
manufacturers when purchasing million dollar volumes for the consumer space. This may result in little to 
non-existent firmware/software or driver support. This has a ripple down effect to the medical device 
company as they may not be able to “tweak” radio performance algorithms to meet their unique application 
requirements.   
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THE BUSINESS SIDE OF THINGS 

The Risk of Cost vs. Proven Performance 

There is always a concern about initial and long-term cost of the wireless embedded module as this becomes 
factored into the cost of goods (COGS) of the delivered product. Some may see the embedded module as a 
commodity skew and assign a pre-determined price point they perceive as a “competitive offering”. The real 
issue becomes the most basic issue; will the designed medical device perform correctly in the highly 
challenging mobile environment without any risk of degradation of application network connectivity? If not, 
then there could be huge cost overruns connected with product return to the marketplace, product re-design, 
and competitive entrenchment to gather market share. 

 

Certifications and Overall Cost of Ownership 

All medical devices will need to be certified as a final product. In addition, the majority of companies desire to 
have their products sold on an international basis. Choosing a module with existing FCC certifications as well 
as CE markings and other countries’ approvals will go a long way to lower costs. Check-offs should include 
FCC, R&RTTE/ETSI – EU CE Mark, IC-Canada, MIC (Japan), KC, NCC, and other global and regional 
certifications. 

Wi-Fi Alliance and Cisco CCX- What does this mean? 

The Wi-Fi Alliance is a worldwide network of companies that enables Wi-Fi. In 1999, several visionary 
companies came together to form a global non-profit association with the goal of driving the best user 
experience with a new networking technology – regardless of the brand. Since 2000, the Wi-Fi certified seal of 
approval designates products with proven interoperability, industry standard security protections, and the 
latest technology. The Wi-Fi Alliance has certified more than 23,000 products, delivering the best user 
experience and encouraging the expanded use of Wi-Fi products in new and established markets.   

Cisco Systems is the world leader in networking in the WLAN space. The Cisco Compatible Extensions (CCX) 
program offers the widest variety of testing and support for various devices types and operating systems 
across the most relevant media transport layers. To meet Cisco CCX, the embedded WLAN adapter must 
previously meet the interoperability standards for security and quality of service of the Wi-Fi Alliance. 

VALIDATION IN THE MARKETPLACE 

Proven R&D Pipeline Migration Strategy 

Any provider of a WLAN embedded module needs to clearly demonstrate its overall migration strategy to the 
medical device manufacturer. This is very important as the technology acceleration in the WLAN space is 
often 10x the acceleration of product development in the medical device space. This pipeline migration 
strategy should provide demonstrated conformity to the latest 802.11 approvals in both security, QoS, Federal 
conformity (FIPS), processors, and radio standard approvals. Choosing a provider that does not 
demonstrate/provide this technology “roadmap” to the prospective medical device manufacturer simply may 
leave customers at a dead-end or faced with a “last buy” when the product is ready for the marketplace. In 
addition, some WLAN embedded module manufacturers may have chosen a radio supplier that perhaps is 
not that open to providing open source code or firmware upgrades. This may limit the embedded module 
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manufacturers in modifying their module to adopt the attributes of roaming algorithms that are unique to the 
medical device space. 

The TCO (Total Cost of Ownership) and COGS (Cost of Goods) 

Sometimes customers focus on the initial price of the WLAN embedded module, not knowing about all the 
hidden costs to actually get the wireless enabled medical device to market. Most of those involved in this 
decision making process may not have gone down this path before and, as a result, do not foresee what 
makes up the overall total cost of ownership; they simply may just be looking at the COG(s) as related to the 
line item of “the wireless embedded module” as a part of the overall cost of the product.  

The following are some factors to consider that may not be obvious when evaluating different providers of 
embedded WLAN modules: 

x Has the company gone through the rigors and costs associated with becoming Wi-Fi Alliance 
certified and receiving additional Cisco CCX approvals? Why or why not? Be aware of what some 
providers may state as Wi-Fi ready or Cisco CCX ready.  

x Choosing a company that provides an embedded module with the security supplicants on board will 
eliminate any developmental costs and decrease risk down the line with the required internal 
on-going support.  

x Prior FCC certifications on the modules will allow the submitted medical device for EMC/EMI 
approvals to use this as a predicate device thus lowering costs for approval. 

x Having global approvals such as the CE Mark and others will allow the direct foray into markets other 
than the United States without having to jump through those approvals.  

x Most customers may not understand that in order for any “wireless enabled medical device to be sold 
into the Veterans Administration (VA) systems it must obtain FIPS 140-2. The FIPS Publication 140-2, 
(FIPS PUB 140-2), is a U.S. government computer security standard used to accredit cryptographic 
modules. The title is Security Requirements for Cryptographic Modules. Initial publication was on May 
25, 2001 and was last updated December 3, 2002. The National Institute of Standards and Technology 
(NIST) issued the FIPS 140 Publication Series to coordinate the requirements and standards for 
cryptography modules that include both hardware and software components. Having FIPS-140-2 
approval eliminates these costs associated with approval and additionally opens up this respective 
channel.  

x Initial and on-going technical support for design and development is also an important consideration. 
Any medical device manufacturer that intends to develop a WLAN enabled product will probably be 
going down this path the first time. There will be numerous support issues at the onset. An example 
would be what type of internal antenna should we use and how should this be placed to ensure the 
best signal to noise ratio (SNR)? When we go to test, can you provide us the FCC certifications as well 
as EMC test outputs? What level of support can you provide our internal software and firmware 
engineers as we integrate your product into our final product? What level of support can you provide 
us in the field to ensure validation and verification with our submittal for FDA 510(k) approval of our 
wireless enabled medical device? 

x How will you ensure that we stay compatible with the ever changing security, QoS, interoperability, 
and IEEE standards in the wireless space? 
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CONCLUSION 

Designing “wireless capability” into a medical device is no small task. The needs and requirements of the 
medical device space and enterprise are much different than the consumer space. These requirements must 
be met to ensure that the product will not only meet regulatory requirements, but also that it will ensure a 
quality and risk adverse clinical experience upon product launch in the field. Not evaluating the unique needs 
and requirements of the WLAN embedded module could cause potential product recalls and competitive 
market positioning. When evaluating vendors to provide an embedded WLAN module, the initial cost does 
not equal the total cost of ownership. These hidden costs can dramatically change the overall cost of product 
development both short term and long term.   
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