
Zebra AirDefense Wireless IPS (WIPS)
Security Effectiveness Evaluation vs. Cisco Adaptive wIPS

THE BOTTOM LINE

2 Detection of 199 security threats versus 92 for Cisco

4 Five regulatory compliance report templates versus 

one for Cisco

Real-Time network visibility and forensics data for 

troubleshooting threats compared to offline analysis 

by Cisco

3

EXECUTIVE SUMMARY
Wireless LAN (WLAN) within enterprises is the common network access for 

employees, guests and customers. It has become a critical service network in 

healthcare, manufacturing, finance, transportation and logistics, retail, and 

hospitality. WLAN is also serving as mobile marketing platforms for shopper and 
guest engagement. As more businesses exploit the use of Wi-Fi to improve their 

business and reduce friction to interact with their customers, securing the wireless 

network is paramount. It is not just safeguarding intellectual property and 

employees, but also the privacy of their customers, shoppers, and guest, while 

preserving compliance with PCI and HIPAA. The primary defense of a wireless 

network is the Wireless Intrusion Prevention System (WIPS). A WIPS solution’s 

primary role is to protect the company and its employees’, guest’s and customer’s 

wireless connections and transactions. WIPS ensure users are connected to the 

correct network, with the required security and are in compliance with corporate 

policies.
Zebra Technologies commissioned Tolly to evaluate the Zebra AirDefense WIPS 

solution and compare that to Cisco Adaptive wIPS. Tests illustrated both 

performance and feature benefits of the Zebra solution.

Source: Tolly, September 2015
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Figure 1

Zebra AirDefense provides:

1 2.5X faster threat detection and mitigation

5 Superior dashboard views and system management 

capabilities

WIPS Threat Comparison: Zebra AirDefense vs Cisco wIPS

Cisco wIPS DoS Attacks
Penetration
Authentication

Zebra AirDefense

Bluetooth
Anomalous Behavior
Exploits (DoS, etc.) 
Infrastructure Security
Policy Compliance
Reconnaissance
Rogue Activity
Vulnerabilities

Total Threats in Library: 92 Total Threats in Library: 199



Test Details & Results
Intrusion Detection 

This section highlights findings from Tolly’s 

evaluation of Cisco’s wIPS and Zebra’s 

AirDefense solutions in terms of the threat 

library and intrusion detection capabilities 

supported by each vendor solution. Tolly 

engineers verified the most common 

wireless security threats such as Rogue 

Access Points, Ad Hoc and Wi-Fi Direct 

networks, Policy Compliance Violations, 

and Accidental Associations, along with the 

depth of threat library supported by these 

solutions. The findings are summarized in 

Tables 1-3. Specifics of both systems can be 

found in Table 4.

Threat Library

Tolly engineers examined the threat library 

for both Cisco’s and Zebra’s solutions to 

determine the total number of threats 

supported by each vendor solution. Cisco 

wIPS supports detection of 92 threats, 

whereas Zebra AirDefense supports 199 

threats in the threat library, thus providing 

stronger security protection for enterprise 

WLAN networks from the risks associated 

with security breach. See Figure 1.

AirDefense supports multiple detection 

engines to provide comprehensive 

protection from security attacks such as 

Rogue Wi-Fi device, Bluetooth skimming,  

Anomalous Behavior or suspicious activity, 

Denial of Service (DoS) attacks, Policy 

Compliance violations, Reconnaissance 

attacks, and Network Vulnerabilities.

Rogue AP Termination

Intrusion Prevention is one of the key 

aspects of any WIPS solution. Detection of 

various wireless security threats is just one 

part of the WIPS solution, but an ability to 

quickly and effectively contain or terminate 

these threats is the other important part of 

any WIPS solution.

For this test, Tolly engineers measured the 

elapsed time for each WIPS solution to 

detect and terminate two access points 

(APs) introduced into the test environment 

as rogues, that is, APs that were not known 

to be a valid part of the wireless LAN 

(WLAN) environment.

The first rogue AP, which was an enterprise-

grade AP, was detected and terminated in 

1.25 minutes by Zebra AirDefense and in 

over 5 minutes by Cisco wIPS. The second 
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Wireless IPS: Zebra AirDefense vs Cisco wIPS
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Notes: One enterprise-class AP was used as Rogue AP1. One consumer-class AP was used as rogue AP 2 for this test. The Zebra solution terminated 

both Rogue APs fully. The client connected to the Rogue APs had continuous failed pings to the gateway. The Cisco solution terminated both Rogue 

APs partially. The client connected to the Rogue APs had a few successful pings to the gateway periodically.

Zebra AirDefense Cisco wIPS



rogue AP, which was a consumer-grade 

Small Office Home Office (SOHO) AP, was 

detected and terminated in 1.5 minutes by 

Zebra and 2.25 minutes by Cisco wIPS.

On average, Zebra required 1.38 minutes 

for rogue detection and termination 

compared to 3.8 minutes for Cisco wIPS or 

less than half the time required by Cisco. 

See Figure 2.

Zebra AirDefense Intrusion Prevention 

capabilities outperformed Cisco wIPS by a 

significant margin, thereby enabling 

organizations to minimize risk associated 

with rogue devices compromising sensitive 

corporate data. 

Rogue AP Detection

Tolly evaluated the mechanism used by 

each solution to detect rogue APs and the 

details provided by each on the level of the 

threats from the rogue APs. While both 

solutions offer this function, only Zebra 

AirDefense automatically classified any 

unauthorized AP seen on the wired 

network as a rogue AP. Please see sidebar 

later in this document for additional 

information on how Zebra AirDefense 

categorizes APs.

By contrast, Cisco classifies every 

unauthorized AP seen on the air as 

“Unclassified Rogue,” irrespective of 

whether the AP is seen on the wired 

segment or not.  In order to identify the 

actual rogue APs (unauthorized APs 

connected to the wired network), the 

administrator needs to configure additional 

matching rules “manually” based on SSID to 

classify unauthorized APs as “Malicious 

Rogues”. This detection mechanism has 

significant security implications as 

administrators need to know all wireless 

network names (SSIDs) in the vicinity in 

advance. Then, if that AP, identified 

administratively as unauthorized, is then  

connected to the wired network it is 

classified as a “Malicious Rogue”. This will be 

a h u g e c h a l l e n g e f o r s e c u r i t y 

administrators manually to configure all 

SSIDs, especially if the enterprise is located 

in a crowded Wi-Fi environment. Without 

such manual configuration, the Cisco wIPS 

solution classifies all neighboring APs and 

true rogue APs as “Unclassified Rogue”, 

resulting in a challenge for administrators 

to pinpoint an actual rogue AP from this 

list.

The bottom line – Zebra AirDefense 

accurately detects rogues and neighboring 

APs automatically, whereas Cisco solution 

doesn’t.

Ad Hoc Network Detection

Tolly evaluated whether the WIPS solution 

could detect an ad hoc network. These are 

networks created between any WLAN 

clients without needing an Access Point. 

These ad hoc networks are dangerous in a 

corporate environment as any mis-

configured employee device with an ad 

hoc network can easily open the door for 

hackers to connect to that network and get 

a backdoor to the corporate network or use 

employee device to launch man-in-the-

middle attacks.

As a result, most of the corporate security 

policies prohibit creation of ad hoc 

networks on corporate client devices.

Both Zebra AirDefense and Cisco wIPS 

detected such networks. But, Zebra 

AirDefense can raise two different types of 
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Area Zebra AirDefense Cisco Adaptive wIPS

Total Number of Threats in 

Database
199 92

Rogue AP Detection Yes, automatic classification Yes, manually-defined classification rules

Ad Hoc Network Detection
Yes, provides additional information based on whether 

client and/or SSID are sanctioned
Yes

Wi-Fi Direct Network 

Detection
Yes Yes

Accidental Association 

Detection
Yes No

Policy Compliance Yes Yes

Source: Tolly, September 2015 Table 1

WLAN Intrusion Threat Detection Summary
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Source: Tolly, September 2015 Table 3

Area Feature Zebra AirDefense Cisco Adaptive wIPS

Security 
Number of Dashboard Components ~35 components, system or site level 16 components, system level

Dashboard
Customizable Dashboard View Yes Yes

Classification Rules Yes. 38 filters with “When, If, Action” logic
Yes, based on SSID and other 

characteristics

Systems 

Management
Alarm Management

Yes, system or site level, supports filter and 

search
Yes, system level, no filter or search

Wireless Vulnerability Assessment 

(WVA)
Yes No

Architecture Communication Model Direct Indirect

WLAN IPS Security Dashboard, System Management & Architecture Summary

Source: Tolly, September 2015 Table 2

Area Feature Zebra AirDefense Cisco Adaptive wIPS

Association Information Yes No

Advanced Forensics Total Traffic Yes No

Threat Analysis Yes No

Real-Time Threat 
Real-Time Packet Capture & View Yes No (only static packet capture)

Troubleshooting Connection Analysis Yes No

PCI-DSS Report Yes Yes

Sarbanes-Oxley (SOX) Yes No

Regulatory Compliance Department of Defense (DoD) Yes No

Gramm-Leach-Bliley Act (GLBA) Yes No

Health care - HIPAA Yes No

Note: Tolly did not test accuracy of regulatory compliance features.

WLAN Intrusion Forensics, Troubleshooting & Compliance Summary



alarms depending upon whether or not 

the ad hoc network is created by a 

corporate device. 

A “critical” alarm called “Ad Hoc Network 

Violation Sanctioned Client” is generated in 

this case as the corporate client is at most 

risk for being compromised by the ad hoc 

network. In addition, AirDefense generated 

a less critical alarm called “Ad Hoc Network 

Violation Unsanctioned Client” if the ad hoc 

network is discovered on any non-

corporate .

Furthermore, if the ad hoc network has the 

same network name as a corporate 

network a “critical” alarm called “Ad Hoc 

Advertising Sanctioned SSID” is generated 

as this could indicate a potential 

“Honeypot” attack.

Cisco wIPS simply detects the presence of  

the ad hoc network. But, it does not 

identify whether the ad hoc network is 

setup by corporate device nor does it raise 

an alarm should the ad hoc network use 

the SSID of a corporate wireless network 

Based on Tolly’s findings, AirDefense 

provides visibility on various types of 

threats and attacks from ad hoc devices, so 

that network administrators can take a 

meaningful action based on the type of the 

ad hoc wireless network threat. This could 

save lot of effort for administrators as they 

could focus only on real threats from ad 

hoc networks compared to Cisco’s wIPS.

Wi-Fi Direct Network Detection

Tolly evaluated whether the WIPS solution 

could detect a Wi-Fi Direct network. Wi-Fi 

Direct is relatively new peer-to-peer 

technology that enables simplified 

connection between Wi-Fi client devices 

just like Bluetooth pairing .

Both Zebra AirDefense and Cisco wIPS 

detected threats from such networks.

Accidental Association Detection

Tolly evaluated whether the WIPS solution 

could detect accidental associations 

wherein a corporate client device 

accidentally connects to an unauthorized 

neighboring AP or honey-pot AP setup by 

hackers.

Zebra AirDefense detected this condition 

where as Cisco wIPS could not. Evidently, 

AirDefense offers better protection from 

these accidental associations as they 

enables intruders to connect to innocent 

user devices often without their 

knowledge, compromise sensitive 

documents on the user station, and expose 

it to even further exploitation. 
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Zebra AirDefense Forensics Example

Figure 3
Source: Tolly, September 2015



Forensics Depth

Forensics is an integral part of any WIPS 

solution. Forensics gives you the ability to 

continuously monitor your wireless 

environment and provides the data and 

analysis tools you need to support forensic 

investigation or troubleshoot any security 

event.

Tolly engineers verified that Zebra 

AirDefense supported several advanced 

forensic features that provide additional 

context for security investigators.

With AirDefense, the user can choose the 

rogue device and time frame to see 

detailed information that includes: 1) Total 

number of devices with which the rogue 

device has communicated, 2) Transmitted 

and Received Traffic details, and 3) the 

number of threats associated with a given 

rogue device. 

Cisco wIPS provides rudimentary packet 

capture that can be initiated upon 

triggering a security event or alarm. Packets 

are saved for later analysis by a 3rd party 

packet capture tool. So, it misses key 

information prior to the security event.

Zebra AirDefense Advanced Forensics 

offered a very powerful tool that records 

325 data points for every device observed 

in the wireless environment for 24x7, so 

that administrators can rewind and review 

detailed records of wireless activity for up 

to one year in support of forensic 

investigation or to chart network usage 

trend.

See Table 2 for a summary of the feature 

support in this section of the report. For an 

example Zebra AirDefense forensics screen, 

see Figure 3.

Real-Time Threat Troubleshooting

Tolly engineers validated several features 

that Zebra AirDefense offers that support 

troubleshooting of security attempts in 

real-time. AirDefense LiveView allowed 

Tolly engineers to view all corporate client 

devices connected to the rogue AP in real-

time through a rich, easy-to-use graphical 

user interface. 

Additionally, Zebra AirDefense provides 

remote packet capture as well as the 

complete connection analysis involving the 

rogue AP, the client and the back-end 

infrastructure. This is very useful tool for 

administrators in order to remotely drill 

down any active security attempt, using an 

intuitive graphical user interface. 

Tolly observed that Cisco wIPS lacks any 

real-time troubleshooting tools similar to 

AirDefense LiveView.

Regulatory Compliance

Most of the enterprises deploy WIPS 

solutions not only to detect and protect 

from security attacks, but also to provide 

automatic regulatory compliance reports 

for quarterly or yearly audits.

Tolly engineers explored the regulatory 

compliance templates available for each 

solution. Zebra AirDefense covered the 

following five major compliance reports, 

whereas Cisco wIPS provided report only 

for PCI-DSS compliance. Zebra AirDefense 

provides:

• Payment Card Industry Data Security 

Standard (PCI DSS) for Retail Industry

• Health Insurance Portability and 

Accountability Act (HIPAA) for 

Healthcare Industry

• Department of Defense Directive 

8100.2 for Federal Agencies

• Sarbanes-Oxley Act (SOX) for 

Enterprises

• Gramm-Leach-Bliley Act for Banking 

Industry

AirDefense provides comprehensive 

compliance reports for enterprises across 

different verticals, in order to help them 

automatically generate audit reports from 

wireless LAN perspective, saving valuable 

effort, time and money for customers. See 

Table 2.
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There are four classifications: 

Sanctioned, Unsanctioned, Rogue, 

and Neighbor.

By default, APs are unsanctioned 

( m e a n s u n a u t h o r i z e d ) . T h e 

administrator can manually change or 

use a policy to change certain APs to 

be sanctioned. These APs are meant to 

be the company’s own APs. 

Fo r t h e u n s a n c t i o n e d A P s , 

administrators can manually change 

or use a policy to change certain APs 

as neighbors. These APs are the APs 

belonging to neighboring companies 

and known to be valid and need not 

and should not be terminated.

Zebra consider all non-authorized 

(unsanctioned) APs which are 

connected to the wired network as 

rogue AP. When Zebra detects the 

unsanctioned APs on the wired 

network, it reports these APs as Rogue 

APs. The first priority for an wIPS 

solution is to detect rogue APs. These 

APs should trigger critical alarms.

Zebra AirDefense AP 
Classification

Source: Zebra Technologies



Security Dashboard & 

System Management

Security Dashboard

Tolly engineers evaluated the dashboard 

available to the system administrator on 

each of the WIPS solutions. Zebra 

AirDefense offers both system and site-

level views and has some three dozen 

components with drag-and-drop 

capabilities for creating custom layouts.

Cisco wIPS provides only 16 components 

and provided for custom layout via drag-

and-drop. See Table 3 for a summary of all 

features in this section of the report.

Clearly, AirDefense supports a rich set of 

dashboard views for administrators to 

provide deeper visibility into the security 

posture of their wireless network 

compared to Cisco wIPS.

System Management

Tolly engineers evaluated the system 

management capabilities of each solution 

in several areas.

Classification Rules
Rule-based classification can allow a 

degree of automation and reduce the 

management burden on administrators. 

Zebra AirDefense provides 38 filters, 

whereas Cisco wIPS offered just 5 filters. 

AirDefense filters can be used with “When, 

If, Action” programming statements to 

drive actions automatically, making 

administrators life easier. Multiple filters can 

be applied similar to the way access control 

lists function in a firewall.

Alarm Management
Zebra AirDefense allows alarms to be 

managed at a system or a site level. Alarms 

can be filtered by categories such as 

severity, type, state, device, etc. 

Furthermore, alarms can be searched very 

easily.

Cisco wIPS provides only a system-level 

view and does not provide either filtering 

or search capability to the level AirDefense 

does.

Architecture

Finally, Tolly engineers reviewed the 

architecture used by each vendor to 

implement the WIPS solution. 

Zebra AirDefense provides for direct data 

communication between the WLAN 

sensors and the AirDefense Services 

Platform (ADSP) once the components are 

configured. See Figure 4. This ADSP server 

gathers data for threat correlation faster.

By contrast, Cisco wIPS solution designed 

using a multi-hop communication path. 

The WLAN sensors feed data to Cisco 

Wireless Controller (WLC). These WLC 
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Zebra AirDefense Logical Architecture

Source: Tolly, September 2015 Figure 4



devices are polled by Cisco Mobility Service 

Engine (MSE) where WIPS engine is located. 

Finally, all alarms and security events are 

polled from MSE by Cisco Prime 

Infrastructure (PI) in order to manage these 

alarms from PI. See Figure 5.

Due to this architectural difference, there 

are latencies at each hop associated with 

Cisco’s system architecture. As a result, 

Zebra AirDefense offers superior 

performance in terms of overall threat 

detection time and threat mitigation. 
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Source: Tolly, September 2015 Table 4

WIPS Solutions Under Test

Component Zebra Technologies Cisco Systems

Security and Management Platform AirDefense Service Platform 9.1.3-10
Prime Infrastructure 2.2

Mobility Services Engine 8.0.110.0

Wireless Controller NX7500, software version 5.8 AIR-CT5508-K9, software version 8.1.102.0

Wireless AP/Sensor AP7532 (802.11ac) AIR-CAP2702I-A-K9 (802.11ac)

Cisco wIPS Logical Architecture

Source: Tolly, September 2015
Figure 5
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About Tolly
The Tolly Group companies have been 
delivering world-class IT services for more 
than 25 years. Tolly is a leading global 
provider of third-party validation services 
for vendors of IT products, components 
and services.

You can reach the company by E-mail at 

sales@tolly.com, or by telephone at

 +1 561.391.5610. 

Visit Tolly on the Internet at:

http://www.tolly.com

Interaction with Competitors

In accordance with Tolly’s Fair Testing Charter, Tolly personnel invited 

representatives from Cisco Systems, Inc. to participate in the testing. Cisco 

Systems declined to participate. 

For more information on the 

Tolly Fair Testing Charter, visit:

http://www.tolly.com/FTC.aspx
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Terms of Usage
This document is provided, free-of-charge, to help you understand whether a given product, technology or service merits additional 
investigation for your particular needs. Any decision to purchase a product must be based on your own assessment of suitability 
based on your needs.  The document should never be used as a substitute for advice from a qualified IT or business professional.  This 
evaluation was focused on illustrating specific features and/or performance of the product(s) and was conducted under controlled, 
laboratory conditions. Certain tests may have been tailored to reflect performance under ideal conditions; performance may vary 
under real-world conditions. Users should run tests based on their own real-world scenarios to validate performance for their own 
networks. 

Reasonable efforts were made to ensure the accuracy of the data contained herein but errors and/or oversights can occur. The test/
audit documented herein may also rely on various test tools the accuracy of which is beyond our control. Furthermore, the 
document relies on certain representations by the sponsor that are beyond our control to verify. Among these is that the software/
hardware tested is production or production track and is, or will be, available in equivalent or better form to commercial customers. 
Accordingly, this document is provided "as is," and Tolly Enterprises, LLC (Tolly) gives no warranty, representation or undertaking, 
whether express or implied, and accepts no legal responsibility, whether direct or indirect, for the accuracy, completeness, usefulness 
or suitability of any information contained herein. By reviewing this document, you agree that your use of any information contained 
herein is at your own risk, and you accept all risks and responsibility for losses, damages, costs and other consequences resulting 
directly or indirectly from any information or material available on it. Tolly is not responsible for, and you agree to hold Tolly and its 
related affiliates harmless from any loss, harm, injury or damage resulting from or arising out of your use of or reliance on any of the 
information provided herein.  

Tolly makes no claim as to whether any product or company described herein is suitable for investment.  You should obtain your own 
independent professional advice, whether legal, accounting or otherwise, before proceeding with any investment or project related 
to any information, products or companies described herein. When foreign translations exist, the English document is considered 
authoritative. To assure accuracy, only use documents downloaded directly from Tolly.com.  No part of any document may be 
reproduced, in whole or in part, without the specific written permission of Tolly.  All trademarks used in the document are owned by 
their respective owners.  You agree not to use any trademark in or as the whole or part of your own trademarks in connection with 
any activities, products or services which are not ours, or in a manner which may be confusing, misleading or deceptive or in a 
manner that disparages us or our information, projects or developments.
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