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Encryption, which protects our 

data from unauthorized access, 

is especially vital as we become 

increasingly connected around the 

globe. It’s important to understand 

that all encryption methods are 

not created equal. Many businesses 

and vendors claim that their data is 

encrypted and secure – and it may 

be – but how do customers know  

for sure? 

As our healthcare systems move 

to more and more wireless 

technologies, cybersecurity becomes 

increasingly vital. Because encryption 

is a primary method for addressing 
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cybersecurity risks, it becomes 

more important to regulators and 

equipment purchasers in healthcare 

organizations that medical devices 

and device software possess 

acceptable encryption capabilities. 

Compliance with FIPS 140-2 (the U.S. 

government’s standard for modules 

that handle sensitive but unclassified 

information) can help manufacturers 

of medical devices and developers of 

healthcare software prove that their 

encryption methods are reliable  

and trustworthy. 

This paper helps you understand 

the importance of encryption in the 

healthcare environment and the  

IoMT (Internet of Medical Things); 

and explains the role of  

FIPS 140-2 in ensuring that your 

selected encryption method is 

effectively protecting your devices 

and your customers’ patient and user 

data. Although this paper discusses 

the importance of encryption in 

the healthcare field specifically, the 

importance of FIPS 140-2 applies to 

all industries that require encryption 

to protect sensitive data. 
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Cryptography, which is basically 

the art of shielding information by 

converting or encrypting it into 

something unreadable, has been used 

since the time of Julius Caesar. Over 

the centuries, it has evolved into an 

elaborate science. Today, cryptography 

is used globally in everyday life 

whether it be to protect credit card 

transactions, secure business emails, 

or to protect our hard drives in 

the case of a stolen laptop. In this 

extremely connected world, secure 

systems and communications become 

increasingly important. Businesses 

increasingly use computers, networks, 

and the internet to monitor inventory 

and manage their supply chains. 

Employees more frequently use 

VPN (virtual private networks) to 

work remotely from home or while 

traveling. Financial institutions now 

routinely perform banking and credit 

card transactions online. Consumers 

have become much more comfortable 

providing their credit card information 

as online shopping skyrockets. None 

of these activities are possible (at  

least not safely) without strong, 

reliable encryption. 

As our personal and professional lives 

become more and more electronic-

based, cyber risk also increases.  

Consider identity theft, for example. 

A 2018 Identity Fraud Study 

revealed that in 2017, 6.64 percent of 

consumers (or about 1 in 15 people) 

were victims of identity fraud. Every 

year, the number and severity of data 

breaches increases. The following are 

only a small portion of breaches that 

have already occurred in 2019:

Dow Jones

A database that 

contained over two 

million identity records 

on government 

officials and politicians 

from all over the world 

was leaked online.

Facebook

The company admitted to leaving the 

passwords of at least 600 million users 

unsecured (stored in plain text rather 

than encrypted)

FEMA 

About 2.5 million disaster victims 

had their PII (personal identifiable 

information), including bank account 

information, shared with a contractor.

WhatsApp

Over 1.5 billion users worldwide were 

placed at risk by a security flaw that 

left them vulnerable to spyware 

designed by a surveillance agency. 

The spyware would have been able 

to monitor the users via their phones’ 

microphone and camera.

Instagram

The private contact information of 

more than 49 million influencers, 

celebrities, and brands was exposed 

after a social media marketing 

company left the data  

unprotected on an 

AWS database.

Julius Caesar used encryption to send secret messages 

to his commanders. The Caesar cipher is one of the 

earliest known encryption schemes. For this simple 

substitution cipher, each letter of the original message 

is substituted with another letter of the alphabet by 

‘shifting’ a specific number of spaces in the 

alphabet. For example, if it’s a shift of 

three letters, an A would become a D, 

a B would become an E, and so on.  

HELLO would become KHOOR using 

a three-letter Caesar cipher.

Quest Diagnostics 

Hackers took control of 

a billing vendor’s payment page 

resulting in the exposure of almost  

12 million patients. Health information, 

Social Security numbers, and financial 

account data was likely stolen.

NEO Urology 

They were hit by a severe  

ransomware attack that infected 

its entire IT system. The Boardman, 

Ohio provider paid $75K due to the 

complexity of the hack.   

Multiple healthcare providers have 

fallen victim to ransomware attacks 

where the hackers locked

medical/patient files and  

demanded a ransom to  

unlock them.

The Definition and  
Importance of Encryption

https://www.javelinstrategy.com/coverage-area/2018-identity-fraud-fraud-enters-new-era-complexity


p. 4

As we become more and more 

connected globally in all areas of our 

lives, our dependence on the internet 

and wireless networks increases. With 

this increased dependence comes 

increased risks of damage and financial 

loss. Protecting confidential online 

information is critical for businesses, 

consumers, and connected individuals 

all over the world. Although we are 

protected by a variety of security 

technologies such as firewalls and 

anti-virus software, encryption is the 

groundwork – the last line of defense – 

for protecting data.

Data Encryption 
in the Healthcare 
Environment
Let’s look specifically at healthcare 

environments. Technology is 

revolutionizing the healthcare industry. 

Smart devices have been defined as 

those that can interface or send data 

directly to electronic health records.  

Smart devices such as infusion 

pumps, wearables, remote monitoring 

tools, and 

online health 

applications 

have become 

integral to 

modern 

medicine. 

Private medical 

data or EHR 

(electronic 

health records) 

are transmitted 

more often, 

over larger 

distances, and 

in a wider-

variety of connectivity methods. The 

information in these transmitted health 

records is known as data in transit – 

data that is moving from one location 

to another via the internet or a  

private network.  

Having this medical data easily 

accessible has improved and 

broadened the scope of healthcare. 

But at the same time, the increasingly 

connected IoMT leads to increased 

security vulnerabilities. Without a 

secure network, this data in transit is 

extremely vulnerable to exploitation. 

This shift to electronic records, 

although extremely beneficial in many 

ways, has resulted in more frequent 

and far more critical data breaches in 

healthcare environments. 

In the midst of 

this, healthcare 

organizations who 

purchase medical 

devices are under 

increasing pressure 

to ensure that 

these devices 

and the data they 

transmit are secure 

from cyber-attacks. 

Effective methods 

for protecting this 

data in transit is 

critical because 

data that is being transmitted from 

network to network or from a local 

device to cloud storage is often 

less secure. For example, one less 

sophisticated method of hacking is 

wardriving – the process of simply 

driving around searching for and 

possibly recording unsecured wireless 

networks. Once a hacker gains access 

to a network, that’s one step closer  

to collecting and exploiting  

confidential information. 

This is where encryption comes into 

play. Healthcare data encryption, 

one of the most effective methods of 

data security for EHR, is the process 

of converting these records into an 

unreadable form or disguising it to 

prevent unauthorized people from 

viewing it, stealing it, or misusing it. 

Along with this, encryption and data 

security are powerful selling points 

for technology vendors who are 

marketing their IoMT devices and 

systems because they understand 

the importance of trust in these 

environments. Over the years, many 

encryption methods have come 

and gone; they were believed to 

be effective until they were proven 

vulnerable to exploitation. This fact 

reinforces the importance of verifying 

your chosen encryption method is 

trustworthy. For example, the Data 

Encryption Standard (DES) was once 

thought to be a reliable algorithm but 

is now considered insecure against the 

cyber-attacks that occur today. It was 

replaced by the Advanced Encryption 

Standard (AES) as the main standard 

trusted by the U.S. government and 

with many other organizations. 

Having this medical data 
easily accessible has 

improved and broadened 
the scope of healthcare. 
But at the same time, the 
increasingly connected 
IoMT leads to increased 
security vulnerabilities. 
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The Role of  
FIPS 140-2
Having an acceptable encryption 

method in place isn’t enough to 

prove that your system is secure 

against modern-day cyber-attacks. 

The implementation of your  

security method must also prove  

that its algorithms have been 

executed correctly.

FIPS 140-2 (Federal Information 

Processing Standard 140-2) defines 

the U.S. federal government’s 

standard for modules that 

protect sensitive but unclassified 

information through cryptography. 

Through a collaborative effort, NIST 

(National Institute of Standards 

and Technology) and Canada’s 

CCCS (Canadian Centre for Cyber 

Security) created this standard to 

document cryptographic validation 

requirements. Adherence to this 

standard is required by all U.S. 

government agencies and any 

company that is required to follow 

applicable government legislation 

(such as HIPAA). It is also mandatory 

for any agency or organization that 

has operated for the U.S. government 

under contract.

In the healthcare system, all VA 

(Veterans Affairs) hospitals and 

the entire MHS (Military Health 

System) are required to use FIPS 

140-2 validated encryption methods 

for all medical devices as well as 

for software that transmits data 

using any wireless technology. 

Considering that the VA alone is 

one of the largest medical device/

healthcare product customers, FIPS 

140-2 is certainly a requirement for 

any device manufacturer or software 

developer who wants to do business 

with this organization.

FIPS 140-2  
Implementation 
Considerations
 

The goal of this section is to increase 

awareness of how FIPS 140-2 

validation comes about. Out of the 

joint effort between NIST and CCCS 

came the Cryptographic Module 

Validation Program (CMVP). This 

program is intended to validate 

cryptographic modules to FIPS 140-2. 

If confirmed compliant to FIPS 140-

2, modules are accepted by federal 

agencies both in the United States 

and Canada as capable of protecting 

sensitive electronic information.

Module vendors or manufacturers 

use independent accredited CST 

(Cryptographic and Security Testing) 

labs to test their products against 

applicable standards. NIST and CCCS, 

both of which serve as authorities for 

CST, then validate all test results and 

issue FIPS 140-2 certificates to the 

vendor or manufacturer.

Validated 
Cryptography

To be considered protected, 

sensitive data must be encrypted 

with an approved algorithm. In 

addition, it must be encrypted 

with a key that is generated in 

an approved manner and with an 

approved strength (it must be both 

long enough in length and random 

enough to satisfy the requirement).

FIPS 140-2 prevents Federal 

organizations and systems from 

using unvalidated cryptography 

to protect sensitive data. If the 

cryptography is unvalidated, the 

data is considered unprotected. The 

bottom line… if the Federal system or 

organization requires sensitive data 

to be protected by cryptography, the 

cryptography must be validated. And 

the cryptography is only valid if it’s 

FIPS-validated.

Vendors do have the authority 

to determine the cryptographic 

boundary of their module. They 

could choose to test and validate 

their entire product or only validate 

the cryptographically-relevant 

component(s) within their module. 

With a smaller boundary, the FIPS-

approved test lab must only focus on 

the applicable parts of the module 

in regards to cryptography. This is 

discussed a bit more in the FIPS 

Inside section of this paper.

Implementation  
is Difficult

It only takes a quick glance at the 

NIST implementation guide to 

understand the complicated nature 

of FIPS 140-2 certification. Not only 

is implementation complicated and 

difficult, it also should begin early 

in the design stage of a product. In 

total, the FIPS 140-2 certification 

process takes approximately 12-14 

months if it’s done correctly but can 

take far longer if not done properly 

the first time. To properly complete 

FIPS 140-2 certification, the following 

are some important knowledge areas.
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Level 1
Examines the cryptographic components  

of your module’s software. Requires  

production-grade components but no  

specific physical security mechanisms.

Level 2
Adds physical security to the software component. 

Requires physical tamper-resistance (such as  

tamper-evident coatings or seals or pick-resistant  

locks) and role-based authentication.

Level 3
Adds physical security to the software component. 

Requires a tamper-proof container to protect the  

code to prevent intruders from gaining access  

to the CSPs (critical security parameters) located  

within the module.

Level 4
The highest level of security which provides  

complete protection around the module. Beneficial 

for modules located in physically unprotected 

environments or for modules that risk security 

compromises due to environmental conditions such  

as temperature fluctuations.

Adds physical security to the software component. 

Requires that the physical security mechanisms are 

“tamper-active” meaning that the contents of the 

module are deleted or destroyed if it detects an 

environmental attack or is physically compromised.

FIPS 140-2 Levels

There are four different levels 

of FIPS 140-2. It’s important to 

know which level is required 

for your product. The higher 

the level, the higher the 

security and the more stringent 

the requirements. Figure A 

summarizes each level.

For each of these levels, there 

are eleven functional areas 

to address that are related to 

secure product design and 

implementation. During the 

testing process, each functional 

area is rated by FIPS level (1 to 

4); the final assigned FIPS 140-2 

level is based upon the lowest 

rating of the eleven areas.

The following are the 11 

functional areas that are 

addressed during FIPS 140-2 

testing. The validation process 

cannot be completed unless all 

eleven areas are addressed.

1. Cryptographic Module 

Specification

2. Module Ports and Interfaces

3. Roles, Services, and 

Authentication

4. Finite State Model

5. Physical Security

6. Operational Environment

7. Cryptographic Key 

Management

8. Electromagnetic 

Interference/

Electromagnetic 

Compatibility (EMI/EMC)

9. Self-Tests

10. Design Assurance

11. Mitigation of Other Attacks

Figure A
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The Difference Between 
FIPS-Validated and 
FIPS-Compliant

Acquiring FIPS 140-2 certification, 

as we stated previously, is difficult, 

complicated, and time-consuming. The 

product’s software and hardware must 

be independently tested and validated 

by a NIST-approved laboratory which 

takes several weeks. If the process 

fails (such as issues with the software) 

and the lab must restart the process, 

it takes even longer and is far more 

costly than originally planned. To 

add to the complication, if there are 

software changes, the code may need 

to be retested to maintain its FIPS 

140-2 certification.

Due to all of these complications 

and expense, some vendors or 

manufactures may be tempted to take 

shortcuts. One way they do this is to 

claim their products as FIPS-compliant 

rather than FIPS-validated. Although 

these terms sound very similar, there is 

an important difference between them.

FIPS-compliant is a self-designated 

term that has no assigned 

requirements or criteria and does 

not have government backing (it 

does not satisfy the official FIPS 

140-2 requirements). A vendor or 

manufacturer simply must state that 

their product is compliant. When they 

state that their module is “compliant”, 

it is likely validation-ready (they believe 

the module meets the NIST standards) 

but it hasn’t actually been tested for 

official FIPS validation.

Many vendors market their modules 

or products as FIPS compliant. It’s a 

common phrase on many company 

websites. This may simply be incorrect 

wording on the part of a marketing 

department regarding their FIPS 

validation, or their product may simply 

not be FIPS-validated. It’s important to 

verify true FIPS validation. To find out if 

a module or product is FIPS-validated, 

you can use the search function 

available on the NIST website’s 

Computer Security Resource Center 

(CSRC).

What About FIPS Inside?

Because FIPS validation is such a 

complicated topic, it’s not surprising that 

there is a lot of incorrect information 

being disseminated throughout the 

industry. One term that is less common 

and likely misunderstood is FIPS Inside 

or FIPS 140-2 Inside.

FIPS Inside basically means that 

the vendor or manufacturer has 

incorporated a FIPS-validated module 

into their larger product. A vendor who 

incorporates a FIPS-validated module 

into their end product is permitted to 

use the FIPS 140-2 logo on associated 

documents and product packaging, 

but they also must include FIPS 140-2 

Inside along with the regular logo.

Although the validated cryptographic 

module can be leveraged by the 

vendor, it does not mean that the 

vendor’s end product is FIPS-validated. 

To get the end product listed on the 

NIST website as FIPS 140-2 validated, 

the vendor must prove to a FIPS-

approved lab and NIST that the 

incorporated cryptographic module 

was correctly implemented in their end 

product. This process is less expensive 

than the full FIPS 140-2 certification 

process, but it is still quite costly.

There are several benefits to 

incorporating a FIPS-validated 

cryptography module into an end 

product (the FIPS Inside approach). 

Although the requirement states that  

an encryption module must be  

FIPS-validated, it does not mean that 

the entire end product must go through 

the expensive, lengthy process of 

testing and validation. Purchasing and 

incorporating validated hardware and/or 

software into your end product relieves 

you of the difficulty, complication, and 

full cost of the FIPS validation process 

as well as maintenance of the FIPS 

certification (FIPS certifications expire 

every five years).

Cost savings

Acquiring a FIPS validation is expensive. With an incorporated 

FIPS-validated encryption module, you are not burdened with 

the full cost of FIPS testing and certification. And, if you choose 

to get an official FIPS certificate for your end product, the cost is 

far less than the original testing.

Maintenance is 
someone else’s 
responsibility

When you purchase FIPS-validated hardware and/or software 

from a reliable vendor or manufacturer, you don’t have to worry 

about maintenance of the FIPS certificate. FIPS certifications 

expire (and require retesting) every five years. In addition, 

significant hardware and/or software changes require a new  

FIPS certification.

Many module vendors offer the service of maintaining a current 

FIPS certification for you whether it be for the regular five-year 

expiration or for an unexpected hardware/software change.

Reduced  
time-to-market

Because FIPS implementation should begin early in the design 

stage of a product and because the FIPS certification process 

can take a year or more, incorporating an encryption module 

that already has FIPS 140-2 validation makes sense. It would 

greatly shorten the time-to-market of your end product.

Time/personnel 
constraints

Like we stated earlier, the FIPS validation process is complicated 

and difficult. And, to effectively develop a FIPS-worthy 

encryption module, your engineering team must know all the 

ins-and-outs of the cryptographic requirements for validated 

modules. Trusting a reliable vendor (with an experienced 

encryption engineering team) to develop the module frees up 

your engineering team to focus on other end product features.

The following is a summary of the benefits of the FIPS Inside approach:

https://csrc.nist.gov/projects/cryptographic-module-validation-program/validated-modules/search
https://csrc.nist.gov/projects/cryptographic-module-validation-program/validated-modules/search


p. 8

Summary
It’s clear that encryption is a vital part and primary tool of 

cybersecurity. As we become more reliant on electronic 

communications and wireless connectivity, our cyber risk 

only increases. With our healthcare systems moving more 

and more to wireless technologies, this cyber risk likely 

becomes even more personal and invasive because it’s our 

health and medical records that are on the line.

FIPS 140-2 is a trusted method for ensuring that your 

selected encryption method is effective enough to protect 

your network devices along with patient and user data. 

Knowing that your medical devices and device software 

are compliant with FIPS 140-2 is reassurance that health 

records and other user data are properly encrypted to 

help mitigate the risk of cyberattacks.

About Laird Connectivity:
Laird Connectivity simplifies the enablement of wireless technologies with 

market-leading wireless modules and antennas, integrated sensor and gateway 

platforms, and customer-specific wireless solutions. Our best-in-class support 

and comprehensive engineering services help reduce risk and improve time-to-

market. When you need unmatched wireless performance to connect electronics 

with security and confidence, Laird Connectivity delivers — no matter what.

Learn more at lairdconnect.com

FIPS 140-3 Update
On March 22 of this year, the Secretary of Commerce 

approved the most recent version of the Federal 

Information Process Standard regarding security 

requirements for cryptographic modules – FIPS 140-3. It 

is effective as of September 22, 2019 although FIPS 140-3 

testing does not begin until September 22, 2020.

FIPS 140-2 testing will continue for at least a year after 

the FIPS 140-3 testing begins. Because FIPS certifications 

are good for five years, if you receive the 140-2 version 

within the deadline, it is still valid for the entire five years.


