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CYBER SECURITY IS NOW 
A BOARD LEVEL CONCERN

2015 has seen the barrage of ongoing cyber-attacks escalate overall visibility to senior executive and board 
level management.  It is clear that most key government officials recognize that large enterprises in the 
United States have been under continued attack, and that most have not yet discovered that their networks 
are already penetrated. Executive staff and the board of directors have realized that our legacy information 
security tools are failing to keep attackers out of core information networks and enterprise mission critical 
infrastructure. Traditional security architectures have not proven to be capable enough to meet these threats.  

Cyber malware attacks continue to grow dramatically with increasing impact across the corporate and 
government sectors.  The damage has become overwhelming as the cost of a single attack continues 
to rise.  2015 has brought increasing visibility to these threats.  Over the past year we have seen the 
continued emergence of Advanced Persistent Threats (‘APTs’) from well-funded nation states and criminal 
organizations.  Organized crime has funded large malware and malicious activity operations and now it is 
their core business.  They have found that large investments in malware and malicious activity continue to 
produce large returns on investment.  Organized crime is manufacturing malware and they are doing it for 
profit and gain.  Criminals can be thousands of miles away, yet reach out from afar to steal critical corporate 
information, divert funds and create untold damage.

This has changed the view for Bank of America Corp.’s cybersecurity team which can almost spend as much as 
needed to protect the firm and its customers, Chief Executive Officer Brian T. Moynihan noted.1

1 http://www.bloomberg.com/news/articles/2015-01-21/moynihan-says-bank-of-america-cybersecurity-unit-has-blank-check 

“The only place in the company that doesn’t have a budget constraint is that area 
(cybersecurity team)  because how would I know how to assess, why would I take my 
judgment and say you could do this cheaper,” Moynihan said today in a Bloomberg 
Television interview from Davos, Switzerland. “They’re judicious in how they spend it, 
but the reality is you’ve got to be willing to do what it takes at this point.”  Moynihan 
said that Bank America spends more that $400 million a year on cyber defense and 
that it is “going north of that” in 2015.”
Brian T. Moynihan, Chief Executive Officer, Bank of America, January 21, 2015
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CYBER DEFENSE STRATEGY IS EVOLVING 
TO MEET THE NEW THREATS

Enterprise legacy information security tools are unable to keep advanced persistent threats and advanced 
malware out of core information networks and infrastructure.  Traditional security architectures have not 
proven to be agile enough to meet these threats.  Attackers are very effective at engineering around perimeter, 
endpoint, and anti-virus and basic intrusion detection systems in a variety of ways.  Defense-in-depth cyber 
security software suites continue to grow, but they are proven less and less effective against the new breed 
of malware and advanced persistent threats attacking core systems.  Screening out 99% of all threats is not 
enough.  We need to know how to find the last 1% of attackers or the net result to the enterprise will be the 
same.  

Strategy has turned to how to supplement existing cyber defense suites so you can detect the most 
sophisticated of the 1% of attackers.  Assume a breach has happened.  What do we need to do to find the 
attacker before they inflict too much damage?  

All of this makes it increasingly difficult for your cyber defense team to protect your enterprise.  The cyber 
defense team is likely swimming in alerts.  Critical and important alerts, if your existing cyber defense suite 
can generate them, are often lost in a much larger sea of alerts that can be overwhelming. Many cyber defense 
teams note that they process hundreds, thousands or even millions of alerts per day. 

To be clear, advanced persistent threats (APTs) are at the core of the problem.  An APT is a set of ongoing 
and clandestine computer hacking that is actively supported by a team of people and usually targeted at 
a specific entity.  They are engineering their attack to successfully breach your company.  Their goal is to 
place malware (spyware) on one or more computer elements for an extended period of time, to utilize these 
elements to actively seek out valuable information for compromise, and then to extract (exfiltrate) that 
information.  Persistent means, unfortunately, that they almost always have a specific target in mind and they 
are continuously working to move their objectives forward. This is an attack targeted from the very beginning.
These cyber defense teams still do not have new tools that enable them to discover APTs or zero day events 
before the serious damage is done.  APTs move silently through the organization and steal data which they 
target and discover.  APTs only need one entry point to get past the perimeter defense.  Once inside, most 
of your legacy technology will absolutely not detect their movement in areas such as the VLAN.  This is the 
center of the problem.  APTs have the ability to move silently within the corporate network and can remain 
undetected for months or even years. To keep pace with these rapidly evolving attacks, deception technology 
has emerged as a new category of cyber defense that can uniquely empower cyber defense teams to deal with 
the APT challenge.
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2 Gartner Group Press Release, August 22, 2014.  “Gartner Says Worldwide Information Security Spending Will Grow Almost 8 Percent in 2014 as 
  Organizations Become More Threat-Aware”
3 Gartner Group Press Release, June 10, 2014.  “Gartner Says Worldwide Security Software Market Grew 4.9 Percent in 2013”
4 Gartner Research Note 16 July, 2015.  “Deception Techniques and Technologies Create Security Technology Business Opportunities.”

The current information security market has many categories of services and software.  In 2014 worldwide 
information security spending reached almost $71.1 billion per Gartner Group.2  This includes worldwide 
security software revenue which in 2013 totaled $19.9 billion.3 Many of these existing services and 
technologies are integrated into your operations today.  A new category, Deception Technology has emerged 
with the launch of new products such as TrapX Security’s Deception Grid™.  

Deception Technology allows your cyber defense team to detect the most sophisticated attacks to include 
advanced persistent threats (APTs) and zero day events in real-time.  In July, 2015 Gartner Group noted that 
by 2018, 10% of enterprises will use deception tools and related tactics, and actively participate in deception 
operations against attackers.  They further noted that deception as a defense strategy against attackers has 
merit and it can be an attractive new capability for larger organizations desiring advanced threat detection 
and defense solutions.4

CYBER DEFENSE EXPENDITURES 
IN CONTEXT 
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THE ROI FOR ADVANCED 
CYBER DEFENSE

Your existing budget is a good point of reference.  You may be spending as much as 20% or so of your 
information technology budget on cyber defense products and services.  Yet we know this may not be enough 
to stop the attackers. The earlier example quoted from Bank of America showed us that major corporations 
are not yet sure what it takes to meet the new cyber threats.  

Consider the damage to your organization if you are successfully breached.  The impact could include:

• Impact to your reputation. Customer trust is an extremely valuable commodity. A serious data breach 
can hit the media, and the impact to your customer base both in terms of trust and market share can be 
quite serious. Estimates from companies as to the economic impact of this can range from millions of 
dollars to as much as several hundreds of millions of dollars.

• Productivity is reduced. Major cyber-attacks distract and redirect energy across your enterprise.  This 
impacts other important mainstream tasks that cannot be accomplished due to the immediate needs to 
remediate a breach situation.  

• Compliance breaches are serious business. If you are not protected from breaches your ability 
to comply with the regulatory framework of your business is in danger.   Financial institutions need to 
safeguard credit card data and stay compliant with regulations such as PCI DSS.  Healthcare organizations 
are very concerned about patient data and meeting the needs of HIPAA, HITECH and more.  NERC, 
FISMA, European Data Privacy and many other regulatory requirements set penalties for data breaches 
that can lead to fines, litigation and many other problems.  

• Competitive loss. Cyber criminals are after it all and will not hesitate to use it against you.  We have 
all seen the most private data exposed to include pending intellectual property, trade secrets, detailed 
records and much more that when exposed can severely damage your competitive posture.
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INTRODUCING
DECEPTIONGRID™

Deception technology is a new category of cyber security designed to meet head-on the threats of malicious 
software, targeted attacks, zero day exploits and other sophisticated attacks.  Deception technology provides 
for the broad scale deployment of a network of camouflaged malware traps that are intermingled with the 
enterprise’s real information technology resources.  The traps appear identical in every way to the enterprise’s 
real assets.

Once malware has penetrated the enterprise the attackers move laterally to find high value targets. Upon 
touching any one of the traps or decoys, they’re caught!  Deception technology then issues a high accuracy 
alert.  Note that deception technology alerts are not based upon a probabilistic event or clustering around 
adjustable thresholds. These are very high confidence events.  This cuts through the clutter and makes it clear 
to the enterprise IT team that they likely have an active attacker and a data breach attempt.  Some types of 
deception technology also isolate the malware and deliver a full report directly to the enterprise IT team.  Your 
cyber defense team can begin rapidly to implement the best path for remediation and removal.

Deception technology is categorized into three basic classes of capability.  Legacy deception technology has 
been around for years and utilizes the notion of hand deployed and individually administered honeypots 
or decoys.  Basic deception has added some automation and reporting around groups of honeypots.  In this 
case the operating systems and vendor applications must still be manually installed and hence this option is 
not practical for wide scale or comprehensive deployment.   Advanced deception utilizes automation deploy 
a broad network of emulated computers, servers and in some cases devices (industrial control systems 
[SCADA – supervisory control and data acquisition system controllers], medical devices, etc.) and places 
these throughout your network.  This technology set brings the highest effectiveness while at the same time 
reducing your cost well below the other implementation choices.

Many mid-sized enterprises do not yet have the capability to deploy all of these technologies in-house.  
Managed Security Service Providers (MSSPs) have emerged to fill the gap in operations.  They enable the 
enterprise to integrate new architectures such as deception using the extended resources of the MSSP team.
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DeceptionGrid – Other Benefits and Value 

Deception technology brings strong benefits to your cyber defense team.  

Some key value points include:

• We detect mid-point VLAN movement by malware in real-time which is unseen by other cyber defense.  
We monitor and protect these areas.  This ultimately reduces the risk of economic loss, impact to business 
operations and loss of intellectual property. 

• Our technology detects the movement of advanced malware almost immediately once they have 
penetrated your enterprise. We dramatically reduce the time to breach detection for the most 
sophisticated zero day events, advanced persistent threats (APTs) and other malware.  The longer 
an attacker has access to your internal networks the greater the probability of severe economic and 
operational impact.  Reduction in time to breach detection is a critical and important metric. 

• We generate a very small number of highly accurate and actionable alerts.  Important events are not 
missed or ignored by your security operations command (SOC) team.  This reduces the risk as you can 
now more rapidly detect and defend against these complex threats.  No big data, no need to process 
thousands or millions of alerts.  And no missed alerts. 

• At the time we identify malware within the VLAN we automatically deliver a complete static and dynamic 
analysis.  This highly technical and accurate analysis provides your cyber defense team with everything 
they need to assess the threat and take additional action. 

• Our deployment is automated, simple and very fast.  Our automation reduces the investment required to 
protect the entire enterprise.  This makes it easy to plan for rapid deployment. 

• Our Threat Intelligence Center automatically flows information from discovered threats across our 
network so that our customers can immediately benefit. 

• DeceptionGrid seamlessly integrates into your existing network architecture without requiring any 
changes to configuration or topology.  We are complementary to your existing cyber defense which will 
still address many of the cyber threats that attack your perimeter.  This saves time and resources upon the 
initial implementation and over the life cycle of system support.
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In summary, the financial benefits of deception technology are very positive for the enterprise.  You can 
expect to gather benefits that include a reduction in time to breach detection.  The implementation of this 
technology will fast, effective and complementary to your existing cyber defense.  This increase in cyber 
defense brings with it a strong return on investment for your organization.  You have successfully reduced or 
even eliminated the potential damage associated with advanced persistent threats (APTs), zero day events and 
other sophisticated malware.  

IN SUMMARY
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ABOUT
TRAPX SECURITY

TrapX Security is a leader in the delivery of deception based cyber security defense. Our solutions enable our 
customers to rapidly isolate, fingerprint and disable new zero day attacks and APTs in real-time. Uniquely 
our automation, innovative protection for your core and extreme accuracy enable us to provide complete and 
deep insight into malware and malicious activity unseen by other types of cyber defense. TrapX Security has 
many thousands of government and Global 2000 users around the world, servicing customers in defense, 
healthcare, finance, energy, consumer products and other key industries.

Find Out More – Download a Free Trial
Come to www.trapx.com and download our FREE proof of concept and trial for qualifying organizations.

Find Out More – Contact Us Now
TrapX Security, Inc., 1875 S. Grant St., Suite 570 San Mateo, CA 94402
+1–855–249–4453
www.trapx.com

For sales: sales@trapx.com
For partners: partners@trapx.com
For support: support@trapx.com 
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