
TRANSFORMING 
COMMUNICATIONS 
IN HEALTHCARE
How wireless technology is helping the healthcare industry enhance  
patient care, improve outcomes and optimize new reimbursement models 
with mobile computing devices, applications and wireless networks.



The wireless environment in healthcare is complex and is characterized  
by its formidable physical and RF challenges, its diverse real-time  
communications requirements, its reliance on hospital-wide mobility, its 
need to conform to new regulations and its mission-critical nature. When 
a healthcare institution implements or upgrades a system-wide wireless 
network, there are numerous considerations to take into account. 

• END-TO-END MOBILITY. The need for immediate communications through-
out the hospital places a premium on mobility that connects physicians, nurses, 
medical staff, dispatchers and administrators as well as patients and their families 
and friends. 

• MOBILE COMPUTING/ADVANCED DATA CAPTURE. Connected devices 
make use of the WLAN and enable real-time voice and data connectivity that 
helps healthcare workers make the best decisions and deliver the highest quality 
of care. 

• APPLICATIONS. Wireless networks enable a broad range of powerful medical 
and administrative applications that contain complete patient information via 
Electronic Medical Records (EMR), enable faster admissions and discharges, offer 
patient web portals to consolidate medical instructions, provide online doctor- 
patient communications and create system security in compliance with Health 
Insurance Portability and Accountability Act (HIPAA) and other regulations. 

It wasn’t that long ago when you walked into a hospital, you knew you were  
immediately going to be asked to turn off your cell phone for fear your wireless  
device would potentially impact medical devices or wireless networks. But that  
was then; this is now. Today’s hospital and healthcare environments are among  
the most prolific and sophisticated users of wireless networks, equipment, devices 
and applications. 

What are the root causes of these changes? Most crucial is an increased  
commitment to improving patient care and the patient experience. In addition, 
there’s a movement away from the old methods of reimbursement such as the  
fee-for-service model, and the embracing of new ways of tying reimbursement  
to patient satisfaction. Institutions must also meet stringent federal Meaningful  
Use Stage 2 standards. 

To empower today’s physicians, nurses and other medical professionals with  
the mobility and tools to enhance the patient experience, one of the most  
fundamental changes is the growing need for a robust, cost-effective wireless  
infrastructure. The Wireless Local Area Network (WLAN) will need to support  
intelligent devices, medical equipment and administrative applications. At the  
same time, wireless communications are also helping to streamline administration 
and business processes, maximize data capture, improve risk management and 
lower capital and operational expenditures. 
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• SMART EQUIPMENT. Intelligent medical equipment ranging from smart 
infusion pumps and patient-worn and or telemetry monitors for remote subacute 
care settings.

• ROBUST WLAN INFRASTRUCTURE. The selection, design and deployment  
of an efficient wireless network is critical to supporting the myriad of devices,  
applications and hard-to-reach locations that are prevalent throughout the  
integrated delivery network. 

• COMPREHENSIVE SYSTEM DESIGN. Constant mobility by doctors, nurses, 
clinicians and administrative staff demands that the wireless network support the 
highest levels of quality of service that is required in a healthcare environment. A 
thorough system design, which takes into account coverage, capacity and quality 
of service, will ensure that medical professionals can communicate with colleagues 
whenever they need them and wherever they are located.

• PROACTIVE NETWORK MANAGEMENT AND SECURITY. Hospital  
CIOs and administrative staff should employ a centralized network management 
system to ensure fast troubleshooting and system and subsystem performance 
monitoring as well as security for data and network protection.

Immediate communications are crucial throughout the healthcare facility and the 
integrated delivery system. Patient care, information access and connectivity are 
critical, stretching all the way from devices and applications to the infrastructure 
that supports them. The need is for assured connectivity wherever a user is located 
within the medical complex.  

This paper outlines key considerations for IT professionals looking to wireless  
communications to help improve the delivery of healthcare services across their 
facilities. Additionally, specific attention is given to the WLAN infrastructure and  
highlights important information related to architecture, QoS, design, management 
and security. Finally, a 10-step deployment model highlights both business and 
technical requirements for a wireless ecosystem for a healthcare implementation.

 
MOBILE DEVICES AND BYOD

Healthcare mobility relies on more than signal strength throughout the hospital.  
It is also increasingly dependent on powerful mobile devices that empower clinicians 
to be connected at all times. Many doctors and other professionals wish to use their 
own personal devices, such as smartphones and tablet computers, for connectivity 
within the hospital. Most institutions therefore need usage guidelines and systems 
to incorporate these personal devices into the hospital system. Detailed guidelines 
need to be established to make sure the devices have the security applications  
necessary to access electronic medical records (EMR) and other patient treatment 
and system data.
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INTELLIGENT MEDICAL EQUIPMENT

Wireless technology is also central to the movement toward the use of intelligent 
medical equipment that aids in medication delivery, patient monitoring and many 
other tasks. The result is added productivity and effectiveness from physicians, 
nurses and staff, which helps lead to better patient care and an improved patient 
experience. 

AUTOMATED MEDICATION DELIVERY 
One good example of the new generation of connected medical equipment is  
the smart infusion pumps that ensure proper medication delivery. These allow  
for wireless connectivity to the pharmacy server to upload drug libraries and the 
download of log files, helping to decrease potential medical errors at the point  
of care. Additional intelligent medical devices include patient monitors.  

ELECTRONIC PATIENT MONITORING
Smart technology also includes patient monitoring and telemetry systems that 
used to be confined to ICUs. The wireless network allows patients to be moved out 
of the costly ICU setting by extending telemetry coverage to virtually all patient 
rooms, instantly alerting doctors or nurses about changes in a patient’s vital signs  
or condition in real time and substantially reducing costs. 

 
APPLICATIONS

IDN (INTEGRATED DELIVERY NETWORK)
Wireless coverage and mobility are also needed to support the increasing use of  
more sophisticated clinical and administrative applications as well as the need to 
conform to security regulations for EMR and HIPAA.  

MOBILE EMR PLATFORMS
As electronic medical records become more ubiquitous, there is a rising requisite 
for mobile EMR access to meet Meaningful Use Stage 2 requirements. This mobile 
access is not limited to acute care areas, but now includes the use of BCMA  
(Bar Code Medication Administration). EMR access must extend to all clinics  
and physician offices that make up the Integrated Delivery Network. Mobile EMR 
access must also include security applications on a myriad of different mobile  
devices to meet HIPAA regulations. Mobile EMR platforms must ensure  
connectivity whenever the clinician needs it, and wherever they are located. 

 
MISSION CRITICAL WLAN INFRASTRUCTURE

Medical centers and hospitals are among the world’s harshest environments for 
wireless networks and communications. A plethora of factors come into play in the 
selection, design, implementation and management of a large wireless healthcare 
ecosystem. A number of aspects must be carefully examined, including the type  
of WLAN architecture, QoS and network design requirements.
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SELECTING THE RIGHT ARCHITECTURE
Early stage WLAN deployments have evolved from discrete access point  
deployments to centralized controller methodologies whereby the intelligence of 
the controller was pushed up to the Access Point (AP) deployment infrastructure. 
Think of this as the “cloud” for the WLAN. Eliminating the routing of traffic 
through the controller essentially creates a flat and more efficient path for every  
network transmission. All features are available at the access layer, even when  
the controller is off-line or during a network outage. This provides life-critical 
survivability and network resilience. Scalability is also important for WLANs and 
should be able to support up to 10,000 nodes without impacting throughput or 
manageability. 

The highly mobile healthcare environment combined with different quality of 
service requirements dictate that today’s WLANs operate in the most efficient way. 
These challenges dictate that modern WLANs incorporate the following subset 
mobility feature sets.

• Intra-subnet roaming allows for the seamless mobility of clients within the 
 same subnet.
• The controller should assist in providing the caching of roaming information 

from one access point to another over Generic Routing Encapsulation (GRE) 
tunnels that can be set up between the controller and access points.

• Inter- (IP) subnet roaming and fast roaming should include IEEE 802.11r Fast 
BSS Transition, (FT), Opportunistic Pairwise Master Key (PMK) caching for  
fast roaming and 802.11k support. 

WLANs employed in healthcare must demonstrate several layers of redundancy  
and failover mechanisms to ensure continuous network services in the case of  
any type of outage. WLANs deployed in remote areas should be able to provide 
coordination that will optimize routing even when communication is lost to the 
controller. Even when communication with the controller is lost, the access points 
should continue to function and bridge traffic while still enforcing QoS and  
security policies, including the real time inspection of Layer 2 (locally bridged)  
or Layer 3 traffic. 

 
DESIGN CONSIDERATIONS

A healthcare wireless network must be designed to accommodate all application 
requirements for the correct QoS. The WLAN needs to be managed to take  
into account the changes on the actual network after deployment to ensure that 
wireless-enabled medical and communications devices still operate for their  
intended use. 

In designing wireless networks for healthcare, there is an absolute need to  
understand the clinical application and performance characteristics of devices and 
applications. Today’s new WLAN requirements demand that reliable coverage exist 
inside all types of patient rooms whether old or new construction, in the presence 
of lead lined walls in radiology, down elevator shafts and within insolation room  
areas. This new design approach demands that IT teams fully understand the  
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nuances of wireless physics and be able to demonstrate competencies for the  
new clinical requirements of the WLAN in 2014 and beyond. 

Taking the example of a WLAN-enabled smart intelligent infusion pump and  
patient-worn and or telemetry monitor, many issues must be taken into consider-
ation when designing a network. These devices are often used while the patient is 
up and walking in the hallway, in the elevator, even to other hospital areas like  
radiology. This means the wireless signal is often altered by the patient’s body, yet 
still has to connect to the access point. This is especially challenging when the  
patient is mobile and roaming. 

Several signal-attenuating factors come into play. These include the environment, 
the design, the performance of the WLAN, and the actual design of the radio in the 
medical device. Wireless signals must be able to pass through glass, tile, and metal, 
often inside a room and down the hallway to enable ubiquitous connectivity. 

 
CENTRALIZED NETWORK MANAGEMENT AND SECURITY

To deliver maximum productivity at the lowest possible cost, wireless healthcare 
networks require proactive network management and monitoring systems.  
Continuous monitoring and oversight are crucial for maintaining high performance 
standards. Management systems are also necessary for creating and deploying  
system-wide data and communications policies, such as ways to handle mobile 
EMR access and BYOD issues.

NETWORK MANAGEMENT
Healthcare WLANs should have the ability to enable and provide centralized 
management and control for the entire wireless ecosystem. A centralized agnostic 
management platform will enable the update of device configurations and firm-
ware, monitor device status, capture faults, audit and automatically correct device 
configuration issues, gather network statistics and generate compliance reports. 
This infrastructure management solution should identify characteristics that could 
degrade network performance such as interference, channel overlap, over utilized 
access points and channels, network congestion, and performance degradation. 
Deployment costs should be minimized through the auto-provisioning of policies 
that allow for zero touch WLAN AP adoption.

INSTANTANEOUS TROUBLESHOOTING
When the wireless infrastructure, equipment or devices loose connectivity, more 
than cost, productivity and security are at stake. The reality is, the potential for 
compromised patient care—and in the case of security breaches or intrusions—
identities and personal and health data can be at risk. That makes it critical to be 
able to quickly locate the source of the anomaly, and be able to troubleshoot and  
fix the problem as quickly as possible, requiring 24/7/365 network monitoring  
and management.

SECURITY REQUIREMENTS
The right level of security and flexibility is required for wireless communications 
in healthcare. This must include the ability to distribute security features to every 
access point including those located anywhere within the hospital or IDN. 

TRANSFORMING COMMUNICATIONS IN HEALTHCARE  |  INTEGRA SYSTEMS  |  PAGE 6



Healthcare facilities should employ a comprehensive intrusion detection and  
prevention system. Accommodations must be made for reporting tools to monitor 
and record network activities and events for various regulatory agencies such  
as Payment Card Industry Data Security Standard, DOD 8100.2, HIPAA, 
Gramm-Leach-Bliley Act (GLBA), as well as Sarbanes-Oxley and custom  
corporate enforcement policies. 

Native capabilities should include Wireless Intrusion Prevention System (WIPS) 
event detection, customized WIPS signatures, device categorization, unauthorized 
access point detection and anomaly analysis with client blacklisting, rogue access 
point classification using wired side detection, termination and rogue access point’s 
leaking wired traffic from a sanctioned network supported both with part-time 
scanning and off-channel scanning. 

 
DEPLOYMENT MODEL

Planning and deployment of a healthcare wireless ecosystem must be considered 
from an engineering design standpoint that goes well beyond networking basics to 
incorporate the physics of wireless. Today’s healthcare WLAN planning must move 
from a simplistic walk around and paper based design to an empirical methodology 
utilizing predictive modeling and measurement tools, as well as on site spectrum 
analysis to identify any sources of wireless emitters. Networks should conform to 
the increasingly stringent regulatory environment, with each component delivering 
five nines (99.999%) reliability and performance at 24/7/365 levels. 

The initial engineering design should be focused on the business and technical 
requirements contained in this suggested 10-step deployment model.

1. Gain a deep understanding of each clinical application and device requirement.

2. Take into consideration the use of either hospital issued devices for clinicians 
and/or the use of personal devices to access clinical information. The correct 
approach must be able to differentiate between users, devices, applications  
and access.

3. Cultivate an understanding of different use requirements for different  
mobility models.

4. Develop a thorough understanding of the physical environment including 
building materials and age of construction, and build into the algorithms the 
characteristics of the client devices and WLAN access points and controller.

5. Incorporate guidelines and design requirements for BYOD and how these will 
meet HIPPA requirements, extending to the design the correct firewall and all 
the unique use requirements of patients and guests. 

6. Construct a site-specific intelligent RF model of the intended wireless  
deployment that take into account the mobility use model and the actual  
physical environment of the network. This can reduce the total cost of  
ownership for the wireless network by eliminating costly reworks that  
frequently occur with measurement-based network designs.

7. Build in several layers of redundancy and failover mechanisms to ensure  
continuous network services in the case of any type of outage.
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8. Ensure validation and verification of the correct design for –dBm and CCI 
(co-channel interference) requirements including access point placement, 
antenna consideration propagation, wireless connection speeds, channelization 
and power.

9. Provide for proactive 24/7 RF management of the WLAN infrastructure,  
taking into account potential environmental changes that could affect  
WLAN coverage, performance and scalability. 

10. Create a documented approval and control process of clinical application  
requirements, coverage and work flow use models. 

Taking these steps can dramatically decrease the risk in implementing a network  
design to deliver the new standards of quality, reliability and reimbursement for 
today and into the future. A highly mobile healthcare wireless environment with 
different application use requirements requires that the design must demonstrate 
that it will mitigate interference, have the scalability to support hundreds if not 
thousands of wireless mobile devices, be highly secure and provide the maximum 
return on the investment. 

 
THE PATH FORWARD

Bottom line, today’s wireless ecosystem for healthcare has to be approached from 
a scientific engineered design and deployment model. The requirements and risks 
for mobility and for multiple applications to work correctly in a real time 24/7/365 
environment are too high for the design and deployment to be approached in an  
ad hoc environment. 

The design, thought process, deployment and management should be approached 
and utilized in a consistent fashion. When a truly consistent technical process is  
followed, it will dramatically decrease risk and cost, and significantly improve  
clinical processes, work flow and patient satisfaction. 
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